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Welcome to the Azure Information Protection
Webinar Series

We will start at2-3 minutes afterthe scheduled time to accommodate
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AIP Series

- M
- M

ar 19t EU / 21t NA - Discover, label and protect your data at rest
ar 26t EU / 28™ NA — Classification, best practices for label taxonomy

- Apr 2nd EU / 4™ NA — Protection, getting started with protection in your
organisation

- Ap 9t EU / 11t NA — Monitoring, overview of centralised logging and
reporting

- Apr 16t EU / 18™ NA - MIP SDK, 3" party integrations and using the SDK
to build your own application

EU
NA

= Europe friendly time zone
= North America friendly time zone



Today’'s Agenda

- What is AIP and MIP?

- AIP Basics

- Unified Labelling / Convergence

- Office 365 ProPlus Integration (Native)

- Secure Email (Office Message Encryption)
- MCAS Integration

- AIP Analytics (Reporting)

- SDK

- Adobe Integration

- Getting started ...



What do we mean by
“Information Protection”?



Microsoft's information
protection solutions help you
protect sensitive data
throughout the lifecycle — inside
and outside the organization




What is MIP?

Microsoft Information Protection isn't a subscription or
product that you can buy.

Instead, it's a framework for products and integrated

capabilities that help you protect your organization's
sensitive information

m" Microsoft



Existing Azure Information Protection customers

Unified labels are 100% interoperable with existing Azure Information
Protection labels

+ No need to re-create labels in the Security & Compliance Center
- No need to re-classify / re-label documents previously labeled by AIP

New Microsoft 365 E3 customer Microsoft 365 E5 (or) Existing AIP customer
- Configure labels using the Security & - Configure labels using the AIP portal N
Compliance Center - Label on Windows using the AIP add-in g %'
- Try out labelling on Windows using the with automatic labelling > 23
version of the AIP client that supports . Deploy the AIP Scanner to gain coverage 8 2
unified labeling over on-premises file stores /
- Try out labelling on Office for Magc, iOS, and +
Android using the built-in labeling

- Try out labelling on Office for Mac, iOS, and

eApErience Android using the built-in labeling experience



AIP Basics
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Microsoft Azure

Create a resource

Home

Dashboard

All services

FAVORITES

All resources

Resource groups
. App Services
¥ Function Apps
% SQL databases
A&F Azure Cosmos DB
B virtual machines
& Load balancers
= storage accounts

Virtual networks

& Azure Active Directory

ﬂ Momitor

@@ Advisor
@ security Center

o Cost Management + Billing

ﬁ Help + support

Dashboard » Azure Information Protection - Labels

Azure Information Protection - Labels

Search (Cirl+/)

General

L& Quick start

Analytics
e Usage report (Preview)
& Activity logs (Praview)

EX Data discovery (Preview)

Classifications

W Labels
[ Policies
Scanner

El MNodes

E profiles (Preview)

Manage

&9’ Configure analytics (Preview)
Languages

Protection activation

& Unified labeling (Preview)

«

== Columns

LABEL DISPLAY MAME

B Non Business

M rublic

B General

[ Confidential

Test
Recipients Only
All Employees
Anyone (not protected)

Specific Users

Recipients Only
All Employees

Anyone (not protected)

+ Add a new label

L Search resources, services, and docs

POLICY

Global

Global

Global

Global

Global

Global

Global

Global

Global

Global

Global

MARKING

PROTECTION
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Microsoft Azure 2 Search resources, services, and docs

Dashboard > Azure Information Protection - Policies

Create a resource Azure Information Protection - Policies
Home
- «“
Search (Cirl+/)
Dashboard
) G | Configure administrative name and description for each policy
All services Enera
FAVORITES L3 Quick start POLICY DESCRIPTION
All resources Analytics Global Default policy for all users in the tenant e
Resource groups Iﬂ Usage repDI'l (PrE'-.-'iEW] + Add a new pOliCY ﬂ Dashboard > Azure Information Protection - Policies > Policy: Glabal
. Policy: Global O
App SEN'CES E.-" ﬂctr‘.ﬂ-t}r |Clg5 EPFE'IHEW] Contoso - Azure Information Protection
EE Columns N Export
Function J&PPS E"; Data disco&-‘er}f {Flreyiew} Configure administrative name, description and scope for this policy
* Policy name
S0L databases . Glotal
Classifications . -
Palicy description
AIUrE' CC'EmﬂS DEr Default palicy for all users in the tenant
¥ Labels
Virtual machines .
[z Policies
Load balancers LABEL DISPLAY NAME POLICY MARKING PROTECTION
Scanner B Non Business Global
Storage accounts e
B Public Global
H |;| Nodes B General Global
Virtual networks
7 - » onfidential of
e = profiles (Preview) B Confident Stobe!
Azure Active Directory » B Highly Confidential Global
Add or remove labels
M{bnito r Manage Configure settings to display and apply on Information Protection end users
* Title
- 1 1 1 Sensitivi
Advisar & Configure analytics (Preview) thity
Tooltip
QPFU rit-‘rl' Co ﬁtEr La ng u ag eg The current label for this content. This setting identifies the risk to the business if this content is shared with unautharized people inside or
SBC e Ll outside the organization.
_ . - . . .
Cost Management + Billing Protection activation
= Select the default label
Neone v
L Unified labeling (Preview
[ | HElp +5U pport @ g [ :I All documents and emails must have a label (applied automatically or by users)
or
Users must provide justification to set a lower classification label, remove a label, or remove protection




Apply sensitivity labels that
persist with the document

Tag that is customizable,
In cleartext,
and persistent.

It becomes the basis for applying and enforcing
data protection policies.

A
In files and emails, the label is persisted
@ as document metadata

E> In SharePoint Online, the label is
persisted as container metadata




IN THE PAST, THE FIREWALL
WAS THESECURITY PERIMETER

00

users devices apps

On-premises /
Private cloud



NOW T HERERV&RSBOUNDARIESMORE
DATA, MORE COMPLEXITY




MICROSOFT INFORMATION PROTECTION SOLUTIONS

Comprehensive protection of sensitive data throughout its lifecycle—across devices,

apps, cloud services, and on-premises

20 % NP

Discover Classify Protect

ACross

o = &

Devices Apps Cloud services

On-premises



Convergence



Microsoft Information Protection — the way it was

S E

Office 365
Information Protection

What Preserve or remediate emails &
documents
Where Office 365 Apps & Services

How Office 365 Security Console

g

Windows
Information Protection

Protect files and documents

Windows Clients & Devices

Intune Portal

S D

Azure

L=

Information Protection

Classify & Protect
emails & documents

Office Clients, 3" party Apps

& Services, On Premises

AIP Portal




Microsoft Information Protection — going forward

COHE « L ¢ ONE

Azure

Office 365 Windows Information Protection

Information Protection Information Protection

What Consistent content detection and classification to protect and preserve sensitive data

Where  Office 365 apps & services, Windows clients & desktops, mobile, on premises + 3™ party apps and services

How Microsoft 365 Security and Compliance Center



Converging and simplifying

with Microsoft Information Protection

Content Discovery
Transport rules
SharePoint DLP
FCI

AIP

MCAS

Content detection

Microsoft Information
Protection

Labeling and classification Encryption and protection

FCI Rights Management
Exchange classification Services
SharePoint tagging EFS
AIP Office 365 Message
Encryption
WIP

Labeling and classification Encryption and protection

Microsoft Information Microsoft Information
Protection Protection

Tracking and monitoring
RMS logs
Classification logs

Office 365 Compliance
Center

MCAS alerts
WDATP

Tracking and monitoring

Microsoft Information
Protection



Comprehensive set of capabilities

AZURE ADVANCED THREAT PROTECTION

Identify advanced data related attacks and insider threats

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage,
potential abuse

OFFICE 365 DATA LOSS PREVENTION

Prevent data loss across Exchange Online, SharePoint Online,
OneDirive for Business

OFFICE 368MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone
inside or outside of the company

WINDOWS INFORMATION PROTECTION

Separate personal vs. work data on Windows 10 devices,
prevent work data from traveling to non-work locations

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and
important data in Office 365

MICROSOFT
INFORMATION
PROTECTION

Discover | Classify | Protect | Monitor

CONDITIONAL ACCESS

Control access to files based on policy, such as identity, machine
configuration, geo location

OFFICE APPS

Protect sensitive information while working in Excel, Word,
PowerPoint, Outlook

SHAREPOINT & GROUPS

Protect files in libraries and lists

AZURESECURITY CENTER INFORMATION PROTECTION

Classify & label sensitive structured data in Azure SQL, SQL
Server and other Azure repositories

SDK FOR PARTNER ECOSYSTEM & ISVs
Enable ISVs to consume labels, apply protection

ADOBE PDFs
Natively view labeled and protected PDFs on Adobe Acrobat
Reader



CLOUD & SaaS APPS

Office 365,
Microsoft

Cloud App
Security

Discover and classity
sensitive information

No matter where it's created,
modified or shared
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Sensitivity Labels in the Security &
Compliance Center



& https://security.microsoft.com,

Microsoft 365 security

@ Home Labels
[~ Monitoring & reports
Sensitivity labels  Retention labels
P  Secure score
Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example, you can create labels that encrypt
) files, add content marking, and control user access to specific sites. Learn more about sensitivity labels
T3 Hunting
. Create a label [ Publish labels () Refresh
| &> Classification ey D
| Labels Mame Created by Last modified
Label policies Non Business MOD Administrator 10/30/2018
Sensitive info types
Public MOD Administrator 10/30/2018
Label analytics
—— o General MOD Administrator 10/30/2018
= Policies
Confidential MOD Administrator 10/30/2018
Test MOD Administrator 11/04/2018
Permissions
Recipients Only MOD Administrator 10/30/2018
@ Mare resources
All Employees MOD Administrator 03/01/2019
Anyone (not protected) MOD Administrator 02/12/2019
Specific Users MOD Administrator 11/26/2018
Highly Confidentia MOD Administrator 11/04/2018
Recipients Only MOD Administrator 11/04/2018
All Employees MOD Administrator 10/20/2018

Anyone (not protected) MOD Administrator 10/30/2018




Office 365 ProPlus Integration (Native)



Native labeling experiences built into Office applications

Consistent and easy for users
Apply and update labels while working in

Office apps 6 Word, PowerPoint, Excel and

Outlook

Built -in

Integrated natively into Office apps; no
plug-ins or add-ons required for latest
Office 365 apps.

Broad platform support

Available today: Mac (Word, PowerPoint,

Excel, Outlook) and mobile (Word,
PowerPoint, Excel on iOS and Android)
available now. Outlook mobile coming
soon.

Office on Windows in early CY19
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M&A Plan — “Shanghai”

MARCH 2018, CONTOSO M&A DEPT.
M&A ID: #C00151500

An M&A proposal regarding the potential merger with a company codenamed
“Shanghai.” Prepared by the Contoso Mergers & Acquisitions sourcing
department at Contoso, Colorado during Q1 2018.

Colorado - 319 W. 4th Street, P.O. Box 1234, Contoso, CO 123456 Phone 800-
555-1234

WWwWWw.contosowater.org

Una propuesta de fusiones y adquisiciones con respecto a la posible fusién con una empresa con nombre en

cédigo "Shanghai". Preparado por el departamento de abastecimiento de Contoso Mergers & Acquisitions

en Contoso, Colorado, durante el primer trimestre de 2018.
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en Contoso, Colorado, durante el primer trimestre de 2018.
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Available now
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Marketing material « mike@mippreviewtenant26.onmicrosoft.com

Message
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A s — File ¢ ¥ Nares |  PUBIE
_ - - General
To:  OKartik Shah | O Mas Libman To be used on sensitive business data which Confidential
{ . . i onfidentia
Ce: ' could cause business harm if over-shared. Data | - - -
) " is protected using encryption. | Highly Confidential
Subject: | Marketing material
] 2 - @ Learn More...
& Public " Learn more

Hi Kartik & Mas,

Please publish the following message to our public blog:

Sensitivity Labels
You can apply a sensitivity label to your documents and emails to keep them compliant with your organization’s information protection policies.



Available now

v [&.JQ Inbox » mike@mippreviewtenant26.onmicrosoft.com Try the Preview Q

Organize Tools
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New New Delete Archive Reply Reply Forward @j Move Junk Rules OneNote Tags Filter D Address Book Send & Store MyAnalytics
Email ltems All Email Receive
~ mike@mippreviewtenant26.on... Focused  Other By: Conversations ¥ ¥ @ Marketing material
@ Inbox ~ Today .
=/ Draft O Mike Paer
- raits Mike Paer O Mike Paer
[=] Archive Marketing material 117 PM Wednesday, September 19, 2018 at 1:17 PM
b Sent Hi Kartik & Mas, Please publish the following mes... Show Details
92 Groups & Public
111 Trash 1 Hi Kartik & Mas,
Junk Please publish the following message to our public blog:
E Clutter
[~ Conversation History
Sensitivity Labels
> Smart Folders You can apply a sensitivity label to your documents and emails to keep them

compliant with your organization’s information protection policies.

1. Inthe Home tab, select Sensitivity.
2. Choose the sensitivity label that applies to your document or email.

M 0 & VO

Item: 1 All folders are up to date. Connected to: mike@mippreviewtenant26.onmicrosoft.com
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M&A ID: #C00151500

An M&A proposal regarding the potential merger with a company codenamed
“Shanghai.” Prepared by the Contoso Mergers & Acquisitions sourcing
department at Contoso, Colorado during Q1 2018.

Colorado - 319 W. 4th Street, P.O. Box 1234, Contoso, CO 123456 Phone 800-
555-1234

WwWw.contosowater.org

Una propuesta de fusiones y adquisiciones con respecto a la posible fusién con una empresa con nombre en

cédigo "Shanghai". Preparado por el departamento de abastecimiento de Contoso Mergers & Acquisitions

en Contoso, Colorado, durante el primer trimestre de 2018«

Abstract

“Shanghai” is a business that levei'ages agile frameworks to provide a robust synopsis for high
level overviews. Iterative approaches to corporate strategy foster collaborative thinking to
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Available now
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MARCH 2018, CONTOSO M&A DEP" Highly Confidentia
M&A ID: #C0O0151500

An M&A proposal regarding the potential merger with a company codenamed
“Shanghai.” Prepared by the Contoso Mergers & Acquisitions sourcing
department at Contoso, Colorado during Q1 2018.

Colorado - 319 W. 4th Street, P.O. Box 1234, Contoso, CO 123456 Phone 800-
555-1234

www.contosowater.org

Una propuesta de fusiones y adquisiciones con respecto a la posible fusién con una empresa con nombre en
codigo "Shanghai”. Preparado por el departamento de abastecimiento de Contoso Mergers & Acquisitions

en Contoso, Colorado, durante el primer trimestre de 2018

Abstract

“Shanghai” is a business that leverages agile frameworks to provide a robust synopsis for high
level overviews. Iterative approaches to corporate strategy foster collaborative thinking to
further the overall value proposition. Organically grow the holistic world view of disruptive

innovation via workplace diversity and empowerment.

This merger can bring to the table win-win strategies to ensure proactive market expansion.
At the end of the day, going forward, a new normal that has evolved from generation X is on

the runway heading towards a streamlined cloud solution. User generated content in real-

time will have multiple touchpoints for offshoring.
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Office 365 Message Encryption



Fasily send protected messages with Office 365

Message Encryption
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messages using
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Marketing material - please review inbox x

Adam Wilber @& Thu, Sep 20, 4:03 PM (22 hours ago)
to me ~

"?Ic Contoso Industries

Adam Wilber (adam@M365x047196.onmicrosoft.com) has sent you a
protected message.

Read secure message

This email and its attachments may be confidential and are intended solely
for the use of the individual to whom it is addressed.

Contoso Industries. All Rights Reserved.



* Contoso Industries Christie C Sign Out

Marketing review

¥ Download X Hide email

I

Word Online [& Accessibility Mode IEJ Print 0 rind [ | Immersive Reader see . .
: Marketing review

Adam Wilber <adam@M365x047196.onmicrosoft.com>

* Contoso Industries S |v

Yesterday, 16:48

christiecready@gmail.com ¥

Contoso Marketing

m =] Contoso Marketing.docx v
70 KB

Video provides a powerful way to help you prove your point. When you click Online Video, you can

paste in the embed code for the video you want to add. You can also type a keyword to search online for ) ‘
B : - =] Contoso Marketing.docx

the video that best fits your document. To make your document look professionally produced, Word m v

70 KB

provides header, footer, cover page, and text box designs that complement each other. For example,
you can add a matching cover page, header, and sidebar. A 2 attachments (139 KB)

Click Insert and then choose the elements you want from the different galleries. Themes and styles also
help keep your document coordinated. When you click Design and choose a new Theme, the pictures,
charts, and SmartArt graphics change to match your new theme. When you apply styles, your headings
change to match the new theme. Save time in Word with new buttons that show up where you need
them.

To change the way a picture fits in your document, click it and a button for layout options appears next
to it. When you work on a table, click where you want to add a row or a column, and then click the plus
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O & protection.office.com

Office 365 Security & Compliance

[4 Data loss prevention

(&, Data governance

&+ Threat management

It

Mail flow

(& Data privacy

O Search & investigation

b~ Reports

@

-

Dashboard

Manage schedules

Reports for download

Service assurance

Home > Dashboard > Report Viewer - Security & Compliance

Message encryption report

Office 365 message encryption report

~+ Create schedule

Break down by Encryption template ~  View data by Message Encryption Report ~
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Microsoft Cloud App Security Integration



6 @ https;//mod244533.portal.cloudappsecurity.com/#/policy/file) O ~ @ & @ Edit file policy - Microsoft Cl... e

Cloud App Security 0 Discover v Investigate v Control ~ Alerts (599

[] Send alert as email

[] Send alert as text message

Save these alert settings as the default for your organization

Governance

v [ Box - 1selected

[] Send policy-match digest to file owner
CC additional users ~
[] Remove external users
[] Remove direct shared link
[] Restrict to collaborators only
Put in user quarantine
Put in admin quarantine
] Notify last file editor
[] Remove a collaborator~
Apply classification label ~
Select an Azure Information Protection classification label to be used to protect matching files:

Company Confidential Ignite M

Protection will be applied to any file that is supported by native protection.

> & Microsoft OneDrive for Business
> B> Microsoft SharePoint Online

> %3 Dropbox

The rule was modified 2 days ago

pe here to search




E Info Protection Demo Fo % e - X

& C' @ Secure  https://aaddemo.app.box.com/folder/38742838840 * =

Search Files and Folders

B All Files All Files > Y% Info Protection Demo Folder ~ =4 New = Upload ~
¢ Favorites
Name Updated Size = Sharin

@ Synced to Desktop &
T Trash

Confidential Document.docx Today by Julia 42 KB
=] Messages
Collaborators Confidential xlsx Sep 22, 2017 by Julia 33 KB
a0l Admin Console

No Collaborators

=/ Box Notes Collaborate by inviting people

to this folder.

</> Dev Console

Share this Folder +

12:51 AM
9/25 7
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e & https;//mod244533.portal.cloudappsecurity.com/#/policy/file) © ~ @ C | & File policy report - Microsoft... % | & Edit file policy - Microsoft Clou... | | & {0 ve & ©

Cloud App Security @& Discover v Investigate ¥ Control ¥ Alerts (601 & Microsoft

Policies > Info Protection Demo Policy

Matching now Quarantined © History
¥
AUTHORIZATION  APP OWNER ACCESS LEVEL FILE TYPE OWNER OU ¥ Advanced
v Select apps... V Select owner (email) Vv Select access level... Vv Select type... Vv Select organizational units... Vv
O 3 L
File name Owner App Collaborators Policies Detection date v
% Confidential Document.docx Julia @ Box a 1 policy match Sep 25, 2017
Path: Loading... URL:  https://app.box.com/files/0//38742838840/1/f 229050303211 [
Type: document Owner: casdemo2017@outlook.com (Julia) Created: Sep 25, 2017 Policies: Info Protection Demo Policy
MIME type: application/vnd.openxmlformats-officedocurr Owner OU: — Modified: Sep 25, 2017 Classification labels: —
File identifiers: View file identifiers Collaborators: — File size: ~42 KB Scan status: 2 completed
A " . . 1
Confidential.xIsx Julia & Box o 1 policy match Sep 22, 2017
Confidential File (22).docx.Ink Gartner B Microsoft SharePoint Onlii B 3 collaborators 1 policy match Sep 22, 2017
% Confidential File.docx MOD Administrator % Microsoft OneDrive for Bu B 1 collaborator 3 policy matches Sep 22, 2017
% G88 - Confidential labeled (6).docx Aldo Muller B> Microsoft SharePoint Onliit &, 4 collaborators 4 policy matches Sep 22, 2017
% Confidential File (6).docx Gartner B Microsoft SharePoint Onlii B 3 collaborators 3 policy matches Sep 22, 2017

12:52 AM

O Type here to search ‘ D oz P P NG g/25/2017



AlIP Analytics (Reporting)



How do | get started?

o

Discover Classity
Scan & detect sensitive Classify and label data
data based on policy based on sensitivity

@

Protect

Apply protection actions,

including encryption,
access restrictions

Yale

Monitor

View reports and assess
classified, labeled and
protected data
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Azure Information Pr

< - O @ B

Create a resource
All services
FAVORITES
Dashboard
All resources
&#¢| Resource groups
. App Services
%> Function Apps
% SQL databases
’ Azure Cosmos DB
! Virtual machines
. Load balancers
= storage accounts
* Virtual networks
’ Azure Active Directory
e Monitor
& Advisor
' Security Center
o Cost Management + Billing

ﬂ Help + support

fE AuditScenarios.docx

portal.azure.com

Home » Azure Information Protection - Usage report (Preview)

Azure Information Protection - Usage report (Preview)

General

L3 Quick start

Dashboards

[l Usage report (Preview)
& Activity logs (Preview)
=l Data discovery (Preview)
Classifications

¥ Labels

[2’ Policies

Scanner
[l Nodes (Preview)

El Profiles

Manage
£? Configure analytics (Preview)

Languages

Protection activation

&«

/A Nodes - Microsoft A; ‘ 1 Sign in to your accot

Azure Information Pt

/\ Usage report - N X ‘ + v

= X
7. & -

Restore default configuration £ Search resources, services, and docs >_ E Q1 i:é’s '? @ Uor'LUkOV@:HiT:LOﬁc;
X
I Last 30 days Last 90 days Last 180 days
) Labeled items
{3 Labeled items 198
& Protected items 126
fo) O
22 Users 15
Q O O¥F
Aug 13 Aug 20 Aug 27 Sep 3 Sep 10
EI’T.—‘ Devices 12
Labels ) Labels by application )

Wl
\\\\

Y

EU Phone Number - General (28)
M U Phone Number - Social Security Num...
EU Phone Number (21)
Credit Card Number (14)
M rublic (10)
General (9)
W cConfidential - Anyone (not protected) (8)
M rublic (8)
M Confidential - IPRMS Team Test Label (7)
B credit Card Data (6)
Plitest (6)
M Highly Confidential - All Employees (5)
M Highly Confidential - Employees only (4)
B General (4)

177

5 T

7 D

&

ENG

Microsoft Word (92)
W AP scanner (75)
Microsoft Excel (15)
File Explorer (9)
B Microsoft Qutlook (7)

11:11 AM
[l
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