
Welcome to the Azure Information Protection 
Webinar Series 

We will start at 2-3 minutes after the scheduled time to accommodate 
those still connecting. 

Questions? Feel free to type them in the instant message window at any time. Note that any 
questions you post will be public. You have the option to post questions anonymously.

This webinar is being recorded. Weõll post the recordings to our community forums at 
https://aka.ms/AIPRecordings. 

Join our Community: https://aka.ms/SecurityCommunity

https://aka.ms/MCASRecordings
https://aka.ms/SecurityCommunity
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Tag that is customizable,

in cleartext, 

and persistent. 

It becomes the basis for applying and enforcing 

data protection policies.

In files and emails, the label is persisted 

as document metadata

In SharePoint Online, the label is 

persisted as container metadata

CONFIDENTIAL



IN THE PAST, THE FIREWALL 
WAS THE SECURITY PERIMETER

devices datausers apps

On-premises /
Private cloud



On-premises

NOW THEREõS FEWER BOUNDARIES, MORE 
DATA, MORE COMPLEXITY



MICROSOFT INFORMATION PROTECTION SOLUTIONS





Office 365 
Information Protection

Windows
Information Protection

Azure
Information Protection

What

Where

How



What

Where

How

Office 365 
Information Protection

Windows
Information Protection

Azure
Information Protection





MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage, 

potential abuse

AZURESECURITY CENTER INFORMATION PROTECTION 

Classify & label sensitive structured data in Azure SQL, SQL 

Server and other Azure repositories

OFFICE APPS

Protect sensitive information while working in Excel, Word, 

PowerPoint, Outlook

AZURE ADVANCED THREAT PROTECTION

Identify advanced data related attacks and insider threats 

OFFICE 365 DATA LOSS PREVENTION

Prevent data loss across Exchange Online, SharePoint Online, 

OneDrive for Business

SHAREPOINT & GROUPS

Protect files in libraries and lists

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and 

important data in Office 365

ADOBE PDFs 

Natively view labeled and protected PDFs on Adobe Acrobat 

Reader

WINDOWS INFORMATION PROTECTION

Separate personal vs. work data on Windows 10 devices, 

prevent work data from traveling to non-work locations

OFFICE 365MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone  

inside or outside of the company

CONDITIONAL ACCESS

Control access to files based on policy, such as identity, machine 

configuration, geo location

Discover |  Classi fy |  Protect |  Moni tor

SDK FOR PARTNER ECOSYSTEM & ISVs

Enable ISVs to consume labels, apply protection
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CLOUD & SaaS APPS









Consistent and easy for users

Apply and update labels while working in 

Office apps ðWord, PowerPoint, Excel and 

Outlook

Built -in

Integrated natively into Office apps; no 

plug-ins or add-ons required for latest

Office 365 apps.

Broad platform support

Available today: Mac (Word, PowerPoint, 

Excel, Outlook) and mobile (Word, 

PowerPoint, Excel on iOS and Android) 

available now. Outlook mobile coming 

soon.

Office on Windows in early CY19

















Flexible encryption 

options

Protect
Mitigates risk of unintended 
disclosure through encryption and 
rights protection

Control
Leverage automatic policies or ad 
hoc end-user controls, for emails 
shared inside or outside the 
organization 

Compliance 
Meet compliance obligations that 
require encrypting data or 
encryption key control 

Recipients can 

read protected 

messages using 

consumer 

identities

Easily read protected 

emails on any device

Apply sensitivity 

labels



















Scan & detect sensitive 
data based on policy

Classify and label data 
based on sensitivity

Apply protection actions, 
including encryption, 

access restrictions

View reports and assess 
classified, labeled and 

protected data
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