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DLP solution overview

Comprehensive support across workloads with unified and integrated experiences

G 0 @
2O

Non - Microsoft @
clouds & SaaS apps

Guided onboarding

Unified & flexible policy management

Teams H:)
| |

Exchange
Online
Endpoint . - .
0
On-prem

file shares

_ Integrated with MIP
SharePoint,
OneDrive
Unified alerting & remediation

Integrated end user experiences




Guided onboarding

Data classification
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Cloud managed and delivered

No on-premise infrastructure required o s

Labet changed

Out-of-the-box analytics, no policy needed

Label changed




Unified policy management
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Unified, flexible policy management and

enforcement across devices, apps and |©
services from Microsoft 365 Compliance
Center

Rich flexibility in configuring rules and
enforcement actions

Microsoft 365 compliance

@ Choose the information to protect

@ Name your policy

@ Locations to apply the policy

QO Policy settings

(O Test or turn on the policy

O Review your settings

Data Loss Prevention > Create a policy

2 search

Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

Status

oOn

QOn

@ o

QOn

mOn

@ o
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Location

2]

3

Exchange email

SharePoint sites

OneDrive accounts

Teams chat and channel messages

Devices

Microsoft Cloud App Security

On-premises repositories

Included

All

All

All

All

All

All

All

Choose distribution group

Choose sites

Choose account

Choose account

Choose user or group

Choose instance

Choose repositories

Excluded

None

None

None

None

None

None

None

Exclude distribution group

Exclude sites

Exclude account

Exclude account

Exclude user or group

Exclude instance

Exclude repositories

Cancel
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lude
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Integrated with MIP

¥ » B

i

100+ sensitive information types

40+ built -in policy templates

Labels as condition in DLP

Microsoft 365 compliance

Data Loss Prevention > Create a policy

@ DLP policy template

O Search

Start with a template or create a custom policy

Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from

scratch. If you need to protect labeled content, you'll be able to choose labels later.

Learn more about DLP policy templates

|5earch

% Financial

Medical and health

Privacy

° 8

Custom

S

Show options for |All countries or regions

France Data Protection Act

France Personally ldentifiable
Information (PIl) Data

General Data Protection
Regulation (GDPR)

Germany Personally Identifiable
Information (PIl) Data

Israel Personally ldentifiable
Information (PIl) Data

Israel Protection of Privacy

Japan Personally Identifiable
Information (PIl} Data

Japan Protection of Personal

General Data Protection
Regulation (GDPR)

Description

Helps detect the presence of personal information for
individuals inside the European Union (EU) to assist in
meeting GDPR privacy obligations.

Protects this information:

EU Debit Card Number

EU Driver's License Number

EU Mational ldentification Number

EU Passport Number

EU Social Security Number (SSN) or Equivalent ID
EU Tax Identification Number (TIN}




Unified alerting and remediation

Rich detail to triage and remediate

Advanced DLP Alert Management

API support enabling SIEM integration

Microsoft 365 compliance

Data loss prevention > Alerts DLP policy match for email with subject 'Check out this new project’

DLP policy match for email with subject 'Check out this new project’

WEE Low @ Acive

Overview  Events

What happened

Diego Siciliani sent an email with subject "Confidential

project info" with sensitive content.
On Feb 9, 2021 11:57 AM, Diego Siciliani sent an email which violated the DLP policy "PCl Data Security Standard

(PCI DSS)"

Name

Sensitive info in email with subject 'Confidential project info'

Policy information

Policy matched
PCI Data Security Standard (PCI DSS)

Rule matched

Low volume of content detected PCI Data Security
Standard (PC

Sensitive info types

Credit Card Number

Locations
Exchange

User Location

& Diego Siciliani Exchange

Alert information

Alert ID
5288e975-582b-fed7-5400-08d8cd35009a

Time detected
Feb g, 2021 11:59 AM

Alert status
Active

Alert severity

WEE Low

Actor details

Users who performed the event

2 Diego Siciliani
DieqoS@M365x908420.0nMicrosoft.com

Other alerts for this user
Name Severity

DLP policy match for email with ... =E® Low

See all alerts for this user

’ Manage alert

Assign Management log

Status

| Active

Assign to

Start typing to find users

Comments

Add comments about this alert




Integrated end user experience
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Data Loss Prevention

The journey so far

DLP Offering

- Endpoint

- Exchange OnLine

- OneDrive

- SharePoint

- Office 365 app integration

- Teams

- Microsoft Cloud App Security
- On-premises file shares



Data Loss Prevention

The journey so far

DLP Offering Recent enhancements

- Endpoint - Chrome browser extension for DLP and Insider Risk Management
- Exchange OnLine - Advanced DLP Alert Management

- OneDrive - Sensitivity Labels integrated with DLP policies

- SharePoint - Advanced controls in DLP for Email Protection

- Office 365 app integration - Security Group and Distribution Lists for Teams DLP policies

- Teams - New classifiers and content types

- Microsoft Cloud App Security
- On-premises file shares
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Endpoint Data Loss Prevention

ldentify and protect information on endpoints

Native protection
Built-in to Windows 10 and Edge & no agent required e

“\ Action
Use actions to protect content when the conditions are met.

/N Audit or restrict activities on Windows devices

Seamless deployment

Audit or restrict activities on Windows devices
low are detected on Windows devices for supported files (Word, PowerPoint, Excel, .pdf, .csv, and .txt) conta)

C|Oud_de||vered, ||ghtwe|ght Conﬂguraﬂon |eads to |mmed|ate Value info olicy's conditions, you can choose to only audit the activity, block it entirely, or block it but allow users to

ccess by unallowed @ [w—]
Works out of the box for MDEP (MDATP) customers B oo s ©

Block with ov...

Copy to a USB removable media

Access by unallowed apps Block

Print

0}

Copy to a network share (0] Block with ov...
(0]
®

Integrated

Integrations build on existing capabilities and focus on risks R
th at m attel" (MIP’ MTP, IRM) Use notifications to inform your users and help educate them on the proper use of sensitive info.

@ ) off

Generally Available




Enforcement capabllities

Policy conditions
A Sensitivity label
A Sensitive information type8 default, custom
A File path exclusions

Policy evaluation triggers
A File create
A File modify
A File read (preview)

Supported file formats
A Office (Word, Excel, PowerPoint)
A PDF
A Textfiles: TXT, RTF, CSV, TSV
A Source Code

Enforcement actions

A Egress to USB media

A Egress to network share

A Print

A Clipboard

A Upload to unallowed cloud apps
- Edgenatively enforces data egress
- Chromevia extension

- Other browsers and apps can be blocked
from accessing protected files

A Access by unallowed apps



Home Share View

-

™ . > Network > Win10DelphiDemo > Share

~
Name

# Quick access
[ Desktop
4 Downloads
Documents
. Share
[&=] Pictures
D Music
New folder
@ OneDrive - MIPDenr
Share

@ OneDrive - MIPDemc
[ This PC

=¥ Network

v O

Date modified

Search Share
Type

This folder is empty.

—a

Data loss prevention

This action is not allowed

OK




AutoSave Test 00016 - Saved to this PC ~ g, Nir Hendler | % &=

Mailings Review  View Help 13 Share {2 Comments

File Home Insert Draw Design Layout References

L«ﬁljﬁ); Calibri (Body) v[11 v = 5 == é/ R @ B’? ﬁ-

1=,

B I U-~ q o
Paste U~ x x|l Styles | Editing | Dictate | Sensitivity | Editor
- S| A P2 A A A A AR | % v > <

Clipboard ~ Font N Paragraph [N Styles Voice Sensitivity Editor

Credit Card 4242 4242 4242 4242

test

Data Loss Prevention

This action is blocked

Business justification

This is part of an established business workflow

Page1of1 6of Twords [} [§ Public M Focus B - Biamics




Native Experience in Chrome

Single extension for DLP and IRM

Data Loss Prevention Policies

- Familiar look a feel

- Define DLP policies based on content
- Audit
- Block with Override
- Block

Insider Risk Management
Leverage signals to identify potential insider risks

- Copying files to personal cloud storage
- Downloading content from an unallowed domain
- Downloading content from a thirgarty site

L T Ay ——

Learn about Endpoint data

loss prevention

k
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What's different in Endpoint DLP

ere are a few extra concepts that you need to be aware of befare you dig imo Endpoint

Enabling Device management

management s the fur
vd brings it into Micrasoft 365 compliance solutions like Endpoint OLP anc

tionality that enables the collection of teleme

Windows Secunty
Data Loss Prevention

Your ceganization’s policy




Key takeaways and roadmap

A Microsoft Endpoint DL cloud-based, builin, performant and reliable DLP solution for devices
A Seamless onboarding, simple to manage, quick time to value

A Exciting deliverablegnany coming in CY21

Cross-platform, cross -browser Enterprise grade
- Chrome (in public preview) - Office client native integration
- Mac (preview H2CY21) - Fetch files as evidence
- Multi-session VDI (Win Server, WVD) - Granular policy controls
- RBAC
Advanced data classification MIP / MTP suite integrations
- Contextual conditions (file type, app, source) - Two-way signal sharing between DLP and
- EDM MTP
- Fingerprinting - Apply MIP label as policy outcome

- Trainable classifiers - Read MIPencrypted content
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One Portal for DLP Capabilities

A DLP protection to sensitivéata in

Microsoft Cloud App Security

non-Microsoft cloud apps

A Using Microsoft Cloud App Security
integration

A M365 Compliance: One portal for

all capabilities




Automatic Remediation for Violations

Create rule

A Choose which automatic remediation to

Use actions to protect content when the conditions are met.

perform on violations

. Restrict Third Party Apps

Restrict Third Party Apps

Use one of the automatic actions provided by Microsoft Cloud App Security. Learn more

Box
\:\ Send policy-match digest to file owner @
Remove external users ®
|:| Trash file ®
Remove direct shared link ®

D G Suite

Send policy-match digest to file owner

A Different remediations actions depends

on the service

Make private

®
O]
Remove external users 0]
Trash file O]

\:\ Cisco Webex
Trash file

D Drophox

©

Send policy-match digest to file owner @

Trash file @

Remove direct shared link O]
\:\ Salesforce

Send policy-match digest to file owner @

-+ Add an action
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Applying data loss prevention in Teams

Nadia Fortini — Principal Lead Program Manager



Data loss prevention for Microsoft Teams chat &
channel conversations

Search or type a command

Chat Recen Marie Beaudouin Conversation Files Organization Activity —+

Automatically block messagtmat contains kS .. .. i

40 PM
1
Louisa will send the initial list of attendees Triank yau Foralways tieing o positivel

= a, . .
™ Beth Davies 143 PM 1will push Krystal to give us a few more days. That shouldn't be a problem.
sensitive i |
We haven't had a break in awhile
Kayo Miwa 47
| reviewed with the client on Tuesday, she k
Will, Kayo, Eric, Jazmie, +2 1200 PM s ed. What can | do?
Kayo: It would be great to sync with you bo.
I don't have the file yet, but here are some cards and information | have
M) Price 20 PM handy that you can use
1 haven't ch es yet
Chiis Naidoo 5 Name: Bobby Lee
You: Thanks! Have a nice weekend Number: 5432180476691446
Expiration: 11/2021
. . Daichi Fukuda CWV:155
No, | think there are o ternatives we c.
Educate and gwde encserswith
Is this a weird interaction Number: 5458057271187995
~ 7 ~ ;
4 . 4 ~ . A i Expiration: 06/2021
Charlotte de Crum &3 SSN: 08-819-2931
et's set up a brainstorm session for tomor. Passport: AE453412
Marie Beaudouin : .
Sounds good! Marie Beaudouin
Sounds good!
Charlotte and Babak 158 PM
| as the client to send the feedback by e
Krystal McKinney 155 PM
Yes!
David Power
— Cool, look forward to the v
Type a message
I

Keiko Tanaka

sensitive information types and custom SO EEE
sensitive info type creation




Prevent leakage of content externally

Protecting sensitive information in Teams messages using
Data Loss Prevention (DLP)

A Customize policy and settings in Security and Compliance Your message was fiagged because it contain sensitive data
Center B——

A Leverage same classification engine and 90+ sensitive
information types used by DLP for Exchange Online, e
SharePoint Online and OneDrive for Business e e ot st s

A Use Exact Data Match (E5 Compliance feature) to define P

I have approval from my manager.

custom sensitive information types based on patterns,
evidence (keywords such as employee badge ID, medical
terms, etc.). e | [

A Educate andguideenduser s with noti fic
ti pso

O Report this to my admin. It doesn't contain sensitive data.

Protecting sensitive information in documents on Teams
using DLP

A Prevents attempts to share a document labeled as sensitive
with guests in a Microsoft Teams channel or chat P volicy i on e inf oninT N
ADLP policy defined to prevent this wondt all ow QAL PRlicy 1g 451N (PiRegsf{vg Information in Teams chat

to open for those users


https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-microsoft-teams?view=o365-worldwide

Information protection - Microsc X & Data classification - Microsoft 3¢ % | @ Palicies - Cloud App Security x | A\ Azure Information Protection - T X | a4 - X

O Search or type a command
P X N
Chat Recent Contacts # Nestor Wilke chat Files Organization Activity —+ o o @ ]

< 8 htt

32 32 Contoso Electr a

Yesterday 12:53 PM

fit Home @ Nestor Wilke 137 PM MNestor, i'll talk to you at the meeting ©
Hey Megan | need Adel's 55# for the b... _
) 1= Share 2 comments (2
@ Compliance score g1 Isaiah Langer 12:52 PM (BB Nestor Wilke OFind
You: Can we meet later? # i"ll ba there - ind - LQJ
« Replace
I <> Data classification Calendar o Alex Wilber 12:52 B ([-; . Ip Dictate
= e . 1 ~
& You: Thanks for the update Today s
Editi Voi
E—? Data connectors ‘* Last read I, olce =
=z ﬁ Allan Deyoung 1/23 x
1
a P r WA
A Alerts Mestor Wilke . .
= Hey Megan | need Adel's S5# for the background check do you have it?
b Reports
5 Policies
@.5 Permissions
Solutions
B?. Catalog
= Information governance
fé. Information protection
More resources
Customize navigation
Show all Get app
i Sure her S5# is 53
B - 1 + 100%

A 1 ¢ @ @ B B o 9 . = D Need help? " Feeaback




