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Guided onboarding

Unified & flexible policy management

Integrated with MIP

Unified alerting & remediation

Integrated end user experiences
Endpoint

Comprehensive support across workloads with unified and integrated experiences

Exchange 

Online

Teams

SharePoint, 

OneDrive

DLP solution overview

Non-Microsoft 

clouds & SaaS apps 

On-prem 

file shares



Guided onboarding

Cloud managed and delivered

No on-premise infrastructure required

Out-of-the-box analytics, no policy needed 



Unified, flexible policy management and 

enforcement across devices, apps and 

services from Microsoft 365 Compliance 

Center

Rich flexibility in configuring rules and 

enforcement actions

Unified policy management



Integrated with MIP

100+ sensitive information types

40+ built -in policy templates

Labels as condition in DLP



Unified alerting and remediation

Rich detail to triage and remediate

Advanced DLP Alert Management 

API support enabling SIEM integration



Integrated end user experience

Built-in experiences in Office, Windows, 

Edge, Chrome and other apps helps 

preserve user productivity

Policy Tips help educate users when 

they are about to violate a policy.

Available across platforms: desktop, 

web, and mobile apps.



The journey so far

Data Loss Prevention

DLP Offering

- Endpoint

- Exchange On-Line

- OneDrive
- SharePoint

- Office 365 app integration

- Teams

- Microsoft Cloud App Security

- On-premises file shares



Recent enhancements

- Chrome browser extension for DLP and Insider Risk Management

- Advanced DLP Alert Management

- Sensitivity Labels integrated with DLP policies
- Advanced controls in DLP for Email Protection

- Security Group and Distribution Lists for Teams DLP policies

- New classifiers and content types 

The journey so far

Data Loss Prevention

DLP Offering

- Endpoint

- Exchange On-Line

- OneDrive
- SharePoint

- Office 365 app integration

- Teams

- Microsoft Cloud App Security

- On-premises file shares



Endpoint DLP
Endpoint

Desktops & 

Windows 10 devices



Integrated

Integrations build on existing capabilities and focus on risks 

that matter (MIP, MTP, IRM) 

Native protection

Built-in to Windows 10 and Edge ðno agent required

Seamless deployment

Cloud-delivered, lightweight configuration leads to immediate value

Works out of the box for MDEP (MDATP) customers

Identify and protect information on endpoints

Endpoint Data Loss Prevention

Generally Available



Enforcement capabilities

Policy conditions
ÁSensitivity label
ÁSensitive information types ðdefault, custom
ÁFile path exclusions

Policy evaluation triggers
ÁFile create
ÁFile modify
ÁFile read (preview)

Supported file formats
ÁOffice (Word, Excel, PowerPoint)
ÁPDF
ÁText files: TXT, RTF, CSV, TSV
ÁSource Code

Enforcement actions

ÁEgress to USB media

ÁEgress to network share

ÁPrint

ÁClipboard

ÁUpload to unallowed cloud apps

- Edge natively enforces data egress

- Chrome via extension 

- Other browsers and apps can be blocked 
from accessing protected files

ÁAccess by unallowed apps



Toast message indicating egress action has been blocked





Single extension for DLP and IRM

Native Experience in Chrome

Data Loss Prevention Policies
- Familiar look a feel
- Define DLP policies based on content

- Audit
- Block with Override
- Block

Insider Risk Management
Leverage signals to identify potential insider risks

- Copying files to personal cloud storage
- Downloading content from an unallowed domain
- Downloading content from a third-party site



Cross-platform, cross -browser

- Chrome (in public preview)

- Mac (preview H2CY21)

- Multi-session VDI (Win Server, WVD)

Key takeaways and roadmap

Advanced data classification

- Contextual conditions (file type, app, source)

- EDM

- Fingerprinting

- Trainable classifiers

Enterprise grade

- Office client native integration

- Fetch files as evidence

- Granular policy controls

- RBAC

MIP / MTP suite integrations

- Two-way signal sharing between DLP and 

MTP

- Apply MIP label as policy outcome

- Read MIP-encrypted content

Á Microsoft Endpoint DLP ςcloud-based, built-in, performant and reliable DLP solution for devices

Á Seamless onboarding, simple to manage, quick time to value

Á Exciting deliverables - many coming in CY21



Applying data loss prevention in Non-Microsoft 
Cloud Apps



One Portal for DLP Capabilities

Á DLP protection to sensitivedata in 

non-Microsoft cloud apps

Á Using Microsoft Cloud App Security 

integration

ÁM365 Compliance: One portal for 

all capabilities



Automatic Remediation for Violations

Á Choose which automatic remediation to 

perform on violations

Á Different remediations actions depends 

on the service



Applying data loss prevention in Teams



Data loss prevention for Microsoft Teams chat & 
channel conversations

Automatically block messages that contains 
sensitive information

Educate and guide end-users with 
ƴƻǘƛŦƛŎŀǘƛƻƴǎ ŀƴŘ άǇƻƭƛŎȅ ǘƛǇǎέ

Unified classification engine supporting 90+ 
sensitive information types and custom 
sensitive info type creation



Prevent leakage of content externally 

DLP policy in action for sensitive information in Teams chat

Protecting sensitive information in Teams messages using 

Data Loss Prevention (DLP)

ÅCustomize policy and settings in Security and Compliance 

Center

ÅLeverage same classification engine and 90+ sensitive 

information types used by DLP for Exchange Online, 

SharePoint Online and OneDrive for Business

ÅUse Exact Data Match (E5 Compliance feature) to define 

custom sensitive information types based on patterns, 

evidence (keywords such as employee badge ID, medical 

terms, etc.).

ÅEducate and guide end-users with notifications and òpolicy 

tipsó 

Protecting sensitive information in documents on Teams 

using DLP

ÅPrevents attempts to share a document  labeled as sensitive 

with guests in a Microsoft Teams channel or chat

ÅDLP policy defined to prevent this wonõt allow the document 

to open for those users

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-microsoft-teams?view=o365-worldwide



