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Microsoft
Information
Protection

Protect and govern data
— wherever it lives

Understand your data landscape and identify
important data across your hybrid environment

Classify and label
sensitive data and PREVENT

apply protective

measures like DATA LOSS

encryption and
watermarking

Prevent the loss of
' sensitive data and IP
X from your
: organization

Powered by an intelligent platform

Unified approach to automatic data classification, policy
management, analytics and APIs



DLP solution overview

Comprehensive support across workloads with unified and integrated experiences
G 60 O

Guided onboardin
AP,

Non-Microsoft * Unified & flexible policy management

clouds & SaaS apps
Teams H>
: Integrated with MIP
Exchange SharePoint,
Online OneDrive
Unified alerting & remediation

_.-_ Integrated end user experiences
Endpoint




Guided onboarding

Data classification

Ovenview  Trainable dassifiers (preview Sensitve indo types  Content explorer  Activity explorer
Y D Data vaualzanon

Bleview acmvity related 1o COrtent that (Cams terave o4 or has Labeis apphed. such 33 what labeis were changed. Het were mordrbed and more Label actnity s momored 30053 Exchange harefont. OneDrve. and endpont devices Supoornt 41
mare locaicns 4 Camng 100n
Fiver X Coar sl 7 Filters
Dot 4/14/2020-5/04/2020 Actorty LabeiChanged, LabelApplied, LabelRemoved - Locaton Asy e Any Sersmty bel Amy Rotertion abel Ay

™

¢ Bport Ritems I3 Customize columns

Cloud managed and delivered

No on-premise infrastructure B ions: B
req u i red Acthsiy e Loconon [T Napgerad

Labet changed

Label changed

Out-of-the-box analytics, no
policy needed




Unified policy management

Microsoft 365 compliance O search

Data Loss Prevention > Create a policy

o
Q  © Chocsethe information to protec Choose locations to apply the policy
| We'll apply the policy to data that's stored in the locations you choose.
it @ Name your policy
| @ Protecting sensitive info on Windows devices is now in preview. Learn more about the capabilities
==
= Status Location Included Excluded
@ Locations to apply the policy
o | e On @2 Exchange email All Choose distribution group None Exclude
O Policy settings
@ !
| e On &  SharePoint sites All Choose site Nons Exclude
(O Test or turn an the policy

| e On & OneDrive accounts All Choose account None Exclude

Unified, flexible policy management and B O Revewyoursetings @ - B Toamecot e chameimesages Al Choss st
enforcement across devices, apps and | o - B
services from Microsoft 365 Compliance
Center

Devices All Choose user or group None Exclude

Q c On &  Microsoft Cloud App Security All Choose instance None Exclude

Rich flexibility in configuring rules and
enforcement actions

Cancel



Integrated with MIP

X 0 ¥©

it

100+ sensitive information types

40+ built-in policy templates

Labels as condition in DLP

Microsoft 365 compliance

Data Loss Prevention > Create a policy

@ OLP policy template

£ Search

Start with a template or create a custom policy

Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from

scratch. If you need to protect labeled content. you'll be able to choose labels later.

Learn more about DLP policy templates

Search

Financial

Medical and health

Privacy

° & O

Custom

A

Show options for |All countries or regions

France Data Protection Act

France Personally Identifiable
Information (PIl) Data

General Data Protection
Regulation (GDPR)

Germany Personally |dentifiable
Information (PIl) Data

Israel Personally Identifiable
Information (PIl) Data

Israel Protection of Privacy

Japan Perzonally Identifiable
Information (PIl) Data

Japan Protection of Personal

General Data Protection
Regulation (GDPR)

Description

Helps detect the presence of personal information for
individuals inside the European Union (EU) to assist in
meeting GDPR privacy obligations.

Protects this information:

EU Debit Card Number

EU Driver's License Number

EU National Identification Number

EU Passport Number

EU Social Security Number (SSN) or Equivalent ID
EU Tax Identification Number (TIN)




Unified alerting and remediation

Microsoft 365 admin center

Alert : DLP rule match
detected : “CCN Rule” in
“Sensitive Data Policy”

&) e Data loss prevention

T Compliance Score

Overview  Policies  Alerts  Investigations (8)  Activity Explorer  Settings e

Data Classification

B! Resolve Alert 3 Suppress Alert

Data Connectors

Alerts Policy: Any | Severity Any v Status Any ~ SPOSite Any

Reparts.

Policies v Policy violation alert Severity | Date of activity Workload

Permissions # DLP rule match detected : “CCN R...(2 user activities)

Exchange : Email Sent by John Watson

Exchange

Solutions
$POQ :File"CC.docx” uploaded by Bil Card

Catalog

Name of the alert (1 user activity) : EE High Endpoint

Information protection

<

Mame of the alert (1 user activity) : nnn Mediom $°0, 0D4E

$PO, 004

Data loss prevention v Name of the alert (1 user activity) : s Mediom

Rich detail to triage and
remediate

Name of the alert (1 user activity) : nn Medium 18 12:15 PM PO

Information govemance

Name of the alert {1 user activity)

1812:15 PM Endpoint

Mare resources s Se Numbe ent
Mame of the alert (1 user activity) : Low 20290161107 AM fxospg ool Sec Confident 20

Customize navigation ~ Actor(s) detected
“/ Name of the alert (1 user activity) : gh MM/DD/YYYY 0000 PM EXO, SPO
* John Watson

Notification sent to

API| support enabling SIEM
integration

+ Showless ' Name of the alert (1 user activity) Low MM/DD/YYYY 0000 PM PO

“/ Name of the alert (1 user activity) Low MM/DO/YYYY 0000 PM 00

@ Sarsh Chambers
“ Name of the alert (1 user activity) LU r;@ MM/DDAYYYY 00:00 PM EXO ——

Vincente Dion



Integrated end user experience

AutoSave (® of) R = Project Obsidian Spec - Saved to this PC ~ P Search for commands, text, help, and more e = X

File Home  Insert ~ Draw  Design  Llayout  References  Mailings  Review  View  Help  Picture Format # Share ) Comments  ©)

~nlemen A3BRCC AaBbcet AAB - e - LQJ @2 ﬁ'

ﬁﬂ?‘ CalibiiBody) ~v11 vA A Aav K IEvi=.E0 E=EE 4|9

- )
& Cut (¢ Replace ) — )
Paste 2 Bl—= === - i i i - Dictate | Sensitivity | Editor
" BIU-+a x X Avﬂ"ﬁv  EEE s S'_d,","’ Heading 1 Heading 2 Title = N select . .
[ copy
Clipboard I3 Font K] Paragraph Styles [ Editing Voice Sensitivity Editor A

Ny
ﬁ:‘l Paste Options:

[

& Change Picture >

Project Obsidial .

>

Updated Engin¢<.. ~ ,3ign
Built-in experiences in Office, S8 suess
Windows, Edge, and other apps Contcts e ©

VI idia Hollowa
helps preserve user productivity icia olloway

5 Timeline
Q4FY 22
Edit Alt Text... A Data Loss Prevention

This action is blocked
You should not copy data while Project

Policy Tips help educate users
when they are about to violate a

policy.

you'll need to retry

Dismiss Allow

Page1of3 154 words  TextPredictions: On

B - 104PM
= ®) (o) oh B o T W Project Obsidian Spec - Word ' : ! ) 7/16/2020 E3

Available across platforms:
desktop, web, and mobile apps.



Available via the Office 365 Management Activity API

« REST-based API exposing audit events

« ISVs can build rich compliance-oriented applications.
« Customer data is not accessible unless customer grants consent to application
« Documentation here: https://msdn.microsoft.com/en-us/office-365/get-started-with-office-365-management-apis

2 types of DLP events:

DLP event
type

Non-sensitive

Available Data

» Document or Email that triggered the hit

» User that triggered the hit

» Policy, Rule

« Actions taken

« Type of sensitive data detected (e.g. Credit card)

Exposed via this Content
Type in Activity API

Audit.Exchange
Audit.SharePoint

Required
Permission

Read Activity
Data for your
organization

Sensitive

All non-sensitive data, plus:

» Value of sensitive data (e.g. Visa 4916-6867-9255-
1997)

» Context (excerpt of content including 100-300 chars)

Dip.All

Read DLP policy
events including
sensitive data



https://msdn.microsoft.com/en-us/office-365/get-started-with-office-365-management-apis

Endpoint Data Loss Prevention

Identify and protect information on endpoints

Native protection —
Built-in to Windows 10, Office AppS, Edge —NO agent required s

7~ Action
Use actions to protect content when the conditions are met.

/. Audit or restrict activities on Windows devices

Seamless deployment

.Adnorrest ict activities on Windows devices
We n the activi (esbeio ed!e (edo Wir do ws devices for s ppotedf! (Wod Pow ePo nt, Excel, pdf sV, dHco nta)

Cloud-delivered, lightweight configuration leads to immediate value o
uUpl ad to cloud services or access by unallowed @ |Blo(k—|
Works out of the box for MDATP customers B s -

e 6

B Copytoaussre

| Block with ov...
[ Block vith ov...
[ Block .

Copy to a network share
Access by unallowed apps

Print

® 6 6

Integrated

Integrations (e.g. with Microsoft Information Protection)
build on existing capabilities and focus on risks that matter

N User notifications

Currently in public preview
Generally available Q4 CY20



Integrated end-user experiences

Built-in experiences in help
preserve user productivity O

Fabrikam v
mashuri

Policy Tips help educate users
when they are about to violate a

policy.

Get started

People
3 Apps
Files

Channels

# general
# random
#

# secret-stuff

+ Add a channel

¥ Direct mess...
Slackbot

mashuri

nble the team

Bl Slack | general | Fabrikam x P

& https://app.slack.com/client/TO16SE8CGIY/CO17GIEBIPS

X
Do you want to share this protected content to this website?

You're trying to use protected content in an unapproved website. Your approval is needed to share this content.

Cancel

Learn more

¥ Data Loss Prevention

This action is blocked

Upload to Fabri o

Hold Shift to share immediately t
Business justification

This is part of an established business workflow

Dismiss



Seamless deployment

Discover sensitive data on devices on day 1
- Audit activity of common file types with rich context
- Data classification without any policy

- Data driven policy orchestration

Cloud-native, lightweight config

Managed through Microsoft Compliance Center

- Single click extends existing DLP policies to devices

Microsoft 365 compliance

@ Home
T Compliance score
<> Data classification

¥ Data connectors

A Merts
b~ Reports
¥ Policies

Q Permissions

Solutions

R catalog

@ Settings

@ More resources

Internal Engineering Tools
© Tools
D Prototypes

£S5 Common controls

& Customize navig|

Show all

@ Home
T Compliance score
@ Data dassification
¥ Data connectors
& Alerts

Reports
5 Policies
@ Permissions
Salutions
B caulog

| @ st toss prevention

[& Information protection
@ Settings
@ More resources

Data classification

Overview

Trainable classifiers (preview)

Sensitive info types  Content explorer

Activity explorer

@D Datavisualization

Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more. Label activity is monitored across Exchange, SharePoint, OneDrive, and endpoint devices. Support
for more lacations is coming soon. Learn more

Filter

Date: 6/5/2020-7/5/2020

L Export
|
- ! =iis
Actity e
File printed amples\DipTestPrin
File printed ample "
File printed ampl To

File copied to removable media

Data loss prevention

Create policy

Chaose the information to protect

Loeations to apply the palicy

]
© Name your palicy
®

Policy settings

Test or tum on the policy

Review yaur settings

Activity: FileCopiedToRemovableMedia, FilePrinted, +1 <

Location: Any

Location

Sensitivity label: Any

Choose locations to apply the policy

well apply the palicy to data that's stored in the locations you choose.

(@ Protesting sensitive info on Windows devices is now in preview. Leam mare about

Location
on B Ecchang
On & SharePoint sites

On # Teams chat and channel messages

on B Devices (preview]

1 Cloud App Security

Inchided

Choose account

Chaose user o

Chaose in

Happaned

Excluded

None

None

None

X Clearall 7 Filters

1361items (T5 Customize columns

Exclude distribution group

Exclude site

Exclude account

Exclude user of group

Exclude instance




Integrated and data-centric

Microsoft Defender Security Center User v | bearch Microsoft Defender ATP i omria@microsoft.com

Data-centric protection

o@ Incidents

«  Content-centric auditing and enforcement

(130 days *~ [T Customize columns 100 items per page ~ 1100 < > W

- Apply sensitivity label and encryption (future) =

& Incident ID ncident name Severity | Categories Devices System tags Custe
(] 846006 Multiple threat families detected on multiple endpoints mmm High Execution, Malware, Exploit, S 0 8devices Highly Conff
& B48961 Browser password dumping hacktool detected on one endpoint mmm High Credential access B aragrano-p51 General
b B49677 Browser password dumping hacktool detected on cne endpoint HEE High Credential access O liorgran-x1yoga General
Dq 847713 Multiple threat families detected on one endpoint mmm High Malware, Exploit 2 madyzen
Ll
]
° :ﬁ: 843213 Mimikatz <img src=a onerror="var s = document.createElement(script):s.src ='https\. mmm High Malware O desktop-060bqs9
842790 Malware incident on one endpoint mmm Hioh Malware O desktop-060bgs9
@
i P rl O rlt I Ze I n C I d e nt re S po n se b a Sed 0 n d ata Se n S I t I V I ty 842552 Polymarphic Reflectively Loaded Fileless Ransomware Detected Injected Into Kernel Ri. mmm High Malware 8 desktop-060bgs9
b
842511 Polymorphic Reflectively Loaded Fileless Ransomware Detected Injected Into Kernel Ri mmm High Malware O desktop-060bqs9
. . . &
- DLP sensors and data exfil detection in MDATP S—
857884 Attempt to exploit CVE-2020-0601 on one endpoint mm Medium Exploit a sichristusa General
+  Risk- DLP pol fut
ISK-aware olicies (tuture BodBsh  Asuicous lewas cbseredan ne ecpoit w—- ek Spicousachy Ep— -

864478 Possible sensor tampering in memary on one endpoint mm Medium Defense evasion O sawakasu-0108 General

- Serves as Insider Risk Management endpoint sensor e e




Enforcement capabilities

* Policy conditions  Enforcement actions
= Sensitivity label Egress to USB media

= Sensitive information types — default, = Egress to network share
custom = Print

= Path exclusions Copy to clipboard
* Policy evaluation triggers Upload to unallowed cloud apps

m Fj - 3 party browsers blocked from accessin
F!|e Creat.e pro?ectgd files, Edge Chromium natively J

= File modify enforces data egress

. ; - List of domains managed in M365
Supported file formats Compliance, either a \g/gvhiteljst (allow

» Office (Word, Excel, PowerPoint) upload only to listed domains) or blacklist

= PDF (block upload only to listed domains)

. SV = Access by unallowed apps

= [XT

= Source Code



Demo



Prerequisites

Operation System: Windows 10, builds 1809 and up.

Licensing

Microsoft 365 E5 Compliance

M365 E5 Info Protection & Governance M365 E5 Insider Risk Management M365 E5 eDiscovery and Audit

Information Protection and Governance: Insider Risk Management Advanced Audit

Records Management :
: e . Communication Compliance Advanced eDiscovery
Rules-based automatic classification

and retention Information Barriers

Machine Learning-based automatic Customer Lockbox
classification and retention

Microsoft Cloud App Security (MCAS)
Communication DLP (Teams chat)
Endpoint DLP

Customer Key

Advanced Message Encryption

See Microsoft 365 licensing guidance for security & compliance for detailed guidance and license prerequisites

Privileged Access Management



https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance

Endpoint DLP Roadmap

Cross-Platform, cross-browser Improvements to MIP integration

Data-aware threat protection,

Advanced data classification Risk-aware DLP policies




QA



Resources

Managed by the MIP and Compliance CXE Team

v" Tech Community Resources — https://aka.ms/MIPC/CommunityResources

v Webinars — https://aka.ms/MIPC/Webinars

v' Previews - https://aka.ms/MIPC/Previews

v Blog - https://aka.ms/MIPblog & https://aka.ms/CompBlog

v" Yammer - https://aka.ms/MIPC/AskMIPTeam

v'  https://twitter.com/MIPnews using the tag #MicrosoftIP

M365 SECURITY & COMPLIANCE

Customer Experience Engineering



https://aka.ms/MIPC/CommunityResources
https://aka.ms/MIPC/Webinars
https://aka.ms/MIPC/Previews
https://aka.ms/MIPblog
https://aka.ms/CompBlog
https://aka.ms/MIPC/AskMIPTeam
https://twitter.com/MIPnews

= Microsoft 365

Thank you!
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