
Quickly investigate and respond 

with relevant data in Microsoft 365



DATA IS EXPLODING
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Sarbanes-
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REGULATIONS ARE EVOLVING

Discovering and managing data is challenging
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Intelligent compliance and risk management solutions

Information protection 

& governance

Protect and govern data

wherever it lives

Insider

risk management

Identify and take action on 

critical insider risks

Discover 

& respond

Quickly investigate and respond 

with relevant data

Compliance management Simplify compliance and reduce risk 
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Discovering data efficiently is top of 

mind for many organizations
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75M
daily active Teams users, an increase of more 

than 30 million users since mid-March

63% 
expect their company to conduct more investigations over 

the next three years

71% 
are considering leveraging technology and/or best 

practices to improve legal operations



Cost reduction

Efficiency

Security

Lower cost per 

custodian average

Review relevant Office 365 and 

non-Office 365 content faster

Reduce 

collection activities

Export matter-relevant 

content

Logging and auditing 

from one place

Do more, in-place
eDiscovery in 

Microsoft 365 
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Include data outside of Microsoft 365

7

hundreds
of other file types supported



Bring non-MSFT data and benefit from all M365 protect and govern capabilities

• One catalog for all connectors 
Discover all supported connectors built by 

Microsoft or 3rd party vendors in one place

• Simplified deployment and 

monitoring
Few clicks to setup data import for most 

connectors **

• Data available for all compliance 

solutions
Most data ingested is available in hi-fidelity 

(same as source) for solutions like eDiscovery, 

Retention, Insider risk etc.  



Electronic Discovery Reference Model (EDRM) workflow
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Advanced eDiscovery design principles
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Collect and discover data where it is

Manage workflows in Microsoft 365

Intelligently cull and reduce data 



Traditional eDiscovery vs Advanced eDiscovery + Teams
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Advanced eDiscovery for Microsoft 365

Deep crawling 

and indexing

Custodian 

management and 

communications

Review and 

manage case data

Cull your 

data intelligently 

with ML
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Demo
Advanced eDiscovery for Teams 



Intelligent compliance and risk management solutions

Information protection 

& governance

Protect and govern data

wherever it lives

Insider

risk management

Identify and take action on 

critical insider risks

Discover 

& respond

Quickly investigate and respond 

with relevant data

Compliance management Simplify compliance and reduce risk 
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Take actions: learn more about our

solutions today!
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Try Advanced eDiscovery today!

• In Microsoft 365 Compliance Center

• Sign up for Microsoft E5 Compliance trial

Check out additional resources 

• Mechanics video for Advanced eDiscovery

• Documentation

• Microsoft CELA case study

• Interactive Guide to Advanced eDiscovery

• E-discovery and Audit: Harnessing intelligent and end-to-

end solutions to improve results and lower costs​

• Do more with Advanced eDiscovery: Custodian 

communications, and review

https://signup.microsoft.com/signup/logout?offerid=d53d8416-fd1f-4552-831c-b5828ef2cbde&DL=INFORMATION_PROTECTION_COMPLIANCE&ali=1
https://www.youtube.com/watch?v=-25S-Vz7u1Q
https://docs.microsoft.com/en-us/office365/securitycompliance/compliance20/overview-ediscovery-20
https://www.microsoft.com/en-us/itshowcase/office-365-meets-evolving-ediscovery-challenges-in-a-cloud-first-world
https://content.cloudguides.com/en-us/guides/Advanced%20eDiscovery
https://myignite.techcommunity.microsoft.com/sessions/81817?source=sessions
https://myignite.techcommunity.microsoft.com/sessions/81452?source=sessions


© Copyright Microsoft Corporation. All rights reserved. 



Challenges to “collect and export”
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Creating choke point 

and increasing time

Increased risk due to large 

volume of data residing 

outside of your security and 

compliance boundaries

Large volume of 

data collected and 

exported



Advanced eDiscovery supporting EDRM workflow
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Vendor 6Vendor 5Vendor 4Vendor 3Vendor 2Vendor 1Microsoft 365

Risk & Cost

Risk & Cost

Identify

data

Preserve data

& hold notices 

Process

data

Collect content that 

might be relevant

Review

data

Analyze

data

Export 

data



Advanced eDiscovery supporting EDRM workflow
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In Product Now 

Custodian activity Hold Notifications
Collect

non-O365 data
Defensibility Reports/Tools

Native, text, and 

Persistent chat 

viewer

Threads
Export with 

annotations
Auditing

Data visualization 

to support ECA

ML based 

content-based 

classification

In place hold
Collection into 

document working sets
Deep crawling & indexing

Document coding 

and culling

Conceptual 

clustering

Load file 

generation

Security & 

Permissions

Pre-collection 

analytics

Annotations and 

Redactions
Predictive Coding

Tenant level 

reporting

Custodian Sources
Hold 

Management
Search O365

Enhanced Processing (OCR, 

PST, Media)

Rich meta-data and 

full text search
Near dups Export natives

Case 

Management
Custodian Sources

Hold 

Management
Search O365

Enhanced Processing 

(OCR, PST, Media)

Rich meta-data and 

full text search
Near dups Export natives

Case 

Management

Custodian activity Hold Notifications
Collect

non-O365 data
Defensibility Reports/Tools

Native, text, and 

Persistent chat 

viewer

Threads
Export with 

annotations
Auditing

In place hold
Collection into 

document review sets
Deep crawling & indexing

Document coding 

and culling

Conceptual 

clustering

Load file 

generation

Security & 

Permissions

Pre-collection 

analytics

Annotations and 

Redactions
Predictive Coding

Tenant level 

reporting

Data visualization 

to support ECA

ML based 

content-based 

classification



Discover and Respond
Quickly find and investigate user content and activities to efficiently respond to your internal, legal 

and regulatory obligations
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Comprehensive coverage across Microsoft 365 services to provide a consistent audit log search 

experience with Advanced Audit capabilities to power your forensic and compliance investigations.

Increased audit log retention, faster access to audit events and access to crucial events (e.g. mail sync or 

mail read events) to support your forensic and compliance investigations.

Conduct eDiscovery workflow (identify, preserve, collect, process, review, and analyze) and produce only 

what's relevant.

Enhanced discovery on Office 365 content such as Teams and Yammer, and non-Office 365 data with 

advanced processing (e.g. OCR) and additional review tools (dashboard, annotate).

Reduce and cull data in-place with machine learning (near dup detection, email threading, themes, 

smart tags).



✓ Tech Community Resources – https://aka.ms/MIPC/CommunityResources

✓ Webinars – https://aka.ms/MIPC/Webinars

✓ Previews – https://aka.ms/MIPC/Previews

✓ Blog – https://aka.ms/MIPblog & https://aka.ms/CompBlog

✓ Yammer – https://aka.ms/MIPC/AskMIPTeam

✓ https://twitter.com/MIPnews using the tag #MicrosoftIP

Managed by the MIP and Compliance CXE Team

https://aka.ms/MIPC/CommunityResources
https://aka.ms/MIPC/Webinars
https://aka.ms/MIPC/Previews
https://aka.ms/MIPblog
https://aka.ms/CompBlog
https://aka.ms/MIPC/AskMIPTeam
https://twitter.com/MIPnews

