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How to use this guide

Organizations of all types are moving to the cloud and adopting more solutions to meet data
protection and compliance requirements from the Microsoft 365 suite of capabilities. Use this guide as
a comprehensive source of guidance for the suite of solutions across information protection and
compliance. Understand best practices, key considerations and lessons learned from others who have
gone before you. Take the tips, tricks and processes outlined in the following pages to drive alignment
and consensus in your organization, and take the first steps toward a more secure, compliant posture
for your organization in the cloud.

Each of the sections in this guide can be leveraged as standalone guidance, or all together in entirety.
Many of the solutions covered in this guide will require participation from various teams and business
groups within your organization. Customers who achieve successful roll outs of the capabilities
typically prioritize by scenario, and create a working virtual team to manage the requirements
validation, proof of concept testing in a pre-production environment, internal checkpoints and
approvals and finally deployment into the production environment. We recommend identifying your
top 1-2 scenarios for deployment and tackling those first, with the right resources from your broader
team engaged. Once those priorities are deployed, come back to this guide to identify the next two
priorities for deployment and repeat the process of stakeholder alignment, testing and validation on
the path to successful deployment.

Track your progress, any features or requirements not yet included and let us know how it goes,
including what we should build next in order to meet more of your data protection and compliance
requirements.
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Microsoft Information Protection & Compliance

Overview

Microsoft is in a unique position to help you with more intelligent compliance and risk management
solutions.

First, we understand ‘compliance’ can have different meanings to various teams across the enterprise.
Compliance is an outcome of continuous risk management, involving compliance, risk, legal, privacy,
security, IT, HR, and finance teams which requires an integrated approach to manage risk

Let's start with the base pillar, Compliance Management: compliance management is all about
simplifying risk assessment and mitigation in a more automated way, providing visibility and insights
to help meet compliance requirements.

Information Protection and Governance: we believe there is a huge opportunity for Microsoft to
help our customers know their data better, protecting and governing data throughout its lifecycle in a
heterogenous environment. This is often the key starting point for many of our customers in their
modern compliance journey — knowing what sensitive data they have, creating flexible, end-user
friendly policies for both security and compliance outcomes and using more automation and
intelligence.

Internal Risk Management: Internal risks are often what keeps business leaders up at night —
regardless of whether negligent or malicious, identifying and being able to take action on internal
risks are critical. The ability to quickly identify and manage risks from insiders (employees or
contractors with corporate access) and minimize the negative impact on corporate compliance,
competitive business position and brand reputation is a priority for organizations worldwide.

Last but not least, Discover and Respond: being able to discover relevant data for internal
investigations, litigation, or regulatory requests and respond to them efficiently, and doing so without
having to use multiple solutions and moving data in and out of systems to increase risk — is critical.

The lifecycle of a specific document will be comprised of the following phases: Discover, Classify,
Protect, and Monitor. During each of these steps, the document will become incrementally better
managed and more secure.

Interestingly, deployment of this technology will also include these four phases, since experience
shows it is best to introduce each of these capabilities in orderly succession. At each step, your
information becomes better managed and more secure, and you don't need to wait until you are
ready to go all the way to begin realizing value from your investments.

Why Microsoft Information Protection?

It is challenging to detect, manage and protect sensitive information across your digital estate.
How can | implement a strategy for protecting and managing sensitive information? How do | even
know where my sensitive data resides? This seems like a very simple question, but this is a complex
issue for most organizations of any size. Trying to understand “where is all of my sensitive
information?” can be a huge project of its own.
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An additional question is, do you have control of your data as it travels both inside and outside of
your organization? When it gets shared with customers and partners via email or SharePoint sites or
other online services, when it goes out on someone's mobile device?

And lastly, are you using multiple solutions to classify, label, and protect sensitive data? We find that
many of our customers are, and that it is a disjointed set of solutions that don't work together for a
common goal.

Use this acceleration guide to learn best practices and key benefits of using Microsoft Information
Protection (MIP), and how you can get the most out of your Microsoft security and compliance
products.

The Microsoft Information Protection Story

With Microsoft Information Protection, Microsoft is streamlining how all applications that require
information protection capabilities interact. This provides a unified interface where both Microsoft
and Partner applications can classify and protect sensitive information. Ultimately, this means better
integration across our information protection solutions and a more consistent approach to protecting
your sensitive data.

€

Discover Classify and label
Detect sensitive data across a variety of Classify sensitive data and apply labels to
locations, based on the rules you define. documents and emails — automatically or
manually.
Protect and control sharing Monitor and remediate
Apply flexible protection actions, such as See what's happening with your sensitive data to
encryption, access restrictions and visual gain more control over it.
markings.

Figure 1: Microsoft Information Protection lifecycle

Microsoft 365 Information Protection Roadmap

The Microsoft 365 Roadmap website has public details about when new features are in development

and when they have been launched. To see details around new features in development, rolling out,
and launched, search for Information Protection and check the boxes to select which details you are
interested in.


https://www.microsoft.com/en-US/microsoft-365/roadmap
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Getting Started

Before jumping into the various sections detailing the stages of MIP deployment, there are some
planning and prerequisite items that should be addressed. These include general prerequisites,
scheduling and recommended attendance of meetings, and support and communication planning. In
this section, we will touch on these items and provide some general guidance based on what we have
seen help customers succeed in deployments of MIP.

While these tips are meant to help guide you on your MIP deployment journey, please keep in mind
that these items will vary widely depending on the size and complexity of your organization.

Best Practices

Defining the right label taxonomy and protection policies is the most critical step in a Microsoft
Information Protection deployment. Labels will be the interface for users to understand content
sensitivity, how it matches company policies, and will be the primary input for users to flag content
that needs to be protected.

A good label taxonomy needs to meet business needs, be intuitively understandable by users, and
easy to use. It should not prevent users from doing their jobs, while at the same time help prevent
instances of data leakage or misuse and address compliance requirements.

With these requirements in mind, the following best practices have proven to make deployment of
information protection policies in many organizations easier, faster, and more successful:

e Use names for your labels that intuitively resonate with your users. Using company jargon that's
well ingrained in the employee’s culture is a valid approach, though care must be taken to ensure
the labels are also meaningful to new employees. For example, using acronyms in label names is
not ideal due to the opacity to new employees and the difficulty of visually recognizing them.
Using short, meaningful words such as “Confidential” or “Secret” generally works best.

e If your organization operates in multiple languages, work with your localization teams to ensure
the names chosen for the labels can be easily localized and are meaningful in all the required
languages. Consider words that have a clear meaning in one language might be harder to localize
or be ambiguous when translated. Examples of such words are “Public” which can have nuanced
meanings in some languages, and “Personal” which can be easily confused in meaning to refer to
private information.

e Consider label order. Labels are sorted from lowest sensitivity to highest sensitivity, which means
higher sensitivity labels represent an “upgrade” in the confidentiality of the information and
usually have stronger protection measures. This order can be enforced by preventing users from
downgrading sensitivity of a document unless they have the right privileges, and there are
multiple scenarios in which it is important that the order of the labels is clear. It's important that
the names you use reflect this order, ad you should avoid using terms that have no clear
hierarchy. For example not all users might agree on whether "Confidential” or “Secret” is the most
sensitive label, so using something like “Confidential” vs. “Highly confidential” may be preferable.

e Use sublabels with intent. Labels are generally used to represent the actual sensitivity of the
content that's labeled, while sublabels are typically used to represent variations in the protection
or the scope of the content. For example, you might have a label taxonomy that includes “General

4
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business”, “Confidential” and “Highly Confidential” as top-level labels. Sublabels such as “Internal”
or "External” designate specific types of data in some of those top-level categories that need to be
controlled in specific ways. You might also have project/team specific sublabels or sublabels to
address special requirements such as excluding the application of content markings for content
that should not be modified.

Define labels that will last a long time. Since labels often become part of a company’s culture and
language, it's critical that they are not frequently altered, especially when it comes to the names
and meanings of the top-level labels. The approach mentioned in the previous point makes this
easy: using top-level labels to represent the sensitivity of the document means they won't change
often. Sublabels, on the other hand, can be more dynamic, and while it is preferable to frame
them in a way that follows a clear pattern that rarely changes, adding or changing sublabels as
additional requirements such as new projects or divisions come up is usually not a problem as
long as you follow a consistent pattern.

Consider the impact on usability. Forcing users to select labels too frequently can lead to users
doing it reflexively without thinking about the label they should apply. Using a default label is
good practice in scenarios where manually labeling everything could be a burden - and where
there’s some “safe” sensitivity level that applies to most content. One such case is email, where for
most users in most organizations labeling emails as “Internal” by default should be a safe option
and reduce user effort considerably. Users can label emails as “external”, “public” or “confidential”
as needed. At the same time, most users don't create dozens of new documents per day, so
asking them to individually label each document without providing a default is an acceptable
requirement in most cases. MIP allows you to do this by using a different default label for emails
and documents via an advanced option named “OutlookDefaultLabel” that specifies a default
label for Outlook independently from what's set for documents.

Compartmentalize data sparingly. Compartmentalization of data is essential in many businesses,
and using scoped sublabels that are shown and give rights to people in specific departments is a
good practice, but you should use this capability in moderation. If you have a dozen critical
projects that need to contain their data from being accessed by the general population of
employees, creating sublabels specifically for them is beneficial. But if you have a thousand
projects that demand the same treatment, the administrative burden imposed by such label
taxonomy would be large and you will likely end up hitting a practical limit. The best practice is to
define a clear rule for which kinds of teams, projects, divisions or groups get their own sublabels
which ensures only a small number of sublabels need to be created (a few dozen) - and stick with
it.

Do not put sensitive information in a label’s name. This might sound obvious, but it is common
that IT departments are asked to create a label to protect information for a merger or acquisition
or a label for a secret project that is not known to the general population in the company. Putting
the name of the company or a word that reveals more about the project than what is public in the
name of the label can reveal such data to all users, even if the label is scoped to a small team.
While scoped labels are not made available to all users, metadata about the existence of such
labels is carried within the policies all users get, so it is important that codenames or other non-
disclosing keywords are used in such labels instead.

Keep it simple with no more than five top level labels and five sublabels. User experience research
shows that with five or fewer labels, users can target the desired label directly in a single
movement, whereas if there are more elements in the list the user will typically have to read
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through them each time, making mistakes more likely. The 5x5 approach is proven to keep things
simple and help users choose the right labels, but if you can keep labels below those numbers,
even better.

Consider what threats you are trying to prevent — not what users will be doing with the content.
When defining protection policies some organizations start by thinking about what users need to
do with their content, and define rights based on that. That often leads to frustration, since IT will
rarely know of everything every employee needs to do with the content. It can also lead to more
protection than is necessary, and since there is a small overhead (for the computers and the
humans) involved whenever accessing something is protected via encryption and rights
enforcement, that is definitely undesirable. Start instead with what threats you are trying to
prevent: you might want to prevent your competitors from accessing your confidential plans, or
from users accidentally putting sensitive data where unauthorized people can view it. Based on
those requirements, define the minimal controls that must be there to ensure those scenarios do
not happen and implement them. With time, as you gain more confidence on understanding what
users need to do, you can adjust settings to implement tighter restrictions as needed.

Involve different teams in the review of your proposed label taxonomy, including compliance,
legal, PR, user education, etc. Defining labels is not an IT Security task alone, and their early
feedback will help you define a label taxonomy that will work for a long time and not need to be
revised after deployment when those teams observe the labels you defined do not meet their
needs or address their scenarios.

Define exceptions to your DLP rules that are based on labels. MIP labels are highly synergistic with
traditional DLP. The biggest challenge with DLP is handling incidents such as false positives and
exceptions, which generally disrupt user work and often require reactive actions taken by IT to
unblock productivity and labels can help with that. For example, you can define a DLP rule that
blocks PIl from being shared outside of the organization, but make an exception for low-count Pll
(e.g. <2 credit card numbers) if the content is labeled as “Non-business” to allow for employees to
share their personal information with family members when needed, and also exempt moderate
counts of Pll (e.g. <10 credit card numbers) if it is in protected form. You can even create a
blanket exception for a label such as “"Executive sharing exception” which bypasses all DLP filters,
but that's only available to specific people that are trusted to deal with this information, and that
they must explicitly choose for the sensitive content they need to share. Use of such labels can be
closely monitored and reported.

Validate labels before deploying to users. Conduct a practical validation to see how accurate your
users are at using these labels. One option is to create an email with fake sensitive documents
attached and send it to a subset of users asking them to open each document in turn and label it.
They don't even need to report the results, since you will be able to see how they labeled each
document in the Activity Explorer in the Compliance center. You can alternatively do an offline
activity, by setting baskets in the office’s entrance, printing copies of a mix of pretend sensitive
documents, and putting them in a pile at the entrance with a sign that says “take one and put it in
the corresponding basket”. Users usually do this exercise consciously and it allows you to get a
very representative idea of how well your users understand policies and labeling taxonomy. After
you have done an exercise, you can validate the accuracy of user’s actions and tune your labels
and training materials accordingly.

Socialize labels so they become part of the organization’s natural language. While experience
indicates the sensitivity label Ul is simple enough that users don't need to be trained in its use, it is
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important to perform an awareness campaign in which the meaning of the different labels and the
important of their use is highlighted (i.e. awareness emails, physical posters, etc.). The objective of
such a campaign is that users incorporate the organization's labels as part of their natural
language and that can intuitively assign documents to their corresponding label.

While if you implement all the recommendations above you are set for a successful deployment of
MIP, the process to implement is equally important. We highly recommend a "Crawl-Walk-Run”
approach, in which the technology is introduced in stages, focusing on things that cause minimal
disruption initially such as manual labels without protection, adding basic protection elements in a
later stage (e.g. DLP controls to prevent highly confidential items from being accidentally sent outside,
or encryption with very broad rights applied), and finally adding more restrictive permissions and
tighter controls once you are confident in the use of the technology.

You can also introduce these changes in waves across your organization, focusing on limited sets of
users first and expanding to broader audiences. This will allow you to deploy quickly without causing
disruption, and help you get a baseline of user behavior before introducing tight restrictions. It will
also help you identify early potential conflicts or compatibility issues between different tools so you
can address them before they have significant impact.

Know, Protect, and Govern Your Data

With information protection and sensitivity labels, you can intelligently classify and help protect your
sensitive content, while making sure that your organization's productivity and ability to collaborate is
not hindered. Manage your content lifecycle using Microsoft 365 features to import, store, and classify
business-critical data so you can keep what you need and delete what you do not.

Organizations of all types require a records-management solution to manage regulatory, legal, and
business-critical records across their corporate data. Records management in Microsoft 365 helps an
organization manage their legal obligations, provides the ability to demonstrate compliance with
regulations, and increases efficiency with regular disposition of items that are no longer required to be

Endpoint activities and signals Unified MIP policy works

integrated with rest of ! KNOW l\‘ ,'" PREVENT .‘. across EXO, SPO, Teams and
workloads in MIP offering ! : ! now extended to Endpoint.
YOUR DATA = W DATA LOSS B MCAS will follow.

Built-in experiences of

P ROTECT .\‘:‘ ‘.j" GOVERN \" Automatically retain,

Sensitivity labels with | ‘
ensitivity labels wi H : delete, and store data

DLP. Together | | H : A
sensitivity labels and YOUR DATA i y YOUR DATA H and r_ecords ina
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\ J
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Unified approach to automatic data classification, policy management, analytics, and APls

Figure 2: Information Protection & Governance intelligent platform
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Insider risk management

Identify and Act
Organizations face a broad range of risks from insiders ranging from employees downloading

intellectual property before departing, to fraud, to accidentally leaking sensitive data, to workplace
harassment. Being able to identify these risks quickly as well as intelligently respond to these risks is
critical. Microsoft 365 offers several technologies that help you to mitigate and address these types of
risks.

Overview

Insider risk management is a solution in Microsoft 365 that helps minimize internal risks by enabling
you to detect, investigate, and take action on risky activities in your organization using signals from
user activity, HR systems and other sources that can provide rich context to enable accurate
identification of potential threats. Custom policies allow you to detect and act on malicious and
inadvertent risk activities in your organization, including escalating cases to Microsoft Advanced
eDiscovery if needed. Risk analysts in your organization can quickly take appropriate actions to make
sure users are compliant with your organization's compliance standards.

Insider risk management focuses on the user instead of the individual actions and will raise alerts for
users that its analysis indicates represent a risk to the organization. The risks are analyzed based on
well-known patterns of behavior that are frequently observed in many organizations, such as
employees taking sensitive data with them when they leave the company. This enables the solution to
detect most instances of the risks being monitored while producing little or no noise.

When you set up a policy in insider risk management, the type of the policy defines the type of action
that will act as a trigger to put a user under observation. For example, in the Departing Employee Data
Theft policy, the trigger that causes the system to start analyzing the user’s behavior is a record
indicating the departure date of an employee coming into the system through the HR connector,
while for a Data Leak policy the analysis is triggered by the a DLP alert being raised for the high
severity DLP policy you designated during configuration. Once the event that triggers analysis occurs,
the users activities are put under observation while the user’s past and future activities are evaluated
to determine if the user’s behavior represents a risk, and if so an alert is raised. Upon seeing an alert
being raised, an analyst will decide based on the information provided if it needs to be turned into a
case for investigation, and whether action needs to be taken.

General Requirements

e Users included in insider risk management policies must have a Microsoft 365 E5 or A5
Compliance license, be included in a Microsoft 365 E5 or A5 subscription, or have an insider
risk management license.

e Enable the HR connector to leverage HR notice and termination dates as a signal to alert you
of any user activity related to data theft among departing employees.

e Leverage a data loss prevention (DLP) policy and selected indicators to alert you of any user
activity related to a data leak of sensitive information. In order to be able to integrate insider
risk management with these indicators, you have to enable the Audit Log in Office 365.



https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure?view=o365-worldwide#step-2-required-enable-the-audit-log
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Best Practices

e |dentify the appropriate stakeholders and personas in your organization to collaborate for
remediation actions on insider risks. Some recommended personas to include in the end-to-
end investigation workflow are compliance/privacy, security, HR, and legal.

e Select dedicated Insider Risk analysts to monitor and review the alerts on a regular cadence in
the Microsoft 365 compliance center.

e Before enabling the solution broadly in your production environment, you may consider
testing the policies with a small set of production users or in a test environment while waiting
for the necessary privacy and legal reviews in your organization. Bear in mind that evaluating
it in a test environment will require that you generate simulated user actions and other signals
in order to create alerts that can be triaged and processed, so testing with a small group of
users in a production environment is usually preferred.

e Use the anonymization feature in settings to pseudonymize display names for risky users to
maintain privacy and prevent bias when reviewing alerts and taking appropriate actions within
the tool.

e After creating a new policy, do not expect to see alerts coming up immediately. Insider risk is
not a solution where you should see a lot of activity. In fact, most organizations see alerts
being generated at a rate of a few per week or less, since the alerts should be highly relevant
and represent in most cases actual instances of malicious behavior or an employee putting
the organization at risk.

e  While you are testing the solution, you can monitor its progress in the evaluation of user
activity by looking at the Users tab. When a user performs an action that matches the trigger
conditions for a policy (e.g. announces their departure which is informed to the system
through the HR connector) you will see the name of the user and the policy being triggered in
the Users list. When you click on the user, you will see on the User Activity tab the list of all
detected actions for the user along with their risk score. This will give you a view on what
activity was detected and how it was quantified.
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Communication compliance

Overview

Communication compliance is part of the new insider risk solution set in Microsoft 365 that helps
minimize communication risks by helping you detect, capture, and take remediation actions for
inappropriate messages in your organization. Pre-defined and custom policies allow you to scan
internal and external communications for policy matches so they can be examined by designated
reviewers.

Reviewers can investigate scanned email, Microsoft Teams, Yammer, or third-party communications in
your organization and take appropriate remediation actions to make sure that they are compliant with
your organization's message standards. Communication compliance supports several company
communications channels including Exchange email, Microsoft Teams, Yammer, Skype for Business
Online, Twitter, Facebook, and Bloomberg instant messages.

Communication compliance policies in Microsoft 365 help you overcome many modern challenges
associated with compliance and internal and external communications, including:

» Scanning increasing types of communication channels
» The increasing volume of message data
« Regulatory enforcement & the risk of fines

General Requirements

Before you get started with communication compliance, you should confirm your Microsoft 365
subscription and any add-ons. To access and use communication compliance, your organization must
have one of the following subscriptions or add-ons:

e Microsoft 365 E5 subscription (paid or trial version)

e  Microsoft 365 E3 subscription + the Microsoft 365 E5 Compliance add-on

e  Microsoft 365 E3 subscription + the Microsoft 365 E5 Insider risk management add-on

e  Microsoft 365 A5 subscription (paid or trial version)

e Microsoft 365 A3 subscription + the Microsoft 365 A5 Compliance add-on

e Microsoft 365 A3 subscription + the Microsoft 365 A5 Insider risk management add-on

e Microsoft 365 G5 subscription (paid or trial version)

e Microsoft 365 G5 subscription + the Microsoft 365 G5 Compliance add-on

e Microsoft 365 G5 subscription + the Microsoft 365 G5 Insider risk management add-on

e Office 365 Enterprise E5 subscription (paid or trial version)

e Office 365 Enterprise E3 subscription + the Office 365 Advanced Compliance add-on (no longer

available for new subscriptions, see note)

To make Communication compliance available as a menu option in Microsoft 365 compliance
center, you must be assigned the Supervisory Review Administrator role. You must create a new
role group for reviewers with the Supervisory Review Administrator, Case Management,
Compliance Administrator, and Review roles to investigate and remediate messages with policy
matches.

For Communication compliance to be able to monitor user activity, you have to enable the Audit log
in Office 365.

10


https://www.microsoft.com/microsoft-365/compare-all-microsoft-365-plans
https://www.microsoft.com/microsoft-365/compare-all-microsoft-365-plans
https://docs.microsoft.com/en-us/microsoft-365/compliance/communication-compliance-configure?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/communication-compliance-configure?view=o365-worldwide

=- Microsoft Microsoft Information Protection — Deployment Acceleration Guide

Best Practices

Leverage the following capabilities in Communication compliance to get the most out of the tool:

Corporate policies: Communication compliance policies can detect policy matches and help you take
corrective actions to help mitigate these types of incidents.

Risk management: Using communications supervision policies to help identify and manage potential
legal exposure and risk can help minimize risks before they can damage corporate operations.
Regulatory compliance: Communication compliance policies can help your organization meet
regulatory compliance standards by providing a process to both scan and report on corporate
communications.

Intelligent customizable templates: Intelligent customizable templates in communication
compliance allow you to apply machine learning to intelligently detect communication violations in
your organization.

Flexible remediation workflows: Built-in remediation workflows allow you to quickly identify and act
on messages with policy matches in your organization.

Actionable insights: New interactive dashboards for alerts, policy matches, actions, and trends help
you quickly view the status of pending and resolved alerts in your organization.

Investigate alerts

The first step to investigate issues detected by your policies is to review generated alerts in the
Microsoft 365 compliance center. There are several areas in the compliance center to help you to
quickly investigate alerts, depending on how you prefer to view alert grouping:
e Communication compliance home page: Here you'll see:
o Alerts needing review listed from high to low severity. Select an alert to launch the alert
details page and to start remediation actions.
Recent policy matches listed by policy name.
Resolved items listed by policy name.
Escalations listed by policy name.
Users with the most policy matches, listed from the most to the least number of matches.
e Alerts tab: Display alerts grouped by matched communication compliance policy. This view
allows you to quickly see which communication compliance policies are generating the most
alerts ordered by severity.
e Policies tab: Each policy listed includes the count of alerts that need review. Selecting a policy
displays all the pending alerts for matches to the policy, select a specific alert to launch the
policy details page and to start remediation actions.

O O O O
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Microsoft 365 Information Governance

Overview

Information Governance helps you manage the risk and business value of content and data created in
your organization. Establish retention and/ or deletion policies to make sure that sensitive content is
not kept past its useful life. Enable long term retention for priority items and allow end users to apply
longer term retention labels to important content, while maintaining a schedule of retention and
deletion for your core collaboration content.

Manage your content lifecycle using Microsoft 365 features to import, store, and classify business-
critical data so you can keep what you need and delete what you do not.

For most organizations, the volume and complexity of their data is increasing daily — email,
documents, instant messages, and more. Effectively managing or governing this information is
important because you need to:

e Comply proactively with industry regulations and internal policies that require you to
retain content for a minimum period of time — for example, the Sarbanes-Oxley Act might
require you to retain certain types of content for seven years.

e Reduce your risk in the event of litigation or a security breach by permanently deleting
old content that you're no longer required to keep.

¢ Help your organization to share knowledge effectively and be more agile by ensuring
that your users work only with content that's current and relevant to them.

A retention policy can help you achieve all these goals. Managing content commonly requires two
actions:
e Retaining content so that it can't be permanently deleted before the end of the retention
period.
e Deleting content permanently at the end of the retention period.

With a retention policy, you can:
e Decide proactively whether to retain content, delete content, or both — retain and then
delete the content.
e Apply a single policy to the entire organization or specific locations or users.
e Apply a policy to all content or content meeting certain conditions, such as content

containing specific keywords or specific types of sensitive information.

When content is subject to a retention policy, people can continue to edit and work with the content
as if nothing has changed because the content is retained in place, in its original location. But if
someone edits or deletes content that's subject to the policy, a copy is saved to a secure location
where it's retained while the policy is in effect.

Some organizations have to comply with regulations such as Securities and Exchange Commission
(SEC) Rule 17a-4, which requires that after a retention policy is turned on, it cannot be turned off or
made less restrictive. To meet this requirement, you can use Preservation Lock. After a policy has been
locked, no one (including an administrator) can turn off the policy or make it less restrictive.
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How a retention policy works with content in place

When you include a location such as a site or mailbox in a retention policy, the content remains in its
original location. People can continue to work with their documents or mail as if nothing has changed.
But if they edit or delete content that is included in the policy, a copy of the content as it existed when
you applied the policy is retained.

For SharePoint site collections, a copy of the original content is retained in the Preservation Hold
library when users edit or delete it. For email and public folders, the copy is retained in the
Recoverable Items folder. These secure locations and the retained content are not visible to most
people. With a retention policy, people do not even need to know that their content is subject to the

policy.

Notes:
e Teams (chat) content is stored in Exchange, where the policy is applied based on message type
(email or conversation).
e Aretention policy applied to an Office 365 group includes both the group mailbox and site.
e The Preservation Hold library consumes storage quota for the site.

Across your organization, you probably have different types of content that require different actions
taken on them to comply with industry regulations and internal policies. For example, you might have:

e Tax forms that need to be retained for a minimum period.

e Press materials that need to be permanently deleted when they reach a certain age.
o Competitive research that needs to be both retained and then permanently deleted.
e Work visas that must be marked as a record so that they can't be edited or deleted.

In all these cases, retention labels in Microsoft 365 can help you take the right actions on the right
content. With retention labels, you can classify data across your organization for governance, and
enforce retention rules based on that classification.

With retention labels, you can:

¢ Enable people in your organization to apply a retention label manually to content in
Outlook on the web, Outlook 2010 and later, OneDrive, SharePoint, and Microsoft 365 Groups.
Users often know best what type of content they're working with, so they can classify it and
have the appropriate policy applied.

e Apply retention labels to content automatically if it matches specific conditions, such as
when the content contains:
o Specific types of sensitive information.
o Specific keywords that match a query you create.
o Pattern matches for a trainable classifier.

The ability to apply retention labels to content automatically is important because:
You don't need to train your users on all your classifications.
o You don't need to rely on users to classify all content correctly.

Users no longer need to know about data governance policies - they can instead focus on
their work.

13
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¢ Implement records management across Office 365, including both email and documents.
You can use a retention label to classify content as a record. When this happens, the label can't
be changed or removed, and the content can't be edited or deleted.

e Apply a default retention label to a document library, folder, or document set in
SharePoint, so that all documents that arrive in that location inherit the default retention label.

You create retention labels in the Microsoft 365 compliance center, Microsoft 365 security center, or
the Security & Compliance Center.
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Microsoft 365 Records Management

Overview

Organizations of all types require a records-management solution to manage regulatory, legal, and
business-critical records across their corporate data. Records management in Microsoft 365 helps an
organization manage their legal obligations, provides the ability to demonstrate compliance with
regulations, and increases efficiency with regular disposition of items that are no longer required to be
retained, no longer of value, or no longer required for business purposes.

The records-management solution supports the following elements:

¢ Label content as a record. Create and publish retention labels that declare content as
a record that can then be applied by end users or auto-applied by identifying sensitive
information, keywords, or content types.

e Migrate and manage your retention plan with file plan and use file plan manager to bring

in your existing retention plan, or build new with file descriptors and expanding hierarchies.
o Establish retention and deletion policies. Define retention and disposition periods based on

various factors that include the date last modified or created.

e Trigger event-based retention with event-based retention.
e Review and validate disposition with disposition reviews and proof of records deletion.

e Export information about all disposed items with the export option.
e Set specific permissions for records manager functions in your organization to have the right

access.

With the records-management solution in Microsoft 365, you can incorporate your organization’s
retention schedules into the file plan to manage retention, records declaration, and disposition to
support the full lifecycle of your content.

Managing records in Microsoft 365 helps an organization comply with their corporate policies, legal
and regulatory obligations while reducing risk and legal liability.

At a high level, declaring content as a record means that:
e The item becomes immutable (a record can't be modified or deleted)
e Additional activities about the item are logged
e Records are disposed of after their stated retention period is past

Use retention labels to classify content as a record. After you create retention labels that declare
records, you can either publish those labels (so that users can use them to classify content as records)
or auto-apply those labels to content that you want to classify as a record. By using retention labels to

declare records, you can implement a single, consistent records-management strategy across all of
Office 365, whereas other records-management features such as the Record Center apply only to
content in SharePoint Online.

Keep the following things in mind about records:

e Records are immutable. A retention label that declares content as a record can be applied to
content in Exchange, in addition to SharePoint and OneDrive for Business. However, record
versioning is available only in SharePoint and OneDrive, and not for Exchange.
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In Exchange, content labeled as a record is immutable until its final deletion. When an Exchange item
is labeled as a record, four things happen:

The item can't be permanently deleted.
The item can't be edited.

o O O

The label can't be changed.
o The label can't be removed.

e Records and folders. You can apply a retention label to a folder in Exchange, SharePoint, and
OneDrive. If a folder is labeled as a record, and you move an item into the folder, the item is
labeled as a record. When you move the item out of the folder, the item remains labeled as a
record.

Also, if you change the record label that is applied to a folder (in SharePoint and OneDrive) to a
retention label that does not declare content as a record, then items in the folder keep their existing
record label.

For more information about applying retention labels to SharePoint and OneDrive folders,
see Applying a default retention label to all content in a SharePoint library, folder, or document set.

e Records cannot be deleted. If a user attempts to delete a record in Exchange, the item is
moved to the Recoverable Items folder as described in How a retention policy works with

content in place.

If a user attempts to delete a record in a SharePoint, an error is displayed say that the item wasn't
deleted and remains in the library.

@ 1 item wasn't deleted — All Documents Y4 ?‘

If a user attempts to delete a record in OneDrive, the item is moved to the Preservation Hold library as
described in How a retention policy works with content in place.

e Records labels cannot be removed. Once a record label has been applied to an item, only
the admin of that location (for example, a site collection admin of a SharePoint site) can
remove that record label.

File plan manager provides advanced management capabilities for retention labels, retention label
policies, and provides an integrated way to traverse label and label-to-content activity for your entire
content lifecycle — from creation, through collaboration, record declaration, retention, and finally
disposition.

To access file plan manager in the security and compliance center, go to Records management > File
plan.

Use the Disposition tab from Records Management in the Microsoft 365 compliance center to
manage disposition reviews and view records that have been automatically deleted at the end of their

retention period.
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Prerequisites for viewing content dispositions

To manage disposition reviews and confirm that records have been deleted, you must have sufficient
permissions and auditing must be enabled.

Permissions for disposition

To successfully access the Disposition tab in the Microsoft 365 compliance center, you must be
members of the Disposition Management role and the View-Only Audit Logs role. We recommend
creating a new role group called Disposition Reviewers and add these two roles to that role group.

Specific to the View-Only Audit Logs role:

e Because the underlying cmdlet used to search the audit log is an Exchange Online cmdlet, you
must assign users this role by using the Exchange admin center in Exchange Online, rather

than by using the Permissions page in the Security & Compliance Center. For instructions,
see Manage role groups in Exchange Online.

e Microsoft 365 Groups (formerly Office 365 Groups) aren't supported for this role. Instead,

assign user mailboxes, mail users, or mail-enabled security groups.

For instructions to grant users the Disposition Management role and create your new Disposition
Reviewers role, see Give users access to the Office 365 Security & Compliance Center.

Disposition reviews

When content reaches the end of its retention period, there are several reasons why you might want
to review that content to decide whether it can be safely deleted ("disposed"”). For example, you might
need to:

e Suspend the deletion of relevant content in the event of litigation or an audit.

e Remove content from the disposition list to store in an archive if that content has research or
historical value.

e Assign a different retention period to the content, perhaps because the original retention
settings were a temporary or provisional solution.

e Return the content to clients or transfer it to another organization.
When a disposition review is triggered at the end of the retention period:

e The people you choose receive an email notification that they have content to review. These
reviewers can be individual users, distribution or security groups, or Office 365 groups. Note
that notifications are sent on a weekly basis.

e The reviewers go to the Disposition tab in the Microsoft 365 compliance center to review the
content and decide whether to permanently delete it, extend its retention period, or apply a
different retention label.

A disposition review can include content in Exchange mailboxes, SharePoint sites, OneDrive accounts,
and Microsoft 365 groups. Content awaiting a disposition review in those locations is deleted only
after a reviewer chooses to permanently delete the content.
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Record versioning

An essential part of records management is the ability to declare a document as a record and have
that record be immutable. At the same time, record immutability prevents collaboration on the
document if people need to create subsequent versions. For example, you might declare a sales
contract as a record, but then need to update the contract with new terms and declare the latest
version as a new record while still retaining the previous record version. For these types of scenarios,
SharePoint Online and OneDrive for Business now support record versioning. OneNote notebook
folders are not supported.

To use record versioning, the first step is to use the Microsoft 365 compliance center to create and
publish retention labels that declare records to all SharePoint sites and/or OneDrive accounts, or
publish them to specific SharePoint sites and/or OneDrive accounts. The next step is to apply a
published retention record label to a document. When this is done, a document property,

called Record status is displayed next to the retention label, and the initial record status will

be Locked. At this point, you can do the following things:

e Continually edit and declare individual versions of the document as records, by
unlocking and locking the Record status property. Only the versions declared as records
are retained when the Record status property is set to Locked. This reduces the risk of
retaining unnecessary versions and copies of the document.

e Have the records automatically stored in an in-place records repository located within
the site collection. Each site collection in SharePoint and OneDrive preserves content in its
Preservation Hold library. Record versions are stored in the Records folder in this library.

¢ Maintain an evergreen document that contains all versions. By default, each SharePoint
and OneDrive document has a version history available on the item menu. In this version
history, you can easily see which versions are records and view those documents.

When you retain content, the retention period is often based on the age of the content - for example,
you might retain documents for seven years after they're created and then delete them. But with
retention labels in Office 365, you can also base a retention period on when a specific type of event
occurs. The event triggers the start of the retention period, and all content with a retention label
applied for that type of event get the label's retention actions enforced on them.

For example, you can use labels with event-driven retention for:

o Employees leaving the organization Suppose that employee records must be retained for
10 years from the time an employee leaves the organization. After 10 years elapse, all
documents related to the hiring, performance, and termination of that employee need to be
disposed. The event that triggers the 10-year retention period is the employee leaving the
organization.

e Contract expiration Suppose that all records related to contracts need to be retained for five
years from the time the contract expires. The event that triggers the five-year retention period
is the expiration of the contract.

e Product lifetime Your organization might have retention requirements related to the last
manufacturing date of products for content such as technical specifications. In this case, the
last manufacturing date is the event that triggers the retention period.
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Event-driven retention is typically used as part of a records-management process. This means that:

e Labels based on events also usually classify content as a record. For more information,
see Using Content Search to find all content with a specific retention label applied to it.

e A document that's been declared as a record but whose event trigger has not yet happened is
retained indefinitely (records can't be permanently deleted), until an event triggers that
document's retention period.

e Retention labels based on events usually trigger a disposition review at the end of the
retention period, so that a records manager can manually review and dispose the content. For
more information, see Disposition of content.

A label based on an event has the same capabilities as any label in Office 365. To learn more,
see Overview of labels.
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Discover & Respond

Overview

The Discover & Respond solutions within Microsoft 365 help organizations respond to investigations,
regulatory requests, and eDiscovery for litigation scenarios. The integrated solution for custodian
management, hold notifications, review, and redact help organizations reduce the time and costs
associated with common early case assessments, and other investigations. Enable your legal
technology, investigations, and sec ops team with critical data they need on internal communications,
documentation, and data across your Microsoft 365 investments.

The Advanced eDiscovery solution in Microsoft 365 builds on the existing eDiscovery and analytics
capabilities in Office 365. This new solution, called Advanced eDiscovery, provides an end-to-end
workflow to preserve, collect, review, analyze, and export content that's responsive to your
organization's internal and external investigations. It also lets legal teams manage the entire legal hold
notification workflow to communicate with custodians involved in a case.

At a high level, Advanced eDiscovery supports the EDRM workflow via:

¢ Identification. After you identify potential persons of interest in an investigation, you can add
them as custodians (also called data custodians, because they may possess information that's
relevant to the investigation) to an Advanced eDiscovery case. After users are added as
custodians, it's easy to preserve, collect, and review custodian documents.

e Preservation. To preserve and protect data that is relevant to an investigation, Advanced
eDiscovery lets you place a legal hold on the data sources associated with the custodians in a
case. You can also place non-custodial data on hold. Advanced eDiscovery also has a built-in
communications workflow so you can send legal hold notifications to custodians and track
their acknowledgments.

e Collection. After you identified (and preserved) the data sources relevant to the investigation,
you can use the built-in search tool in Advanced eDiscovery search for and collect live data
from the custodial data sources (and non-custodial data sources, if applicable) that may be
relevant to the case.

¢ Processing. After you have collected all data relevant to the case, the next step is process it
for further review and analysis. In Advanced eDiscovery, the in-place data that you identified
in the collection phase is copied to an Azure Storage location (called a review set), which
provides you with a static view of the case data.

e Review. After data has been added to a review set, you can view specific documents and run
other queries to reduce the data to what is most relevant to the case. Also, can annotate and
tag specific documents.

e Analysis. Advanced eDiscovery provides integrated analytics tool that helps you further cull
data from the review set that you determine isn't relevant to the investigation. In addition to
reducing the volume of relevant data, Advance eDiscovery also helps you save legal review
costs by letting you organize content to make the review process easier and more efficient.
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¢ Production and Presentation. When you're ready, you can export documents from a review
set for legal review. You can export documents in their native format or in an EDRM-specified
format so they can be imported into third-party review applications.

Managing custodians

Use the Custodians tab to add and manage the people that you've identified as persons of interest in
the case. When you add custodians, you can quickly perform custodian-related actions like placing a
legal hold on custodian data sources, communicating with custodians, and searching custodian data
sources to collect content that's relevant to the case. As the case progresses, it's easy to add new
custodians or release custodians from the case.

Managing legal hold notifications

Use the Communications tab to manage the process of communicating with the custodians in the
case. A legal hold notice instructs custodians to preserve any content that's relevant to the case. Legal
teams must be able to track the notices that have been received, read, and acknowledged by
custodians. The communications workflow in Advanced eDiscovery allows you to create and send
initial notifications, reminders, release notices, and escalations if custodians fail to acknowledge a hold
notification

Managing content preservation

When you add a custodian to a case, you can place a hold on custodial data. Use the Holds tab to
manage the hold created when you add custodians, and to manage other legal holds associated with
the case; for example, you can identify and place a hold on non-custodial data sources. You can also
edit any hold in the case and make it a query-based hold to preserve only the content that matches
the query. For example, you could add a date range to the hold so that only content created within a
specific date ranged in preserved. You can also get statistics on content that's on hold, remove the
hold after it's no longer relevant to the case, or delete it.

Indexing custodian data

When you add a custodian and the corresponding custodial data sources to a case, any partially
indexed item from a custodian data source is re-indexed by a process called Advanced indexing. This
allows custodial content such as images, unsupported file types, and other potentially unindexed
content to be fully searchable when you run searches to collect data for the case. Use the Processing
tab to monitor the status of Advanced indexing and fix processing errors by using a process called
error remediation.

Collecting case data

Use the Searches tab to create searches to search the in-place custodial and non-custodial data
sources for content relevant to the case. You can create and run query-based searches (using
keywords and conditions) to identify a set of email messages and documents that are relevant to the
case and that you want to further review and analyze in subsequent steps in the eDiscovery workflow.
You can create one or more searches associated with the case. You can also use the search tool to
preview sample documents and view search statistics to help you refine and improve the search
results. After you're satisfied the search results contain the all data relevant to the case, you add the
search results to a review set for further review, analysis, and culling.
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Reviewing and analyzing case data

Use the Review sets tab to review and analyze the content that you've collected from the live system
and added to a review set. A review set is a static collection of that data (in other words, an offline
copy of data) of custodial data (and if applicable, non-custodial data) that you collected in the
previous phase of the eDiscovery workflow. When you add search results to a review set, a process is
triggered that extracts files from containers, extracts metadata, and extracts text. When this process is
complete, the system builds a new index of all the data collected from custodians and adds it to the
review set. After the data is added to the review set, you can run more queries to narrow the case
data, view data as text or in the native file format, and annotate, redact, and tag documents in the
review set. You can also perform advanced analytics such as identify document duplication, email
threading, and themes. After you've culled the data to only what is relevant to the case, you can either
download documents directly or export them along with file metadata, annotations, and any tags.

Exporting data for review and presentation

After you export the data from a review set, use the Exports tab to manage an export job and
download data from a review set. When you export a review set, the data is uploaded to a Microsoft-
provided Azure Storage location (or an Azure Storage location managed by your organization). After
it's uploaded to Azure, it's then and available to download to a local computer. You can obtain the
storage assess key necessary to download the exported data on the Exports tab.

Managing jobs

Use the Jobs tab to monitor long-running processes for case-related tasks that you've initiated.
Examples of jobs include ones related to reindexing, searching, and exporting case data. For example,
if you create a search on the Searches tab that includes many data sources, the status of this search
process will be displayed on the Jobs tab.

Configuring case settings
Use the Settings tab to configure case-wide settings. This includes adding members to a case, closing,
or deleting a case, and configuring search and analytics settings.

Advanced eDiscovery reports

You can use the Advanced eDiscovery reports on the home page to help your organization track
activity and status across all Advanced eDiscovery cases. The Advanced eDiscovery reports feature
aggregates information about cases, custodians, data sources, and communications. You can filter the
report data based on various criteria and export the aggregated information to a CSV file for further
analysis

Data Investigations

A data spill occurs when a document containing confidential, sensitive, or malicious content is
released into an untrusted environment. When a data spill is detected, it's important to quickly contain
the environment, assess the size and locations of the spillage, examine user activities around it, and
then delete the spilled data from the service. Using the new Data Investigations (Preview) tool, you

can search for sensitive, malicious, or misplaced data across Office 365, investigate what happened,
and take the appropriate actions to remediate the spillage.
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Search for sensitive, malicious, or misplaced data

Use the Searches tab to create searches to find the Microsoft 365 for data that you want to remediate.
You can create and run query-based searches to identify a set email messages and documents that
might contain spilled data, and then collect them as evidence to review and analyze. Also, you can use
the search tool to preview sample documents and view search statistics that can help you refine and
improve the search results. Once you're satisfied that the search results contain the all the data
relevant to the investigation, you add the search results to the evidence set to further review, impact
assessment, and taking remedial actions as necessary.

Review and investigate evidence

Use the Evidence tab to investigate the data that you've collected from the live service, which in this
case is Office 365. The data in the evidence set is a snapshot of search results that you collected.
When you add search results as evidence a process is triggered to extract files, metadata, and text.
When this process is complete, the Data Investigations tool builds a new index of all the data and
adds it to an evidence set. For any time-sensitive investigations, this allows you to quickly contain the
environment by deleting data located in the original content locations (in the live service) while
investigating the evidence that you collected in a quarantined environment. After evidence is
collected, you can run more queries to narrow the data by time range, file types, data owners, and
other types of conditions. For example, by using the Author, Sender, and Recipient conditions you can
quickly identify those who were are involved in the data spill and if any of the spilled data was shared
with people outside of your organization.

Managing people of interest

Use the People of interest tab to add and manage the people that you've identified as persons of
interest during your investigation of the evidence. When you add people of interest, their data
sources, such as their mailbox and OneDrive account, are identified and mapped. Then you can scope
searches by searching only the content locations of those people. When scoped by people of interest,
searches are more efficient and accurate because the tool reprocesses any unindexed data such as
images or unsupported file types. On the People of interest tab, you can also view and search the
audit log activity of those people to further help your investigation. You can add more people of
interest throughout the investigation.

Indexing the data of people of interest

Adding a person of interest to an investigation re-indexes any partially indexed items from the
person's data sources. This process is called Advanced indexing. Advanced indexing reprocesses data
such as images and unsupported file types so that this data is fully discoverable when you run
searches to collect data for an investigation. Use the Processing tab to monitor the status of Advanced
indexing and fix any processing errors that may occur using a process called error remediation.

Exporting data

If you want to export data, use the Exports tab to manage an export job and download data from the
evidence set. When you export evidence, the data is uploaded to an Azure Storage location and then
is available to download to a local computer. On the Exports tab, you can obtain the Azure Storage
location URL and the storage assess key, which are both necessary to download the exported data.
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Managing jobs

Use the Jobs tab to monitor the long-running processes for tasks related to the investigation. This
includes jobs for running searches, adding data to an evidence set, reindexing data, and exporting
evidence. For example, you might create a search on the Searches tab that includes many data
sources. The status of this search process is displayed on the Jobs tab.

Configuring investigation settings
Use the Settings tab to configure investigation-wide settings. This includes adding members to an
investigation, closing, or deleting an investigation, and configuring search and analytics behavior.

Advanced Audit

The unified auditing functionality in Microsoft 365 provides organizations with visibility into many
types of audited activities across many different services in Microsoft 365. Now with the release of
Advanced Audit in Microsoft 365, we're adding new auditing capabilities that can help your
organization with forensic and compliance investigations.

Long-term retention of audit logs

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one
year. This is accomplished by a default audit log retention policy that retains any audit record that
contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which
indicates the service in which the activity occurred) for one year. This can help with on-going forensic
or compliance investigations.

Access to crucial events for investigations

Crucial security- and compliance-related audit events are ones that can help you investigate possible
breaches or other forensic-related investigations. The first crucial event that we're releasing is

the MailltemsAccessed mailbox auditing action. This action is triggered when mail data is accessed by
mail protocols and mail clients. The MailltemsAccessed action can help investigators identify data
breaches and determine the scope of messages that may have been compromised. If an attacker
gained access to email messages, the MailltemsAccessed action will be triggered even if there is no
explicit signal that messages were actually read (in other words, the type of access such as a bind or
sync is recorded in the audit record).

The new MailltemsAccessed mailbox action replaces MessageBind in mailbox auditing logging in
Exchange Online and provides these improvements:

e MessageBind was only configurable for AuditAdmin user logon type; it did not apply to
delegate or owner actions. MailltemsAccessed applies to all logon types.

e MessageBind only covered access by a mail client. It didn't apply to sync activities.
MailltemsAccessed events are triggered by both bind and sync access types.

e MessageBind actions would trigger the creation of multiple audit records when the same
email message was accessed, which resulted in auditing "noise". In contrast,
MailltemsAccessed events are aggregated into fewer audit records.
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High-bandwidth access to the Office 365 Management Activity API

Organizations that access auditing logs through the Office 365 Management Activity AP| were
restricted by throttling limits at the publisher level. This means that for a publisher pulling data on
behalf of multiple customers, the limit was shared by all those customers.

With the release of Advanced Audit, we're moving from a publisher-level limit to a tenant-level limit.
The result is that each organization will get their own fully allocated bandwidth quota to access their
auditing data. The bandwidth is not a static, predefined limit but is modeled on a combination of
factors including the number of seats in the organization and that E5 organizations will get more
bandwidth than non-E5 organizations.

All organizations are initially allocated a baseline of 2,000 requests per minute. This limit will
dynamically increase depending on an organization's seat count and their licensing subscription. E5
organizations will get approximately twice as much bandwidth as non-E5 organizations. There will also
be cap on the maximum bandwidth to protect the health of the service.
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Microsoft Compliance Management and Compliance Score

Overview

Microsoft Compliance Score is a preview feature in the Microsoft 365 compliance center that helps

you understand your organization's compliance posture. It calculates a risk-based score measuring
your progress in completing actions that help reduce risks around data protection and regulatory
standards. Compliance Score provides built-in control mapping that helps connect common controls
among key regulations and standards, so you can take one action to satisfy multiple requirements at
the same time and better scale your compliance program.

Compliance Score gives you an initial score based on the Microsoft 365 data protection baseline,
which is a set of controls that includes common industry regulations and standards. This baseline
draws elements primarily from NIST CSF (National Institute of Standards and Technology
Cybersecurity Framework) and ISO (International Organization for Standardization), as well as from
FedRAMP (Federal Risk and Authorization Management Program) and GDPR (General Data Protection
Regulation of the European Union).

Organizations can create and add custom assessments that are more relevant to their organization.
Use one of Compliance Score's pre-configured templates, customize a Microsoft template with your
own controls and actions, or create your own template. Read details about how to work with

templates.

Learn how Compliance Score calculates your score.

General Requirements

e Ata minimum, users need the Azure AD global reader role to read data in Compliance
Score. Learn more about permissions, roles, and setup procedures at Compliance Score setup.

e Your organization's Microsoft 365 global admin is the person who can perform the setup
functions and administer roles in Compliance Score.

e Compliance Score currently provides assessments for Office 365 and Intune. Expanded
coverage is expected in future releases, and will be noted in the Compliance Score release

notes.

e While Compliance Score provides continuous monitoring and recommended actions only for
Microsoft cloud services, you can add custom assessments for your on-premises, third-party
services. In this way, you can use Compliance Score as a SaaS compliance management tool to
help you manage all the controls across your digital assets.

o You can use one of Compliance Score's pre-configured templates to create
assessments for particular standards, or create your own template (learn more about

templates).

Go to the Microsoft 365 compliance center and sign in with a Microsoft 365 global admin, compliance

admin, or compliance data admin role. Select Compliance Score on the left navigation pane. You
should then see your Compliance Score dashboard with your score. If you don't have appropriate role

access, the global admin for your organization can grant you permission.
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Best practices

Leverage the following capabilities in Compliance Score to get the most out of the tool:

e Continuous assessments: automatically scans through your Microsoft 365 environments to
detect and monitor the effectiveness of data protection controls in your system

¢ Recommended actions: provides recommendations and step-by-step guidance for how to
implement controls to maximize your score

e Built-in control mapping: helps you stay current with the evolving compliance landscape by
providing a built-in common control framework

Key components: controls, assessments, templates, groups
Controls

A control defines how you assess and manage system configuration, organizational process, and
people responsible for meeting a specific requirement of a regulation, standard, or internal policy.

Compliance Score tracks two types of controls:
1. Microsoft-managed controls: controls for Microsoft cloud services, which Microsoft is
responsible for implementing
2. Customer-managed controls: controls managed by your organization, which you're
responsible for implementing

Assessments

An assessment is an evaluation of a template that initiates the scoring process for your organization.
Assessments group the actions necessary to meet the requirements of a standard, regulation, or law.
For example, you may have an assessment that, when you complete all actions within it, brings your
Office 365 settings in line with ISO 27001 requirements.

Compliance Score provides your organization with an initial assessment based on the Microsoft 365
data protection baseline. This assessment is a recommendation for reducing your data protection and
compliance risks (learn more).

Assessments have several components:
e In-scope services: the specific set of Microsoft services applicable to the assessment
e Microsoft-managed controls: controls that Microsoft implemented and tested
e Customer-managed controls: controls that you manage
e Assessment score: the percentage of the points achieved by completing actions within that
assessment

Templates

Compliance Score provides pre-configured templates for assessments. You can also customize a pre-
configured template by adding your own controls and actions. For example, you can create a template
for your business process control, or a template for a regional data protection or compliance standard
that isn't covered by one of the pre-configured templates. By customizing your templates in

27


https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-methodology?view=o365-worldwide#initial-score-based-on-microsoft-365-data-protection-baseline

=- Microsoft Microsoft Information Protection — Deployment Acceleration Guide

Compliance Score, you can track not only Microsoft cloud assessments, but also any other risk
assessments in scope for your organization.

Groups

Groups allow you to organize assessments in a way that is logical to you. For example, you may
choose to group assessments by year, compliance standard, service, teams within your organization,
or some other way.

When two different assessments in the same group share customer-managed actions, updates you
make to the implementation details, testing, and status for the action in one assessment will
automatically synchronize to the same action in any other assessment in the group. Synching actions
in this way unifies the assigned improvement actions across the group and reduces duplicating work.

Learn more about creating and managing groups. Once you create groups, you can filter you
Compliance Score dashboard to view your score by one or more groups.

Next Steps

Ready to become the hero of your organization? Learn more about deploying Microsoft Information
Protection and compliance features with the resources below:

Get started today! - https://aka.ms/MIPC/GettingStarted

Join our Preview Program https://aka.ms/MIPC/JoinPreviews & https://aka.ms/MIPC/Previews

Visit all Community Resources — https://aka.ms/MIPC/CommunityResources

Learn from our webinar series — https://aka.ms/MIPC/Webinars

Read up on our latest blog posts — https://aka.ms/MIPblog & https://aka.ms/CompBlog

Ask us on Yammer — https://aka.ms/MIPC/AskMIPTeam

NN N N N NN

Follow us on Twitter https://twitter.com/MIPnews using the tag #MicrosoftIP
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Appendix — Additional Resources

This section contains links to the information found throughout this document and provides
additional links to advanced or peripheral technologies that interact with MIP.

Useful Links

Ready to get started with Microsoft E5 Compliance?

https://techcommunity.microsoft.com/t5/security-privacy-and-compliance/ready-to-get-started-with-
microsoft-365-e5-compliance-adopt-with/ba-p/989785

Information Protection

https://www.microsoft.com/en-us/security/technoloqgy/information-protection

Microsoft 365 Roadmap Website

https://www.microsoft.com/en-us/microsoft-365/roadmap

Information Protection Team Sample Files

https://aka.ms/MIPFiles

Microsoft Information Protection Overview

https://www.microsoft.com/en-us/security/technology/information-protection

Microsoft Information Protection SDK Overview

https://docs.microsoft.com/en-us/information-protection/develop/overview

Microsoft 365 Compliance Documentation

https://docs.microsoft.com/en-us/microsoft-365/compliance/
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