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What is Cloud Sync?




What is Cloud Sync?

It's a new product designed to meet and accomplish your hybrid identity goals
for synchronization of users, groups, and contacts to Azure AD

&> & k>

More reliable Quick deployment Agent-based providing Supports for
experience and and simple setup high availability and disconnected forests
faster sync times from Azure AD fault tolerance



What is coming to Cloud Sync

Cloud Sync provides the core functionalities to N :

. o ew GUI for managing
sync users, groups and contact while providing configurationsis rolling out
Password Hash-Sync & Write-Back

Scenario/Feature Priority
Password Write-Back GA
Exchange Hybrid Support ETA July 23
Group Write-Back V2 1
Device Sync 2
Attribute based filtering 3
Support for custom attributes 4




How to pilot Cloud
Sync




Pilot Cloud Sync

Cloud Sync can run side by side with AD Connect so you can test before fully
migrating to Cloud Sync

* Azure AD Connect 1.4.32.00r later Ea -
» An Organizational Unitin scope of '
B — &
e Windows Server 2016 or later Bii-preises Active
« Source anchor should be i

Connect

» objectGuid .
* ms-ds-consistencyGUID - E /

On-premises Active
Directory/Azure AD
Connect cloud sync

Azure Active Directory



Pilot Cloud Sync

For the pilot, we are going to sync one OU with Cloud Sync, without changing
the scope of AD Connect. Rules allow us to prevent AD Connect from updating
the users.

« AD Connect sync does not populate ms-ds-consistencyGUID by default for group objects
» Make sure you export AD Connect configuration

« Make sure you apply the rules to contacts and groups

« Rules are made to prevent conflicts between the tools

Create custom

Verify users are provisioned
by Cloud Sync

Create a new configuration
in Cloud Sync

Start AD Connect Scheduler

Stop AD Connect Scheduler user/group/contact inbound
and outbound rules




Demo

Overview of the Cloud Sync configuration
Pilot the migration




j Active Directory Users and Computers
File  Action

o 2 0 XE2Hm L aETES

View Help

3 Active Directory Users and Com
s [ Saved Queries
v 53 thmarlive
[ Builtin
5 (@] Cloud Groups

2| Cloud Sync

2] Cloud Users
Computers

Mame

% Deyoung, Allan
% Fernandez, Patti
% Graharm, Miriam
% Gu, Lee

% Gupta, Pradeep

Domain Controllers
ForeignSecurityPrincipal!
Keys

| LostAndFound

[ Managed Service Accour
|| Program Data

PN W N

Security Groups
2 Servers

» |3 Service Accounts

| System

Users

s 2| Workstations

» [ NTDS Quotas

WO Ay
-E

| RegisteredDevices
5 [ TPM Devices

Type
User
User
User
User

User

Description

Cloud Sync Properties

General Managed By Object Securty COMs Attribute Editor

Attributes:
Attribute
digtinguished Name
dSCorePropagationD... :
instance Type Oxd = { WRITE)
name Cloud Sync
objectCategory CM=Organizational-Unit CM=5Schema CN=Corfig
objectClass top; organizational Linit
objectGUID H4d7595-2310-41e3-3455-dc204528b 1ce
ou Cloud Sync
replPropetyMetaData AID Ver Loc.lJSN Crg.DSA
uSMNChanged 6256082
uSNCreated 6256081
whenChanged 111772022 8:38:41 AM Coordinated Universal ™
whenCreated 11/17/2022 8:38:41 AM Coordinated Universal |
4 >

T

Choose an OU where you have a few users. Take note of the dn




|iu#. Metaverse Designer 8 Metavers

& Administrator Windows PowerShell

DTS C:\Users\tmn> Set-ADSyncScheduler

448 onmicr...

A0

448 onmicr....

Step Type: Exp
Start Time: 1

Delete Adds

Stop the AD Connect Scheduler




4% Synchronization Rules Editor — x

View and manage your synchronization rules

Direction: MV Object Type: Cennecter: Connecter Object Type: Disabied:
|Inbouind | | | [ wr| | w| [# o
Add new rule
Password Sync: MV attribute: Connector Attribute: Rule Type:
MName Connector Precedence Connector Object Type Metaverse Ohject Type "

In from AD - Cloud Provisioning thmar.live 50 . user person

In from AD - User Join thmarlive 100 user person

In fromn AD - InetOrgPerson koin thmarlive 101 inetOrgPerson person

In fromn AD - User AccountEnabled thmar.live 102 user peErson

I from AD - InetOrgPerson AccountEnabled  thmarlive 103 inetOrgParson person

In from AD - User Common thmar.live 104 user person

I from AD - InetOrgPerson Common thmar.iive 105 inetOrgPerson person

In from AD - Group Join thmar.live 106 group group

In from AL - Group Common thrar.live 107 group group

In from AD - Contact Join thmar.live 108 contact person

In from AL - Contact Commion thmar.live 109 contact person

In from AL - ForeignSecuntyPrincipal Join Us  thmarlive 110 foreignSecurityPrincipal *

In from AAD - User Join M365x 779448, onmicrosoft.com - AAD 111 user person

In fromn AAD - Confact Join M365x 779445 onmicrosoft.com - AAD 112 contact pErson

In from AAD - Groug Join M3ESxT T4 onmicrosoftcom - AAD 113 group group

In froen AATY - e i SOAIRAATY MIRSY TFALAR nnmiirreventt rnm o AT 114 falcaillal Faldn'llial

In from AD - Cloud Provisioning

Type: Join Seoping filters 1
Transformations: 1 Join rules 2
Disabled: False

Create an inbound rule with the Synchronization Rules Editor




@ Synchronization Rules Editor — al A

Vie & View inbound synchronization rule =
Dires
ed View inbound synchronization rule
Pass) E
| Description i /Infrom AD - Cloud Provisioning |
I L
- Scoping filter Description ‘
In i Join rules
Connected M 7= = =]
In 1 Transformations et [thmar.live ]|
In frj Connected System Chject Type i"“; o |
I f7] < !
Metaverse Object Type I
I it Y]
I Link Type =
In ] Precedence
In
In f1 2g |
In 1
Enabie Password Sync O
I frj
" Disabied O
In 1
In f
In 1]
In
in fr
In f
Type:
Transfy . - s o
Disabl < Pravious Save Canicel

Select the connected system, objectin CS, MV, link type and enter a Precedence




@ Synchronization Rules Editor

Vie £ View inbound synchronization rule X

ed View inbound synchronization rule

== Description Add scoping filters, or click next to skip this step

— Scoping filter

Aftribute Operator Walue

In i Join rules

[an | [enpswimH v iOU=CI0ud Syne DC=thmar DC=ivg

In ] Transformations

]

In f7) | Add clause | | Remowe clause]s)

I i) | Add group | | Remove groupls)

Transfy T =
Disabl | < Previous || Mext = | Save Cancel

Scope the rule on objects within the OU




@ Synchronization Rules Editor — al A

Vie £ View inbound synchronization rule X

ed View inbound synchronization rule

;|  Descoption Add join rules

— Scoping filter I !

I Join rules Add group | | Remove groupds)

In ] Transformations
In ]
I f7]
In i
1]
In ]
In
In fij
In 1
In ]
In 1
In f
In 1]
In
|_in fn

Transfy T =
Disabl | < Previous || Mext = | Save Cancel

NsaliE | | VIEwW | | AT | | CXOTT | | el |

No joinrules to configure




@ Synchronization Rules Editor — al A

Vie £ View inbound synchronization rule X

ed View inbound synchronization rule

= Description Add transformations

i Scaping filter FlowType Target Attribute Source Apply O Merge Type

ng  Join rules | constant v|  [couanoFiow v| |True | O [update

Infrj Transformations < -

Add transformation | | Remove

Transfy

Disabl | Next > | Save Cancel

Add a transformation with cloudNoFlow to True. Save the rule.




@ Synchronization Rules Editor

View and manage your synchronization rules

£ Edit outbound synchronization rule

Edit outbound synchronization rule

ST N
Description i
Scoping filter Description
Jain rules
. LConnected System
Transformations

Connected System Object Type
Metaverse Object Type

Link Type

Precedence

Tag

Enable Password Sync
Disabled

| Cut to AAD - Cloud Provisioning
|

| M365K7T9448,0nmicrosoftcom - v |

= 2

persan 2

[loinnicFiow v |

[40 |

R

| |
1

|

_{F‘reu'ou5|| Mext = || Save || Caneel |

Create an outbound rule. Be careful to chose JoinNoFlow for the Link Type




& Synchronization Rules Editor = ] P

View and manage your synchronization rules

Edit outhound synchronization rule =

Edit outbound synchronization rule

Description Add scoping filters, or click next to skip this step
Scoping filter
Attribute Operator alue
Join rules —— =
| dloudMeFlow v |eQuaL “ | !T‘UE .
Transformations =
#
| Add clause | [ Remove clatse(s) |
| Agd group | Remone groaps)

|{Frehrious|| Mext = || Save || Caneel |

Scope the rule to only objects with cloudNoFlow set to True




@ Synchronization Rules Editor

View and manage your synchronization rules

£ Edit outbound synchronization rule

Edit outbound synchronization rule

Deseription Add join rules

Scoping filter [

Join rules Add group L Remove groupis)
Transformations

|{Fre\rioas|| Mext = || Save || Cancel |




@ Synchronization Rules Editor

View and manage your synchronization rules

£ Edit outbound synchronization rule

Edit outbound synchronization rule

Description Add transformations

Scoping filter | FlowType Target Attribute Source Apply Or  Merge Type
Join rules | Add tramsformation Remaoie

Transformations .

e [ [

No Transformations. Click Save.




| Y thmarlive - Azure Active Directc. X = 0 x
< ) (] https://aad.portal.azure.com/#view/Microsoft AAD Connect_Provisioning,ProvisioningMenuBlade/~/ScopingFilters/appld/a811a032-1e31-4 B A 18 = @
- 2 : e = tmn@M365x779448.0n... (B
Azure Active Directory admin center F 0 & @ A CONTOSO (M3E5X7T79448.0NML P
2 5 i L = =18 L u L L Ll o 2
- h li ing fil :
@ thmarlive | Scoping filters - X
— P .
* : =] save
& @ Overview
° £, Provision on demand (.:.) fHl tiets
() Selected security groups
h Manage ®) Selected organizational units
& " Scoping filters
| Distinguished name of object
W Attribute mapping
& Expression builder Distinguished name Remove
Monitor OU=Cloud Users,DC=thmar,DC=live

a Provisioning logs
B Auditlogs

."Ia Agents

¥ Insights
Troubleshoot

% Troubleshoot

& MNew support reguest

From Azure AD portal, create a new configuration for Cloud Sync and select OU.




i

< (] (5] hitps://aad:portal.azure.com/#view/Mic

Y Export details - Azure Active Dir

2l -

Azure Active Directory admin center

B

Try the Provision on demand to check your configuration

Q. thmarlive | Provision on demand

@ Overnview

F Provision on demand

)

Manage
" Scoping filters
W Attribute mapping

#% Expression builder

Monitor

a Provisioning logs
B Auditlogs

."Ia Agents

¥ Insights
Troubleshoot

% Troubleshoot

& MNew support reguest

Learn more = Technical details | Got

We noticed that you made a change. You can eithe

Import user (1)

Successfully imported user

Determine if user is in scope (1

User is in scope

Match user between source and target system

Successfully matched user

Evaluate action to be performed (0

Successfully evaluated action to be performed

Export details

User ‘"Megan.Bowen@thmar.live’ was updated in Azure Active Directory

Target attribute name

AccounteEnabled
Alias.

City
CommonName
Company

Country
CountryCode
CountryletterCode
Department
Description
DisplayiName
DnsDomainName
Employeeld
EmployeeType
ExtensionAttribute1

ExtensionAttribute10

Target attribute value

True

Pittsburgh

Bowen, Megan

us

Megan Bowen

thmar.live

& @ &

= 0 x

B A a8 i e -

tmn@M365x779448.0n... (B
CONTOSO (M3E5XT73445 ONMI. WP




i

< O O

% Review and enable configuratic

X

Azure Active Directory admin center

B

& thmarlive | Overview

@ Overview

£, Provision on demand

Manage
" Scoping filters
W Attribute mapping

#% Expression builder

Monitor

a Provisioning logs
B Auditlogs

."Ia Agents

¥ Insights
Troubleshoot

% Troubleshoot

& MNew support reguest

+

itps://aad.portal.azure.com/#view/Microsoft

Review and enable Delete configuration

Get started Overview Properties Tutorals

Get started provisioning your agent

Configure, test and deploy your sync setup using the steps below.

How do | configure with Cloud Sync?

1. Add scoping filters (optional)

By using filtering, you can control which objec
appear in Azure AD from your on-premises
directory. The default configuration takes all ¢
in all domains in the configured forests.

2. Map attributes (optional)

Map attributes between your on-premises use
group objects and the objects in Azure AD. Th
capability has been added to the cloud sync
configuration.

In Deploy, switch the button to Enabled.

B A a8 i e -

+}

B ®o o s ot @
Review and enable configuration X
Configuration details
Domain thmar.live
Last sync Never
Password hash sync Enabled

Job ID

Configuration status

Accidental deletions

Prevent accidental deletion

Accidental deletion threshold

Scoping filters

Object scope filters

Enable confinuration

AD2AADProvisioning.7a95861aa91149cd8c350dact1e
1e31-455e-basf-5a06c3b0f8cd

Disabled

Enabled

Organizational units

Cancel




i

< (] (5] hitps://aad:portal.azure.com/#view/Mic

% Provisioning log details - Azure

2l -

Azure Active Directory admin center

B

= thmar.live | Provisioning logs

@ Overnview

£, Provision on demand
Manage

" Scoping filters

W Attribute mapping

#% Expression builder

Monitor

s Provisioning logs
B Auditlogs

."Ia Agents

¥ Insights
Troubleshoot

% Troubleshoot

& MNew support reguest

Download ~~ Leam more Refresh

I
| dentity Mame or ID |

Date : Last 24 hours Show dates as: : Loca

Date 4 Identity

Display Mame Mec
Source ID Ocb329d
Target ID 84dc136¢

1/23/2023, 3:53:47 PM

You can check the Provisioning Logs

Provisioning log details

- o X
B oA % © e -

e =] tmn@M365x779448.0n... B
& [9 e @ A& CONTOSO (M3E5XT73445 ONMI. WP

.

Troubleshooting & Recommendations Modified Properties Summary

“* 1, Import User from Active Directory

Identity Details

84dc136e-11f5-45c0-9e0d-14499a2506eb
Megan Bowen

User

Success

Received user 'Megan.Bowen@thmar.live’ change of type (Add) from Active Directory
CN=Bowen\, Megan,OU=Cloud Users,DC=thmar,DC=live
Bowen, Megan

[Redactad]

Megan.Bowen

Megan

Megan Bowen

[Redacted]

+1412 555 0109

30 Isabelia 5t., Second Floor

Megan.Bowen@thmar.live

Bowen




22 Administrator: Windows PowerShell
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\tmn> Set-ADSyncScheduler eEnabled $true
PS C:\Users\tmn> Start-ADSyncSyncCycle -PolicyType Initial

Result

Success

PS C:\Users\tmn>

Do not forget to re-enable the scheduler and run a full sync cycle




Migrate to Cloud
Sync




Migrate to Cloud Sync

For the migration, we take the pilot and take it further. We will make sure all
users are in scope of Cloud Sync and then switch AD Connect to staging mode

We have a few considerations:

» Make sure you export AD Connect configuration

» Removing OU from AD Connect will result in objects being in soft-deleted

« Staging mode will prevent export, validate the configuration, then uninstall AD Connect
*  When uninstalling, AD Connect won't send deletion, and Cloud Sync will fully take over

Start AD Connect
Scheduler and run full
sync

Update inbound rules
and Cloud Sync to
expand the scope

Put AD in Staging
mode and uninstall it

Finish the pilot steps Stop the scheduler

Repeat until all users are in the scope of Cloud Sync



Advanced tools




Advanced tools

Cloud Sync provides tools for advanced configuration, monitoring synchronization jobs.

For advanced configuration:

« Attribute mapping to leverage features like Life Cycle Workflow
» Advanced expressions and expression builder

* One-click option to restore default mappings

* Provision on demand

Troubleshooting with Provisioning Logs
» Simple view to analyze sync cycles
« Allows you to view modified properties



1] Y Provisioning log details - Azure /. %

aad.portal.azure.com z ficrosoft AA aning,/F gMenuBlade/~/Pre sninglogs/appld/a 1032-1231-455e-ba5f-5a06c3 : fiz)

tmn@M365x779448.0n... @
CONTOSO (M36SXT79448.0NMI..

Dashbeard » Cor | Azure AD Connect > AAD Connect | Cl ¢ > Cloud syt o 2 =
Dashbeard ontoso | Azure AD Connec AAD Connect | Cloud 5ync » Cloud sync PrOVISlonlng lOg detal!s e

Azure Active Directory admin center

| £ Identity Name or |D

=

= thmar.live | Provisioning logs
) Steps  Troubleshooting & Recommendations Modified Properties Summary
* # 4 Download ~ () Learnmore () Refn
Dverview
b o SR ' ™ 1. Import User from Active Directory O
@ A Provision on demand
[

2. Import User from Active Direct Q
Date : Last 24 hours Show dates as:: it st il tilp i

o) Manage
+7 Add filters . Determine if User is in scope 0
b B scoping fitters

M Attribute mapping Bt &, ey
Display MName | EntrySynchronizationScoping
Expression builder 1/24/2023, 2:48:35 PM Source 1D 0ch3
Target ID 34dc Result Success
Monitor Display Mame ¢ Description Determine if user in scope by evaluating against each scoping filter
1/24/2023, 2:48:33 PM Source D faest i o
2 Provsioning lags e b st Actw? i fhe source s._, stam True
= ) Display Name [ Scoping filter evaluation passed True
& Auditlogs 1/24/2023, 2:48:33 PM Source 1D 54cb

Target ID Dc2a2 “* 4, Provision User in Azure Active Directory O

Display Name !
[} Insights 1/24/2023, 2:48:33 PM Source 1D 0cb3
Target ID 84dc]

ifs Agents

: ; EntryExportUpdate
Troubleshoot Risplay Name § e ’
1/24/2023, 2:48:33 PM Source |Db195b21 Result Siiais
; Target |D b6
# Troubleshoot lrg = Description User ‘Wegan.Bowen@thmar.live® was updated in Azure Active Directory
Display Mame ! - :
& New support request 1/24/2023, 2:48:33 PM Source 1D Gfast Reportableldentifier hMegan.Bowen@ithmar.live

Target ID 012e:
Display Mame [
1/24/2023; 2:48:33 PM Source 1D bfael

Provisioning logs



Edit attribute mappings - Azure . X =

aad.portal.azure.com

5 tmn@M365x779448.0n... @
; CONTOSO (M36SXT79448.0NMI. P

= Dashboard » Contoso | Azure AD Connect » AAD Connect | Cloud Sync > Cloud sync | Configurations > thmarlive | Attnbute mapping >

Edit attribute mappings

Azure Active Directory

i

*

B Mapping type * 0 | Direct “ |
[

[

m Source attribute * (0 | msDS-cloudExtensionAttributel N |
-

o

Default value (if null) © |

Target attribute = (0 | EmployesHireDate ot |

Apply this mapping * [ Always v |

Apply Cancel

Attribute Mapping - Life Cycle Workflow




1] Y thmarlive - Azure Active Directe. % = -

aad.portal.azure.com z ficrosoft AA aning,/F gMeanuBlade ipressionB 2r/app : -1831-455e-basf Sc3k : fiz)

tmn@M365x779448.0n... @

Azure Active Directory admin center
CONTOSO (MIESXTT9448 ONML_. WP

Dashbeard » Contoso | Azure AD Connect » AAD Connect | Cloud Sync » Cloud sync | Cenfigurations > thmar.live

thmar.live | Expression builder - X
* K & Got feedback?
b @ overview &
‘m‘ Pz Provision on demand
" Build an expression Expression input
= Manage ) . R . ) ) ) ) . )
Select the appropriate function(s) and attributa(s) to build your expressicn. Yol can edit the expression by using the dropdowns on the left, or in the editor below,

s - 3 Please note that the left and right sides operate independently.
b B Scoping fiters Select a function = 4 P ¥

Ol Attribute mapping | Append ¥ Learn mare about building exprassions

Expression builder 1 Append( [sAMAccountiame], "@domain.com™)
0 Functicn signature: Append{source, suffix)

Manitor Click here to view more information about this funiction.

M Provisioning logs

& Auditlogs Select attribute
ifs Agents | [sAkAccountName] o |
@ Insights

| @dornain.com |

Add expression

Troubleshoot

# Troubleshoot

:’.‘i New support request
Test expression

To test your expression, please ensure that you provide values for all attributes present
in the expression to the right.

Attribute Mapping - Expression Builder




Cloud Sync Webinar - Follow Up

Conclusion
Q&A




Useful articles

* Cloud Sync overview: What is Azure AD Connect cloud sync?

 Pilot Cloud Sync: Tutorial - Pilot Azure AD Connect cloud sync for an existing synced AD forest

* FAQ: Azure AD Connect cloud sync FAQ - Microsoft Entra | Microsoft Learn

* Cloud Sync Graph API’s: How to programmatically configure cloud sync using MS Graph API

» Writing Expressions: Azure AD Connect cloud sync expressions and function reference

« Attribute mapping: Attribute mapping in Azure AD Connect cloud sync




