Prevent/Fix (Detected) — Take the following steps to complete your Windows 365 Business Cloud PCs
provisioning

We have detected you are having a provisioning issue with your Windows 365 Business Cloud PCs.
Please follow the steps below to complete provisioning. This service message is related to WP275764,
which you can find on your Service Health Dashboard.

How this will affect your organization:
You are receiving this message because our reporting indicates your organization may be impacted by
this issue.

What do | need to do to resolve?

To successfully complete provisioning your Windows 365 Business Cloud PCs, follow the steps below.
These steps assume you are not using Microsoft Intune; if you are or intend to, do not follow these steps
because these steps disable the MDM policy. Do not take any of these steps if you are not the MDM
administrator without consulting with your IT admins. All configuration changes could impact

your management environment, so contact Windows 365 support if assistance is needed.

1. Signinto the Azure Admin Portal. You will need global admin or credentials that allow you to
modify Azure AD. Select Manage Azure Active Directory. Validate you do not see Mobility
(MDM and MAM) as an option. If you do, discontinue following these steps and contact
support.

2. Navigate to Graph Explorer (Graph Explorer - Microsoft Graph).

Sign in with your Global Admin credentials and Accept the permissions prompt

4. Set the policy Scope to “none” for the Microsoft Intune and Microsoft Intune
policies in the tenant.

a. Consent to the permissions
needed: Policy.Read.All, and Policy.ReadWrite.MobilityManagement

5. Call the following API to retrieve the list of device management policies in your
tenant: GET https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies.

6. Call the following APIs and provide the request body to set the “appliesTo” property to “none”

w

PATCH
https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies/0000000a-0000-
0000-c000-000000000000

Request body:

{

”, «

“appliesTo”: “none”

}

PATCH
https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies/d4ebce55-015a-
49b5-a083-c84d1797ae8c¢

Request body:

{

”, u

“appliesTo”: “none”

}


https://portal.azure.com/
https://developer.microsoft.com/graph/graph-explorer
https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies
https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies/0000000a-0000-0000-c000-000000000000
https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies/0000000a-0000-0000-c000-000000000000
https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies/d4ebce55-015a-49b5-a083-c84d1797ae8c
https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies/d4ebce55-015a-49b5-a083-c84d1797ae8c

7. Call the following API to verify the scope has changed successfully for device management
policies in your
tenant: GET https://graph.microsoft.com/beta/policies/mobileDeviceManagementPolicies

Response body:

{

"@odata.context":
"https://graph.microsoft.com/beta/$metadata#tmobilityManagementPolici
es",

"value": [

{

"id": "d4ebce55-015a-49b5-a083-c84d1797ae8c",

"appliesTo": "none",

"complianceUrl™:
"https://portal.manage.microsoft.com/?portalAction",

"description”: "Device Management Policy for Microsoft
Intune Enrollment”,

"discoveryUrl":
"https://enrollment.manage.microsoft.com/enrollmentserver/discovery.
svc",

"displayName": "Microsoft Intune Enrollment",

"isValid": true,

"termsOfUseUrl":
"https://portal.manage.microsoft.com/TermsofUse.aspx”

¥
{

"id": "0000000a-0000-0000-Cc000-000000000000",

"appliesTo": "none",

"complianceUrl":
"https://portal.manage.microsoft.com/?portalAction=Compliance"”,

"description": "Device Management Policy for Microsoft
Intune",

"discoveryUrl":
"https://enrollment.manage.microsoft.com/enrollmentserver/discovery.
svc",

"displayName": "Microsoft Intune",

"isvalid": true,

"termsOfUseUrl”:
"https://portal.manage.microsoft.com/TermsofUse.aspx"

}

]

}

8. Once these steps have been completed, your user may press the 'Reset' button in the Cloud PC
IW portal. The Cloud PC will reprovision and complete successfully.



a. To Reset their Cloud PCs, Users can navigate to https://windows365.microsoft.com.

b. On their Windows 365 home page, users see the Cloud PCs they have access to in the
Your Cloud PCs section.

C. While on the Windows 365 home page, perform a Reset action on their Cloud PCs by
selecting the gear icon on a Cloud PC card.

If you are using a 3™ party MDM provider, ensure that you have the correct MDM configuration under
Azure AD > Mobility (MDM and MAM) > 3" party MDM provider name and ensure that all users are
licensed (including the CloudPCBRT user) which is necessary for setting up your Cloud PC and its
enrollment to the MDM provider.


https://windows365.microsoft.com/

