
Welcome to the Azure Information Protection 
Webinar Series 

We will start at 2-3 minutes after the scheduled time to accommodate 
those still connecting. 

Questions? Feel free to type them in the instant message window at any time. Note that any 
questions you post will be public. You have the option to post questions anonymously.

This webinar is being recorded. We’ll post the recordings to our community forums at 
https://aka.ms/AIPRecordings. 

Join our Community: https://aka.ms/SecurityCommunity



Denis Mizetski
Sr Program Manager
Azure Information Protection



Agenda

• Discovery story in MIP
• On-perm data discovery 
• Endpoint data discovery
• Cloud data discovery
• Best practices
• Roadmap







IN THE PAST, THE FIREWALL 
WAS THE SECURITY PERIMETER

devices datausers apps

On-premises /
Private cloud



On-premises

NOW THERE’S FEWER BOUNDARIES, MORE 
DATA, MORE COMPLEXITY

NOW YOUR DATA IS 
EVERYWHERE



Discover & classify 
sensitive information

Apply protection 
based on policy

Monitor & 
remediate 

Apps On-premisesCloud servicesDevices

Across

Accelerate 
Compliance



How do I get started?

Identify what personal data you have 
and where it residesDiscover1

Tag all your dataClassify2

Establish security controls to prevent, 
detect, and respond to vulnerabilities & 
data breaches

Protect3

Use the logging portal to know what is 
going on

Monitor4

Identify what personal data you have 
and where it residesDiscover1



Discover ProtectClassify Monitor

Scan & detect sensitive 
data based on policy

Classify data and apply 
labels based on sensitivity

Apply protection actions, 
including encryption, 

access restrictions

Reporting, alerts, 
remediation



a
DETECT SENSITIVE 
INFORMATION

CLOUD & SaaS APPS

No matter where it’s created, modified 
or shared

MCAS

AIP scanner

AIP Client WDATP



MICROSOFT’S INFORMATION PROTECTION SOLUTIONS

DETECT

PROTECT

CLASSIFYMONITOR

Microsoft’s 
Information 
Protection 

Technologies

WINDOWS INFORMATION PROTECTION/WD ATP

Separate personal vs. work data on Windows 10 devices and 
prevent work data from traveling to non-work locations

OFFICE 365 ADVANCED SECURITY MANAGEMENT

Visibility into Office 365 app usage and potential 
data abuse

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage, 
potential abuse

MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone –
inside or outside of the company

CONDITIONAL ACCESS

Control access to files based on policy, such as identity, 
machine configuration, geo location

ISV APPLICATIONS

Enable ISV partners to consume labels, apply protection

AZURE INFORMATION PROTECTION

Classify, label & protect files – beyond Office 365, including 
on-prem & hybrid

OFFICE 365 DLP

Prevent data loss across Exchange Online, SharePoint Online, 
OneDrive for Business

OFFICE APPS
Protect sensitive information while working in Excel, 

Word, PowerPoint, Outlook

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and 
important data in Office 365

SHAREPOINT & GROUPS
Protect files in libraries and lists



























AIP client  • Any set / remove / relabel 
event

• Sensitive info types and custom 
regexes on file Save (preview)

• Win 7/8/10 + Office 2010/13/16
• Requires AIP client 
• Runs inside the app and inspect 

only files opened by app that 
uses AIP client

WDATP and 
AIP integration

• Labeled files created (for ex. 
downloaded) or modified on 
the endpoint

• Sensitive info types and custom 
info-types matched in content 
(coming soon)

• Latest Win 10 (RS-5 at least)
• No additional SW required
• Runs on the OS level and inspect 

all newly created or modified 
files













Gain deep visibility and granular controls into cloud 
app usage with Microsoft Cloud App Security 

Cloud discovery
Discover cloud apps used in your 
organization, get a risk assessment 
and alerts on risky usage.

Data visibility
Gain deep visibility into where 
data travels by investigating all 
activities, files and accounts for 
managed apps.

Data control
Monitor and protect personal and 
sensitive data stored in cloud apps 
using granular policies.























Tips

• AIP Scanner
• Review Optimizing the performance of the 

scanner
• Detect all known information types if you 

do not know how to start
• Run scanner in one-time discovery 

Analyze  Switch to Always + Enforce
• Put the scanner near the scanned repo
• Use repo settings if you have some repo 

specific behavior for repos in same profile: 
ex. discovery vs enforce

• AIP analytics
• Use client discovery to identify repos with 

sensitive data and feed scanner with this 
info

• Use discovery dashboard to identify 
discovered info types and set automatic 
rules

• MCAS
• Set label discovery to identify labels from 

your org
• Enable protected file inspection



// Count of “Confidential” files set or changed by User

// Get all event reported by WDATP

// Get all not protected files labeled as Highly Confidential

// Get files with 3 credit cards or more



• GA current previews

• WDATP discovery of sensitive information types 
(Preview)

• Scanner scale out 

• Scanner support on unified labeling client

• Scanner support for custom info types and 
dictionaries

• Analytics recommendations

On the horizon

• Scanner Operations UI (GA)

• Scanner Configuration UI (Preview)

• WDATP discovery of labeled file (Preview)

• GDPR and Azure credential sensitive information 
types 

• Information protection analytics (preview)

• Inspection of protection files by MCAS

Recent



Thank You for Joining Us!

We hope you will join us for the rest of the series. If you do not have the other 
occurrences, you can find them at https://aka.ms/AIPWebinar. 

Recordings have been posted to our community forums at 
https://aka.ms/AIPRecordings. 

Join our Community: https://aka.ms/SecurityCommunity
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