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Problem Statement: SharePoint and OneDrive tenants are demanding more analytics and insights into how their 

organization use M365 products. 

Current M365 Solutions:

• Admin Portal – specific reports, top n lists

• PowerShell – command-line, interactive

• Graph API – custom applications 

• Third-party Software – ISV partner solutions



Microsoft Graph Data Connect for SharePoint

Problem Statement: SharePoint and OneDrive tenants are demanding more analytics and insights into how their 

organization use M365 products. 

Current M365 Solutions:

• Admin Portal – specific reports, top n lists

• PowerShell – command-line, interactive

• Graph API – custom applications 

• Third-party Software – ISV partner solutions

Securely deliver rich data assets directly to a tenant’s Azure account, 

where they can run their own analytics.

• Big data: scales to billions of objects

• M365 Data: SharePoint, Teams, AAD, Exchange and more

• Joinable with company data

• No throttling. 1 request = 1 dataset

• Approval workflow per request

• One-time trigger or recurring

• Integrated with Azure data tools

• Microsoft-provided schema, samples and templates



Microsoft Graph Data Connect for SharePoint

The Problem

SharePoint and OneDrive tenants are demanding more analytics 

and insights into how their organization use M365 products. 

The Solution

Deliver rich data assets directly to a customer’s Azure 

subscription. Customers then build their own apps, reports and 

dashboards using tools like Azure Synapse and Power BI.

How is this different?

• Focuses on enterprise customers (security, compliance)

• Delivers entire “data stories“ with one request 

• Targets “data people”, who will build with these datasets

• Works at scale (billions of data rows)

More information:

This uses the Microsoft Graph Data Connect, which offers more 

datasets, including Exchange and Teams. Details and Setup 

instructions at https://aka.ms/SharePointData 

Scenarios

Dataset Security Capacity Health

Permissions X

AAD Groups X

SPO Groups X

Sites X X X

Files X X

File Actions X

Sync Health X

Sync Errors X

https://docs.microsoft.com/en-us/graph/data-connect-concept-overview
https://aka.ms/SharePointData


Microsoft Graph Data Connect Datasets

• Microsoft Entra ID

• User

• Manager

• Direct Report

• Outlook and Exchange

• Calendar View

• Conference Room Calendar

• Contact

• Event

• Inbox

• Mailbox Setting

• Mail Folder

• Message

• Sent Item

• Todo Task Folder

• Todo Task

• Outlook Group Conversation

• Viva Insights

• Person Report

• Microsoft Teams

• Team Chat

• Teams Call Records

• Teams Channel Details

• Teams Standard Channel Messages

• Teams Transcript

• Microsoft Groups

• Group Details

• Group Members

• Group Owners

• OneDrive and SharePoint

• SharePoint Sites

• SharePoint Groups

• SharePoint Permissions

• SharePoint Files

• SharePoint File Actions

• OneDrive Sync Health

• OneDrive Sync Errors



Sample: Permissions Dataset

{
    "ptenant": "3abcdefg-4d67-4c21-842a-abcea48840d5",
    "SiteId": "191f7f71-a950-432b-809f-09043cec1d88",
    "WebId": "0e57e46e-3215-4eb3-ab53-c9cc5a44a683",
    "ListId": "1027718d-17dc-4893-8ab4-83cea78fc3b6",
    "ListItemId": 2,
    "UniqueId": "487c5a4c-7cf0-4127-b3d8-7b8beda75d96",
    "ItemType": "File",
    "ItemURL": "sites/ProjectX/S2023/M_AllUp.json",
    "FileExtension": "json",
    "RoleDefinition": "Contribute",
    "LinkId": "b31c4d99-de3a-4d71-9d22-606397106737",
    "ScopeId": "1d637c41-5bb6-4d65-b9c2-99ddf1c2b3e8",
    "LinkScope": "Anyone",
    "SharedWithCount": [
        {
            "Type": "SecurityGroup",
            "Count": 1
        }
    ],
    "SharedWith": [
        {
            "Type": "SecurityGroup",
            "Name": " ProjectX1",
            "Email": “ProjectX1@contoso.onmicrosoft.com",
            "TypeV2": "SecurityGroup",
            "AADObjectId": "40cceb15-526d-4562-9172-fdc8f5be2001",
            "UserCount": 4
        }
    ],
    "ShareCreatedBy": {
        "Type": "User",
        "Name": "User3",
        "Email": "User3@contoso.onmicrosoft.com",
        "UPN": "user3@contoso.onmicrosoft.com"
    },
    "ShareCreatedTime": "2023-05-06T19:56:39Z",
    "ShareLastModifiedBy": {
        "Type": "User",
        "Name": "User3",
        "Email": "User3@contoso.onmicrosoft.com",
        "UPN": "user3@contoso.onmicrosoft.com"
    },
    "ShareLastModifiedTime": "2023-05-06T19:56:39Z",
    "TotalUserCount": 4,
    "Operation": "Full",
    "SnapshotDate": "2024-07-31T00:00:00Z"
}



Steps to Process the Data

Extraction/Upload

From SharePoint

Data 
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Azure account
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Subscription

(Azure)
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solutions to build 
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Microsoft 365 Cloud Tenant



Updates and Retention

• Data updated daily, at off-peak hours for each region

• Data retained in the compliant workspace for 21 days

• Tenant decides retention of the data they pull into their Azure subscription

Data Source

Daily Updates

Compliant

Workspace

Delivery 

Mechanism

(MGDC)

21-day retention

Tenant-defined frequency

Customer

Subscription

(Azure)

Tenant-defined 

retention

Microsoft 365 Cloud Tenant



Scenario: Capacity

• What SharePoint sites are the largest?

• What type of site uses the most storage?

• What's the current storage for sensitive sites?

• How much is used by previous versions?

• Which sites were updated in the last few months?

• Which sites have just one owner?

• How many sites were created over 2 years ago?

• How many sites haven't changed in 1 year?

• How many sites have over 1TB of files?

• Which file extensions are most used?

• Are certain “bad” extensions (exe/pst) being used?

• Which file types use the most storage?

• How many files have more than 1GB?

• ...Or a combination of these questions



• How many devices are healthy?

• How many devices have opted in for Folder Backup?

• Which Folders are most selected for Folder Backup?

• What is the breakdown of unhealthy devices version?

• Which errors are making the devices unhealthy?

• What errors are only showing in a specific version?

• Which devices are showing a specific error?

• ...Or a combination of these questions

Scenario: Sync Health



• Is oversharing happening?

• Is external sharing happening?

• Is sensitive data being shared?

• Howe much sharing per sensitivity label?

• Is sensitive data shared with external users?

• What external domains are being shared with?

• Which sites have been shared the most?

• What roles (levels of sharing) are being used?

• What permissions does a specific user have?

• What file extensions are most shared?

• How much sharing happens at the Web, Folder, 

List or File level?

• ...Or a combination of these questions

Scenario: Security



Capacity Template in the Azure Synapse Gallery

Capacity Template Setup

https://github.com/microsoftgraph/dataconnect-solutions/tree/main/ARMTemplates/Archimedes%20Capacity%20Scenario


Oversharing Template in the Azure Synapse Gallery

Information Oversharing Template Setup

https://go.microsoft.com/fwlink/?linkid=2207816


Oversharing Template v2 - Microsoft Fabric

• Latest MGDC  for SharePoint template

• Main improvements:

• Uses Microsoft Fabric for improved scalability 

and simpler SQL queries.

• Uses the new UserCount columns to find the 

number of users in each group.

• No longer needs SharePoint Groups and 

Microsoft Entra ID Groups datasets.

• Implements delta datasets for Sites and 

Permissions.

• Flattens the permission dataset, making it 

easier to query permission details.

• This new template reduces the required resources 

for tenants interested in the Oversharing scenario. 

https://aka.ms/fabricoversharingtemplatesteps 

https://aka.ms/fabricoversharingtemplatesteps


Delta Datasets

• What is a Delta Dataset?

• Partial dataset with only objects that changed

• Objects created, modified, or deleted in the period

• Potential to reduce the daily transfers dramatically

• Amount of reduction depends on usage

• Must process delta to update the last full copy

• Offered for SharePoint datasets (Sites, Groups and Permissions)

• Delta Advantages

• Fewer objects transferred for dataset updates

• More optimal use of resources

• Smaller Azure bill

• Delta Disadvantages

• More complexity to keep a State Dataset updated

• Increased processing to update a State Dataset

Name=Site1

Size=1000

Name=Site2

Size=1500 

Name=Site3

Size=1200

Name=Site1

Size=1200

Name=Site3

Size=1200

Name=Site4

Size=900

01/01/23

01/02/23

Site1, 1000, Full

Site2, 1500, Full

Site3, 1200, Full

Site4, 900, Full

Site1, 1000, Full

Site3, 1200, Full

Site4, 900, Full

Site5, 500, Full

Site1, 1200, Updated

Site2. 1500, Deleted

Site5, 500, Created

Name=Site4

Size=900

Name=Site5

Size=500

Full, 01/01

Full, 01/02

Delta, 01/01 to 01/02



Consumption-based Model

• Azure subscription required 

(where data is stored, where pipelines run)

• Consumption charged per object delivered 

(shows as part of the Azure bill)

• Azure storage costs depend on frequency, data size 

and retention policy

• Delta pulls reduce the cost of large state datasets

• Aligned with Microsoft Graph Data Connect

• Billed via Azure at $0.75 per 1,000 objects

• This is the list price. Azure discounts may apply

• See Pricing – MGDC | Microsoft Azure

• Important Note: The Files dataset is billed at a special 

rate of $0.75 per 50,000 objects. That is the only 

MGDC dataset billed differently.

Azure 
Full pull

1 day

Full pull

30 days

Delta*

30 days

SharePoint

Data
$37.50 $1,125.00 $112.50

Azure

Data Factory
$0.75 $22.50 $22.50

Azure

Storage
$0.00 $0.03 $0.03

Total $38.75 $1,147.53 $135.03

Estimated cost for pulling 50K objects

* = assumes 10% of the objects change every day 

and that a previous full pull is available

https://azure.microsoft.com/en-us/pricing/details/graph-data-connect/


Consumption-based Model

Azure

Storage

costs

Source: MGDC for SharePoint FAQ: How can I estimate my Azure bill?

https://techcommunity.microsoft.com/blog/microsoft_graph_data_connect_for_sharepo/mgdc-for-sharepoint-faq-how-can-i-estimate-my-azure-bill-updated/4284157


Public Preview

• 3 Scenarios: Security, Capacity and Sync Health

• Available in 15 regions: APAC, ARE, AUS, BRA, CAN, CHE, DEU, EUR, 

FRA, GBR, IND, JPN, KOR, NAM, NOR

• Column filtering, row filtering and sampling

• Allow 4 days after signup for data to become available

• Details and Setup instructions at https://aka.ms/SharePointData 

• Billed via Azure at $0.75 per 1,000 objects*

• This is the list price. Your Azure discounts apply

* Exception: the Files dataset is billed at $0.75 per 50,000 objects

https://aka.ms/SharePointData


Thank You!

Microsoft



Steps to Setup and Use the 

Microsoft Graph Data Connect

with the Azure Synapse Copy Data Tool



Org Settings



Enable MGDC, Select Approvers Group, Enable SharePoint and OneDrive Datasets

Enable MGDC

Enable SharePoint and OneDrive datasets



Register an Application



Create Storage Account and Assign Role



Add your Graph Data Connect application in Azure



Approve the application in the Admin Center



In the Synapse Analytics Workspace, start the Copy Data Tool

In the Synapse Analytics Workspace, open “Synapse Studio”, select “Integrate” to see the 

pipelines, select “+” to create a new pipeline and use the option for “Copy Data tool”



Select the “Built-in copy task”



Create a new connection to Microsoft 365



Enter a connection name, application id and application credentials



Select an existing connection, then select one of the datasets



Select the SnapshotDate as a filter, choosing a start date and end date



Enter a connection name, authentication type (Service Principal), subscription and storage account



Create a new data store connection, select ADLS Gen2



Select an existing data store connection and enter a path



Enter a name for the pipeline



Let the pipeline deploy and run. Monitor it.



Monitor the pipeline
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