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User uploads the file from web application, file gets uploaded to defender enabled secured DMZ
container of the application

Defender scans the uploaded file to check the presence of malicious content.

Defender sends the scan result event to event grid upon scan completion

Parallel to step 1; Web application calls azure signalR negotiate endpoint to initiate connection
handshake process with Azure signalR service.

Negotiate endpoint checks if the user is authorized to establish communication with
SignalR service and initiates the further communication with sginalR for authorized users

Negotiate endpoint returns the connection string with short leaved access token to the
requested client for establishing connection with Azure signalR service

Web application connects to Azure signalR service asynchronously using connection
information received from negotiate endpoint to listen the events from SignalR hub.

Event grid trigger based Generic file checker function gets executed once the defender sends
event to respective Event grid.

File checker function processes the event received from event grid and sends file scan
status to azure SignalR hub.

If the scan result is No threats found then the blob data is moved from DMZ container
to feature specific container which is configured at File Checker module.

Else, If the file has malicious content then file is deleted or moved to Quarantine
container for Security team analysis.

Azure SignalR service pushes scan event to respective user who is waiting to listen and
take action based on file scan result.

Once file is created in feature specific container, feature specific azure function gets trigger and
processes the file as per feature specific requirements.

File gets uploaded to destination system / database / storage based on feature
requirements.

Feature specific file processing status is sent to Azure SignalR hub.

SignalR Hub pushes file processing status to connected user; This event helps web
application to show status to the user or initiate a metadata api calls to the partner apis
to show delete or download links efficiently.

File scan status can further be consumed by Azure logic apps to perform clean up activities for
malware detected files.
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