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ConfigMgr
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Windows 10
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Scenario 1
Tenant Attach
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D

Tena nt Attach Microsoft Endpoint Manager Admin Center

Connect your Configuration Manager site
to Intune for instant cloud value

Cloud intelligence drives management ‘

I
® Unified helpdesk and troubleshooting J
( ]

Web based admin for Config Manager |:| —

1

Config Manager

Getting Ready for Tenant Attach

i ~ Intune Tenant In public cloud Supported ConfigMgr Client OS
Azure Public cloud ConfigMgr 2002+ (Win10, Server OS, 8.1)

L4 L4
Global Admin Account AAD user Discovery enabled
9

AD user Discovery enabled
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Network prerequisites

ConfigMgr Service Connection point needs outbound connection
to the following endpoints:

> https://aka.ms/configmgrgateway
> https.//gateway.configmgr.manage.microsoft.com

> https://us.gateway.configmgr.manage.microsoft.com
> https://eu.gateway.configmgr.manage.microsoft.com

How to configure Tenant
Attach for existing cloud-
attached hierarchy?

CoMgmtSettingsProd  Ca-management Production policy

b Servers and Site System Roles

& Client Settings
4 [ Security
25 Administrative Users
& Assets and Compliznce
ﬁ? Software Library

B Monitoring

[E Properties

Tenart onboarding  Configure upload | Enablement Workloads  Staging

Upload to Microsoft Endpoint Manager admin center I
Devices
‘Select which devices to uploadto icrosoft Endpoint Manager

() Ay devices managed by Mcrosoft Endport Configuration Mo
{recommended)

ger

@ A collection [ select

Collection: [ Tenant Attached

Browse.

I.’;j]|‘ Administration.

%2 community

10
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How to configure Tenant
Attach for new ConfigMgr

hierarchy?

[+7] Co-management Configuration Wizard X

9! Tenant onboarding

Tenant onboarding

Microsoft Intune Subscription

Configure upload
Summary
Progress
Agure environment AzurePubbcCoud w
Completion
Sign in to Microsoft Intune with your Microsoft Intune organizational Sgn i 9
account

If you do not have a Microsoft Intune organizational account. you can subscribe at
Microsot Intune account portal

Upload to Microsoft Endpoint Manager admin center

[ Enable automatic clent enroliment for co-management

Read soft v
Bead the Configuration Manager privacy statement onine.

Somenay | [ Goncel

11

Enterprise App(s)

Dashboard > Enterprise applications

Enterprise applications | All applications (Preview)

ud Attach - Azure Active Dir

Ignite

% - New application C) Refresh o Preview info == Columns [ preview featu

Overview

@ Want to switch back to the legacy Enterprice Apps search experience? Click to leave the preview. =>

© overview

X Diagnose and solve problems Application type Applications status Application visibility

All Applications v ‘ | Any v ‘ | Any
Manage -
# Config
82 All applications (Preview)

Name Homepage URL

B Application proxy

gr Client
& User settings
ConfighMgr Server https://ConfigMgrService
B collections i s

ConfigMgrsve_1b9318b8 -44ce-983a-1c Bel1c9 https://ConfigMgrService
Security

283438098 https://ConfigMgrService

Confightg 96ae-4065-b00b

% Conditional Access

Configuratio croservice

@ Consent and permissions

12
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. Stopping worker CMGateway SyncUploadWorker...
- Data syncs every 15 minutes  [ZZiininsnis
CMGatewayWorkerConfig starting.
Starting worker CMGatewaySyncUploadWorker...
|Worker CMGatewaySyncUpleadWorker was triggered by timer.
Triggered CMGatewaySyncUploadWorker:ExecuteAsync()
Using location service to look up URL base

® O n Iy sy n CS S u bset Of Using direct connection to URL 'hittps://gateway.configmgr.manage. microsoft.com/api/gateway/LocationService'

Response status code: 401 (Unautherized) Activity ID: a0665a10-4e50-413d-86a2-27f7252a907c

(Authenticating with web service at: hitps://gateway.configmgr.manage.microsoft.com/api/gateway/LocationService

CO nfl g M g r C I I e nt d ata Response status code: 200 (OK) Activity ID: 20665a10-4e30-415d-26a2-27f725¢a807¢

[1] https://gateway.configmgr.manage microscft.com/api/gateway/LocationService returned status code 200 (OK)

[1] Got location https://us.gat i microsoft.com/ api/gateway/Available for endpoint Available arfd scenario
Using direct connection to URL ‘https://us.gat i rosoft.com/api/gateway/. .
Creating web request to: hitps://us.gat: onfig rosoft.com/apifgateway/Availabl

| Authenticating with web service at: https:f/us.gateway.configmgr.manage.micrasoft.com/api gateway/Available
D: £354b037-d0c5-4bf1 Bae1-8a07a24074dT

Service version 2006 detected

« CMGatewaySyncUploadWor
ke r. I Og d i s p I ays p ro g res S a n d :E;\Z{:;?ﬂt::;r;:c:j:r;:::::);):?::—g&:::39(52351759\sun—bnardad to feature(s) HelpDesk

Using location service to look up URL base

Using direct connection to URL https://gateway.configmgr.manage. microsoft.com/api/gateway/LocationService
error Response status code: 401 (Unauthorized) Activity ID: Ta2ab07d-dbdd-483a-31 12-eleel0fff121
Authenticating with web service at: https://gateway.configmgr.manage.microsoft.com/api/gateway/LocationService
Response status code: 200 (OK) Activity ID: Ta2ab07d-dbdd-4832-911a-eDee1 0fff121
[1] https:/7g .config rosoft.com/pi/gateway/LocationService returned status code 200 (OK)
{111 Got location https:/us.
Batching 4 records

ateway.configmgr.manage.microsoft.com/api/gateway/DevicePost for endpoint DevicePost and scenz

Using direct connection to URL 'https://us.gateway.configmgr.manage.microsoft.com/api/gateway/DevicePost’

Gthenticating with Web service at: Nitps:// Us.gatenay, configmr manage. microsort.com/api gateway/ DevicePost

« No incoming firewall port
M Re tat de: 200 (OK) Activity ID: 2cabd(86-268d-44bb-8773-924d%f11aa15
requl red e e e e e e

Worker CMG; UploadWWorker is finished pr ing.

Admin experience

Home > Devices

m Windows | Windows devices - X

) | « O Refresh Y Filter Columns  Export | W Bulk Device Actions

B windows devices

Filters applied: OS

Windows enrollment

cerial number, email, user principal name, device name, management name, phone number, modsl, or manutacturer |

Windows policies Showing 1 to 25 of 33 records page v otz [ Next» |
B ‘compliahcs paidss Device name 14 Managed by 4 Ownership Ty Compliance Ty os 05 version T enolied by user emai...  Last checkein Ty
B ConRguraton profles WIN10-20H1-01 Co-managed Corporate @ compliant Windows 10,0.19042.804 emadmin@ignite2021.6... 3/1/2021, 4:05:04 PM
lsctipls WIN10-20H1-02 Co-managed Corporate Not Evaluated Windows 100.19042.804 EParker@ignitez021.0n... 3/1/2021, 3:54:02 PM
Windowe10 updateTings WIN10-20H1-03 Co-managed Corporate Not Evaluated Windows 10:0.19042:804 None 3/1/2021, 3:52:05 PM
Wi B TRt Lpdates (e, WIN10-20H1-04 Co-managed Corporate Not Evaluated Windows 10.0.19042.804 None 3/1/2021, 3:53:02 PM
WIN10-20H1-05 Co-managed Corporate Not Evaluated Windows 100.12042.804 None 3/1/2021, £:03:02 PM
WIN10-AADJ-01 Co-managed Corporate © compliant Windows 100.12042.804 None 3/1/2021, 4:04:03 PM
WIN10-AADJ-02 Co-managed Corporate ® Compliant Windows 100.19042.804 Dtodd@ignite2021.onm... 3/1/2021, 40402 PM
ac Confightgr Corporate See Confightgr Windows 100.17763.17%0 None
oM Confightgr Corporate See Confightgr Windows 100.17763.1730 None
e Configtgr Corporate See Confightgr Windows 100.17762.1790 Nene
WIN10-20K1-06 Confighgr Corporate See Confightgr Windows 100.19042.746 None
WIN10-20H1-07 Confightgr Corporate See Confightgr Windows 100.12042.746 None
WIN10-2011-08 Configgr Corporate See Configgr Windows 100.19042.746 None
WIN10-20K1-08 Confighgr Corporate See Confightgr Windows 100.19042.746 None
WIN10-20H1-10 Confightgr Corporate See Configtgr Windows 100.19042.746 None

DESKTOP-5A8T138 Intune Corporate © Compliant Windows 100.17763.504 test2@ignite2021.onmic... 3/1/2021, 10:39:04 AM
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Admin experience (Cont.)

Co-managed device

i ) WIN10-20H1-02 -

& | X Retie P Wipe [ Delete ) syne () Restat P Fresh Start @ quickscan @ Fullscan W Update Defender security intelligence
© Oweniew A Essentials
Manage =
o $32C2508-564-4cae-bOGY-b3329ac4ed04 Windy ma Parker
Il properties
S ce Mt Evaluated

Monitor : 0948-8194-4885-9504-4858-3150-31 Windows
gTe— . ¢ Virtual Machine

Discovered apps
B ice compliance Davice actions status

configuration

[ 3 configuration Action Status Date/Time Exror

app cenfigurat
& App configuration i

Endpoint security configuration

management

LA

Nindows #C is being co-managed betwean Intune and Configuration Manager, Cenfigur
5 lorer (previe
Configuration Mansger agent state
fiant details preview ’
St delae i Healthy

Timeline (previ

iew)

Details

Colactions (preview) Last Configuration Manager agent chack in time

) 3/4/2021, 349:26 AM

Applications (prev

o™

1t (prev ntune managed workloads

Scripts (preview)

s (Preview)

ice disgnost

Managed Apps

n Manager agent stata is sh:

Client Apps: Rescurce Access Profiles: Device Configuration; Compliance Policy: Windows Update for Business; Endpaint Protection: Offi

wn below, if the stats

is anything other than “Health;

e Click-to-Run

there are a faw steps that help wi

this. Lear mo

15

Admin initiates the action

Co-managed device

i WIN10-20H1-02 -

wipe I Delete ¢

X Retire

O overdew

@ 4pp evalustion cycle pending

Manage i
A Essentials
I Properties

WINI0-2011-02

Manitor

B

933c2509-664- 4cae-b0Bb-b33293d4ed04_Windows 2,

Hardware

Discovered apps

Fresh Start

indows

virtual hachine

B, Device compliance
B configuration
8 App configuration Device actions status
point security configiiion Action Status. Date/Time Emor
B Sy App evaluation cycle Pending connection to Microsoft Endpoint Configuration M... 3/4/2021, 1:50:27 PM

Resource explorer (previ Sync machine policy Complete

3/4/2021, 1:48:29 PM

Client eview)

Co-management

This Windews PC s being co-managed b

een Intune and Configus

Configuration Manager agent state

Seripts (praview) gent check in fime

s ciagnastics (Praview)
ntune managsd workloads
client App:

Managad Apps

Resource Access Profiles; Device Configuration; Compl

ation Manager, Configuration Manager agent state is shown below, if th

indows Update for Business

e is anything other than “Healthy” ths

endpaint Protection; Office Click-to-Run

& auickscan @& Fullscan %G Update Windows Defender security i

2 BitLocker key rotation

Callest diagnostics

$ync machine pol

) 5

'c user policy

(2 App evaluation

eps that help with this. Learn

16
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Admin experience (Cont.)

Device managed by ConfigMgr only

(' WIN10-20H1-07

() syncmachine palicy () Syncuser policy () App evaluation cycle

/~ Essentials

Monitor © WIN10-20H1-07

B Hardware

: See ConfigMgr

n : Microsoft s NT Warkstation 10.0

| Virtual Machine

il clien

B Timeline (pre

® Colle

Device actions status

Action Status Date/Time Error

No data

17

Machine policy trigger activity

Endpoint admin center sent instruction for triggering machine policy to ConfigMgr server

ConfigMgr server receive notification from Endpoint Manager gateway and authenticates

Forwards as fast channel (BGB) instruction and process

g &

ConfigMgr server sent the notification to ConfigMgr client

CJ8 ConfigMgr client receive the instruction from ConfigMgr server and process

18



3/9/2021 7:34 PM

Demo

Helpdesk scenario and remediation with EA

Jack is working from home and
an app on his machine is
crashing.

He is not very tech savvy.

Jack is not connected to Corp
network via VPN

He needs helps and calls
helpdesk.

20
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HelpDesk

Scott from Helpdesk is also working from
home.

Unfortunately, Scott’s corporate machine’s
hard drive failed, and he is waiting for a
replacement Laptop.

Scott is not connected to Corp network via
VPN.

He needs to help Jack.

21

Microsoft Endpoint Manager admin center

Scott@VMNXTLab.com
e

* FAVORITES

4 Devices

£ Tenant administration

K Troubleshocting + support

VNXTLab.com

Home  Microsoft Managed Desktoy

Status and alerts

Tenant status

Active Healthy

Guided scenarios

Deploy Edge for

News and support

Intune Customer Success blog

icaithy

Resourca alerts

© oevice compliance

@ Device configuration

Try outa doud.

What's happening in Intune

@ Device enroliment
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Things to consider (Tenant Attach)

- No additional cost
- No infrastructure changes needed
- Not a migration

- Cloud Powered Console

- On-Prem Solution Supercharged from Cloud*
- Application Installs
- Script Execution
- Client Details
- Device Timeline

- Reimagine Management “Powered by the Cloud”
- Infrastructure
- Configuration
- Compliance
- Analytics

23

B® Microsoft

Scenario 2
Co-management

«  ConfigMgr Apps in Company Portal
« Cloud Management Gateway

24
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Pandemic Ignites Co-management

- Employees work from home

- Students attend school from home

- VPN servers overloaded

- Rapid change requires least amount of risk
- Security concerns

- Potential new work paradigm

25

Microsoft Endpoint Manager Admin Center

Client-attach

Enroll your Configuration Manager devices
into Intune for additional cloud value
through co-management

0= || 4

Conditional access _I_

Config Manager

)\

|

® Modern provisioning (Autopilot)

|

® Remote management for ConfigMgr

® And when ready shift the workload to Intune gi

Co-managed
Windows 10

26
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Getting Ready for Co-management

Setup Hybrid Azure AD ConfigMgr 1710+ User license
9 3
License users for Azure AD Onboard to Azure AD
L ?
Enable Windows 10 Cloud Management Gateway
Auto-enrollment (Optional)

Windows 10 1709+

27

Things to consider (Co-management)

- Not a Migration
- Cloud Management Gateway is optional

- Individual Workload Management
- Compliance Access
- Client Apps
- Office Click to Run
- Device Configuration
- Endpoint Protection
- Resource Access
- Windows Update for Business

28
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Configure co-
management

& « [# \ » Adminstation » Ovenview » CloudServices » Co-management
Administration
4 i} Overview
» éfupdﬂesandSemcmg
* 1 Hierarchy Configuration

4 (7] Cloud Services

How to Enable Co-management?

& |2

Searches ~
Search

Create

< Co-management 0 items

= leon Name Description Progress

>

3 Co-management

2 Azure Services

45 Azure Active Directory Tenants

'~ Microsoft Intune Subscriptions

& Android For Work

[21 Apple Volume Purchase Program Tokens
£ Cloud Distribution Points

Cloud Management Gateway

Soved WP sor

=] Co-management Configuration Wizard

Microsoft Intune Subsciption

T =n o

Iune account poctal

Net » Summary Cancel

29

How to Enable Co-management (client side)

ConfigM t
ConfigMgr agent onnighigragen

AD Domain Joined

Existing ConfigMgr

managed devices
AAD Joined

Intune MDM
AAD Joined

Modern Provisioning AutoPilot

"Born on the Internet”

AD Domain Joined

ConfigMgr agent
Intune MDM
AD Domain Joined
AAD Joined

ConfigMgr agent
Intune MDM
AAD Joined

30
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Client Auto Enrollment
Configuration

|| CoMgmitSettingsProd Properties X

Tenant onboarding Configure upload Enablement Workloads Staging

M

To enable co-management for devices d by Configs ger. configure

automatic enrollment in Microsoft Intune
Leam more
Automatic enroliment in Intune: Pilot v

Intune Auto Enroliment
|All Comanaged Devices Browse...

To enable co-management for devices already enrolled in Intune, create an app in Intune
to install the Configuration Client. Copy the following command line

Learn more

CCMSETUPCMD="CCMHOSTNAME=CLOUDATTACHCMGIGNITE.CL Copy
OUDAPP.NET/CCM_Proxy_MutualAuth/72057594037927939
SMSSiteCode=AZ1"

ok 1 conen

31

End-User experience

* No reboot
* No agent installation

* No interruption

« No User-Notification

= Settings
@ Home Access work or school
Find a setting R | Get access to resources like email, apps. and the network. Connecting
means your work or schoal might control some things on this device,
ACcaunts such as which settings you can change. For specific info about this, ask
them.
8= Yourinfo Connect

4r

= Email & accounts
] Er R e
contoso.com
Sign-in options

51 Access work or school ‘ ol Disconnect

8, Otherusers

Q

Sync your settings

32
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Admin experience

‘- - l t& \ » Assets and Compliance » Overview » Devices »
Assets and Compliance < Devices 18 items
4 B Overview Search
& Users lcon Name Co-managed | Client
4| 1K Devices % WIN10-20H1-05 Yes Yes
& All Desktop and Server Clients L) WIN10-20H1-04 Yes Yes
& User Collections % WIN10-AADJ-02 Yes Yes
& Device Collections % WIN10-AADJ-01 Yes Yes
—— % WIN10-20H1-01 Yes Yes
&9 User State Migration
= ) Lo WIN10-20H1-02 Yes Yes
* ] Asset Intelligence
= L] WIN10-20H1-03 Yes Yes
= Software Meteri
St M oM No Yes
* || Compliance Settings o) oC No Yes
» |1 Endpoint Protection ;U AC No Yes
» [ All Corporate-owned Devices o) WIN10-20H1-06 No Yes
Admin experience
Z‘ - [# \ » Monitoring » Overview » Co-management
Monitoring <
£ Queries - Co-management
J Reporting
i Site Hierarchy
* (2 System Status Client OS Distribution ‘Co-management Status
i Depioyments
3% Phased Deployments
E} Client Openations Eligible devices
B Scipt Status Scheduled
+ L Client Status
Enraliment
‘ ng‘lahustRzphcalmn Initiated
2 Dstrbution Sttis i

40 Softwars Updste Port Synchronization St | =
0 Site Server Status
3 Updates and Servicing Status

T B Windows 10 1709 and above % Windows 10 lower than 1709 Bl Windows 7 & B.x
ecurity

& Co-management. Co-management Enroliment Status Count | Enrollment Error
!,H_Pﬂu face Devices

No errors to report.

% Cloud Mansgement
i Package Conversion Status
* [ Collection Evakuation
(5 Scenario Health

W Success, hybrid Azure AD-joined
Suceess, Azure AD-joined

 Enroling, hybrid Azure AD-joined

W Faiure, hybrid Azure AD-joined

W Faiiure, Azure AD-ined

B Pending user signin

& Assets and Compliance
{55 Software Library

B Monitoring

[, Administration

2 community
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Dashboard > Devices

Admin experience

=) Windows | Windows devices -

[2 search (ctri+n

| « () Refresh Y Filter

= Columns i Export % Bulk Device Actions

B windows devices

B Windows enroliment

Windows policies

L& Compliance policies
s Configuration profiles
M PowersShell scripts

Windows 10 update rings

Windows 10 feature updates (Pre...

Filters applied: OS

| £ search by M, serial number, email, user principal name, device name, management name, phone number, model, o manufacturer

Showing 1 to 25 of 25 records

Device name 4 Managed by T4 Ownership T4 Compliance Ty os 0S version T
WIN10-AADJ-05 Intune Corporate @ compliant Windows 10.0.19042.804
WIN10-AADJ-04 Intune Corporate o Compliant Windows 10.0.19042.804
WIN10-AAD)-03 Intune Corporate o Compliant Windows 10.0.19042.304
WIN10-AADJ-02 Co-managed Corporate @ compliant Windows 10.0.19042.304
WIN10-AADIJ-01 Co-managed Corporate V] Compliant Windows 10.0.19042.504
WIN10-20H1-05 Co-managed Corporate Not Evaluated Windows 10.0.19042.804
WIN10-20H1-04 Co-managed Corporate Mot Evaluated Windows 10.0.19042.804
WIN10-20H1-03 Co-managed Corporate Not Evaluated Windows 10.0.19042.804

35

@ WIN10-20H1-10

Admin experience

X retire 2 wipe [ Delete telock  (Q sync

Restant P Fresh Stant A eset @ quickscon @ Fulscan % Update Windows Defender security intelligence

O ouerview

Manage
Il Properties
Monitor

B Hardware

M Discovered apps

B Device compliance
B Device contiguration
-

M App configuration

A Essentials

WIN10-20H1-10

tname

Ownership

Sénal number

Windows

Phone rumber virtual Maching
See more
Device actions £tatus

Action Status Date/Time Eror

No data

® Endpoint secunity configuration
By Recovery keys

M Resource explorer {preview)

Co-management

‘This Windows PC is being co-managed between Intune and Configuration Manager. Configuration Manager agent state is shown below, if the state is anything other than “Healthy” there are a few steps that help with this. Learm mare

I Client details (preview)
B Timeline preview)
% Collections (preview)

B Applications (preview)

[ CMPivot (preview)

Configuration Manager agent state
Healthy

Details

Last Configuration Manager agent check i time
2021, 1:49:27 P

Intung managed workloads

B saipts (preview)

¥ Device diagnosti

& Managed Apps

36
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Co-management before a workload transition

ConfigMgr [ | \
Console | /‘

4

ConfigMgr 2

Site Servers/" @

—
RE2
X
— -

Mobile Devices

Windows 10
Domain-joined & |
Azure AD registered

Windows 7/8.x

37

Co-management after a workload transition

¢. ConfigMgr [ | \
Console | |
Azure AD \

ConfigMgr

Site Servers/l @

,/
z

ConfigMgr agent

ConfigMgr agent

Windows 7/8.x

Mobile Devices

Windows 10/
Domain-joined &
Azure AD registered

38
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Demo

Configuration Manager apps in Company Portal

[ search for apps 2] £ e
|G Home
1=+ ppe Microsoft Edge fozal
B} App categories Microsoft
& Downloads & updates Frodsichity
B Devices View available and installed
@ Help & suppon Configuration Manager apps in
Overiew  Addltional nformation the Company Portal alongside
E—— Intune apps.
Privacy Statement
Install available Configuration
A wyproie Manager apps from the
i Company Portal and receive
installation status information.

40
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Ll © Type here to search

Cloud Management Gateway
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Things to consider (Cloud Management Gateway)

- Not a Migration

- Continue to leverage Existing Investments

- Easy to deploy

- No additional risk

- No change in workflow

- Save your VPN Server (Work / School from home)

43

Cloud Management Gateway

- Cloud Management Gateway Pre-requisites

- Needs Azure subscription — Azure Cloud Services (classic)
- EDU customer cost can be lower

- Needs Azure services configuration
- Provides ConfigMgr management of the CMG cloud service

- CMG Connection point — one per ConfigMgr Primary Site

- Location Considerations
- Not required to be local to clients (e.g. Asia vs. US)
- Express Route considerations

44
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Cloud Management Gateway Overview

Corporate Network

Windows
Update

4
1
Interpet
1

000
D00

VPN Split
Tunnel

Firewall Firewall

45

Demo

Configuration Manager client deployment from Intune
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B! Microson endpoint.

™.

= %
PO o
> g B e E = b ° W Crange Category i Client Disgrastics » ange ~ >
H W Lol . 5 Clear Required PXE Deployments [jEnapoint Protection - 7 ¥
rport User Import Computer | Saved Add ot Run  Stat sl Re Clent  Start e Block Unb Refresh ShowStatus | Properties
Device Al Information | Searches+ | Selected ltems+ Clent Script CMPiat Application E - e Client Notfiestion - ait Primary Users Messages
Creste Search Device Properties
€ > |+ (8 \ 1 AsetsandComplance » Overview » Devices o
hssets and Compliance < Devices 18 flems
L # Overview co £ Add Criteria
& Users lean Primary Userls)  Currently Logged on User trvity
& Devices ol
# User Colfections ]
L)
L]
Aeset Inteligence Y
- 9
Saftware Metering
5 L CONTOSGhemadmin
Compiiance Settings v AL
W wni20H110 Yes
Al Corporate-owned Devices M w2 Y
8 Yes
L) No Yes
8 o Ne Yes CONTOSCHAdministrater
M o No Yes CONTOSONAdministrator
B WiIN10-2041-08 o Yes
W b4 Unknown Com Ho
W B Uninwn Computer, No
B % Provisioning Deviea(Pro. No az
& fscats and Compliance
Software Library
W Monitoring
Administr
5 Community
= WINIO-AADJ-02

A Ignite 2021 Cloud Artach - Mic

& &]

https:

x

R

endpoint microsoft.com,

Microsoft Endpoint Manager admin center

A Home
El pashboard

All services

4 FAvoRITES

Apps

Endpoint security
53 Reports

& users

2 Groups

£} Tenant sdministration

K Troubleshooting + suppart

Home
Status and alerts
Tenant status

Active

Guided scenarios
Deploy Edge for mobile

ork and

Configure Edg
by you

Start
News and support

Intune Customer Success blog

stop

IHeaIlhy

emadmin@ignite2021.
1c10u0 AriacH P

Resource alerts

© Device enroliment

an enrollment failure

@ Device compliance

eatthy

Allin compliance 1 device

© Osvice configuration © cient apps

Try out a cloud-managed PC

Start

What's happening in intune




®

Other user

Shawna Roy

I Search for apps

| o Home
IE Apps
R App categories

L Downloads & updates

B Devices

@ Help & support

£ Type here to search

QOverview

5.00.9040.1000
Version

Date Published

ConfigMgr 2010 Client
Co-management

Contoso

5.00,9040.1000

37272021

3/9/2021 7:34 PM
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A Confighgr 2010 Clignt Co-maes X | ==
& 7 @ emadmin@ignite202lo.. @

= &) & hitpsy//endpoint.microsoft.com/#blade/Mic
GaaTE 2021 CL0UD ATTACH

Microsoft Endpoint Manager admin center
%

i Home

4 pashboard

1|1 ConfigMgr 2010 Client Co-management | Properties
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URL Requirements

Internet access requirements - Configuration Manager | Microsoft Docs
The following table assumes TLS for CMG <-> Connection Point

SCP -> Azure Services / Azure Setup / Maint of CMD/CDP
443 https://management.azure.com/
443 https://login.microsoftonline.com/

443 https://graph.microsoft.com/

CMG Connection Point Role -> CMG / CDP

1014?)_10155 https://<CMGname>.cloudapp.net
443 https://<CMGname>.blob.core.windows.net This is for site server to CDP for package manager component to upload content
Client -> CMG / CDP
443 https://<CMGname>.cloudapp.net
443 https://<CMGname>.blob.core.windows.net
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B® Microsoft

Scenario 3
Cloud-native
management

Autopilot: User-driven mode
for Azure AD join

Autopilot into Co-
Management
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Pandemic Ignites Cloud-native management

- Summer interns and new employees
- Ready to break from on-prem infrastructure
- Remove explicit on-prem infra and CMG dependence
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Home > Devices > Enroll devices > Co-management authority

Create profile

~/ Basics a Settings

The co-management settings determine who owns the workloads. Learn more,

Automatically install Configuration [l Yes No )
Manager agent.

Client installation command line CCMSETUPCMD="CCMHOSTNAME=CLOUDATTACHCMGIGNITE.CLOUDAPP,NET «

arguments, JCCM _Proxy_MutualAuth/72057594037927939 SMSSiteCode=AZ1
SMSMP=CM.contosc.com

~ Advanced

Override Co-Management policy and use ' Yes No )
Intune for all workloads.
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Co-Management

Declare workload
ownership in Intune
Automatically deploy
the ConfigMgr agent

Takeaways

- ConfigMgr cloud attach feature is a combination of Co-management(client

attached) and tenant attach

- You may enable one or both solutions

- We are adding more features to the Intune management console for the cloud

attach scenarios.

- Hybrid Azure AD joining a device is great for uplifting your existing AD DS joined devices,
but Azure AD is the correct path for most new or repurposed devices, especially when

using modern deployment tools like Windows Autopilot
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Resources

+ Plan for the cloud management gateway in Configuration Manager

+ Managing remote machines with cloud management gateway in Microsoft Endpoint Configuration Manager
« Prefer cloud distribution points over distribution points

« Configure Azure services for use with Configuration Manager

« Security and privacy for the cloud management gateway

+ Internet access requirements

+ Certificates for the cloud management gateway

+ Token based authentication for cloud management gateway

59

m Microsoft

yright Microsoft Corporation. Al right




