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Cloud Attach Your Organization

Agenda • Modernization

• Scenario Introduction

• Scenario 1: Tenant Attach

• Scenario 2: Co-Management 

• Scenario 3: Cloud-native management
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Defining:  Modernization
Mgmt. control plane 
Identity control plane
Security control plane
Collaboration plane
Modern Browser

Cloud-attached Windows 10 Devices
Intune

ConfigMgr

5%

1 Sept. 2019

Intune

ConfigMgr

19%                                                                

1 Sept. 2020
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Microsoft Endpoint Manager

Cloud-native 
management3

Co-management 
workloads2

Tenant 
attach1

ConfigMgr
console

Configuration 
Manager 

Intune 
console

Microsoft 
Intune

On-premises Domain joined PCs Windows and Mobile devicesWindows 10
CM + MDM

A unified platform including both Configuration Manager and Microsoft Intune

The Big Three Options

Scenario 1
Tenant Attach
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Tenant Attach
Connect your Configuration Manager site
to Intune for instant cloud value

Cloud intelligence drives management

Unified helpdesk and troubleshooting

Web based admin for Config Manager

Intune

Config Manager

NEW

Azure

Azure Public cloud 

Global Admin Account

ConfigMgr

ConfigMgr 2002+

AAD user Discovery enabled

AD user Discovery enabled

Intune 

Intune Tenant In public cloud

Windows client

Supported ConfigMgr Client OS
(Win10, Server OS, 8.1)

Getting Ready for Tenant Attach
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Network prerequisites

How to configure Tenant 
Attach for existing cloud-
attached hierarchy?
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How to configure Tenant 
Attach for new ConfigMgr 
hierarchy?

Enterprise App(s)
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• Data syncs every 15 minutes

• Only syncs subset of 
ConfigMgr client data

• CMGatewaySyncUploadWor
ker.log displays progress and 
error

• No incoming firewall port 
required

Tenant Attach Troubleshooting

Admin experience

13

14



3/9/2021 7:34 PM

Admin experience (Cont.)
Co-managed device

Co-managed device
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Admin experience (Cont.)
Device managed by ConfigMgr only

Endpoint admin center sent instruction for triggering machine policy to ConfigMgr server

ConfigMgr server receive notification from Endpoint Manager gateway and authenticates

Forwards as fast channel (BGB) instruction and process

ConfigMgr server sent the notification to ConfigMgr client

ConfigMgr client receive the instruction from ConfigMgr server and process

Machine policy trigger activity
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Demo

Helpdesk scenario and remediation with EA

End-user Scenario

Jack is working from home and 
an app on his machine is 
crashing. 

He is not very tech savvy. 

Jack is not connected to Corp 
network via VPN

He needs helps and calls 
helpdesk.

19

20



3/9/2021 7:34 PM

Helpdesk User Scenario

Scott from Helpdesk is also working from 
home.

Unfortunately, Scott’s corporate machine’s 
hard drive failed, and he is waiting for a 
replacement Laptop. 

Scott is not connected to Corp network via 
VPN.

He needs to help Jack.

Tenant Attach Helpdesk Demo
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Things to consider (Tenant Attach)
 No additional cost
 No infrastructure changes needed
 Not a migration
 Cloud Powered Console

 On-Prem Solution Supercharged from Cloud*
 Application Installs
 Script Execution
 Client Details
 Device Timeline

 Reimagine Management “Powered by the Cloud”
 Infrastructure
 Configuration
 Compliance
 Analytics

Scenario 2
Co-management

• ConfigMgr Apps in Company Portal
• Cloud Management Gateway
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Pandemic Ignites Co-management

 Employees work from home
 Students attend school from home
 VPN servers overloaded
 Rapid change requires least amount of risk
 Security concerns
 Potential new work paradigm

Client-attach

Conditional access

Modern provisioning (Autopilot)

Remote management for ConfigMgr

Intune
Config Manager

Enroll your Configuration Manager devices
into Intune for additional cloud value 
through co-management

And when ready shift the workload to Intune
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Getting Ready for Co-management

Azure AD

Setup Hybrid Azure AD 

License users for Azure AD

Enable Windows 10 
Auto-enrollment

ConfigMgr

ConfigMgr 1710+

Onboard to Azure AD

Cloud Management Gateway 
(Optional)

Intune

User license

Windows client

Windows 10 1709+

Things to consider (Co-management)

 Not a Migration
 Cloud Management Gateway is optional
 Individual Workload Management

 Compliance Access
 Client Apps
 Office Click to Run
 Device Configuration

 Endpoint Protection
 Resource Access

 Windows Update for Business
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How to Enable Co-management?

How to Enable Co-management (client side)

Existing ConfigMgr 
managed devices

ConfigMgr agent 
AD Domain Joined

ConfigMgr agent
AD Domain Joined 

AAD Joined

ConfigMgr agent
Intune MDM 

AD Domain Joined
AAD Joined

Modern Provisioning
“Born on the Internet”

AutoPilot
Intune MDM

AAD Joined

ConfigMgr agent

Intune MDM 

AAD Joined
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Client Auto Enrollment 
Configuration

End-User experience

• No reboot

• No agent installation

• No interruption
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Admin experience

Admin experience
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Admin experience

Admin experience
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Co-management before a workload transition

Windows 10
Domain-joined  &

Azure AD registered 

Intune

Mobile Devices

ConfigMgr
Console

ConfigMgr
Site Servers

ConfigMgr agent

ConfigMgr agent

Windows 7/8.x

MDM

MDM

Azure AD

Co-management after a workload transition

Windows 10
Domain-joined  &

Azure AD registered 

Intune

Mobile Devices

ConfigMgr
Console

ConfigMgr
Site Servers

ConfigMgr agent

ConfigMgr agent

Windows 7/8.x

MDM

Azure AD

MDM
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Demo

Configuration Manager apps in Company Portal

View available and installed 
Configuration Manager apps in 
the Company Portal alongside 
Intune apps.

Install available Configuration 
Manager apps from the 
Company Portal and receive 
installation status information.
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Cloud Management Gateway
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Things to consider (Cloud Management Gateway)

 Not a Migration
 Continue to leverage Existing Investments
 Easy to deploy
 No additional risk
 No change in workflow
 Save your VPN Server (Work / School from home)

Cloud Management Gateway

 Cloud Management Gateway Pre-requisites
 Needs Azure subscription – Azure Cloud Services (classic)

 EDU customer cost can be lower

 Needs Azure services configuration
 Provides ConfigMgr management of the CMG cloud service

 CMG Connection point – one per ConfigMgr Primary Site
 Location Considerations

 Not required to be local to clients (e.g. Asia vs. US)
 Express Route considerations
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Cloud Management Gateway Overview
Corporate Network

AD CA

Windows 
Update

VPN Split 
Tunnel

Demo

Configuration Manager client deployment from Intune
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URL Requirements

Internet access requirements - Configuration Manager | Microsoft Docs
The following table assumes TLS for CMG <-> Connection Point
Public Port(s) URL
SCP -> Azure Services / Azure Setup / Maint of CMD/CDP

443 https://management.azure.com/
443 https://login.microsoftonline.com/
443 https://graph.microsoft.com/

CMG Connection Point Role -> CMG / CDP
443

https://<CMGname>.cloudapp.net10140-10155
443 https://<CMGname>.blob.core.windows.net This is for site server to CDP for package manager component to upload content

Client -> CMG / CDP
443 https://<CMGname>.cloudapp.net
443 https://<CMGname>.blob.core.windows.net
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Scenario 3
Cloud-native 
management

• Autopilot: User-driven mode 
for Azure AD join

• Autopilot into Co-
Management

Pandemic Ignites Cloud-native management

 Summer interns and new employees
 Ready to break from on-prem infrastructure
 Remove explicit on-prem infra and CMG dependence
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Windows Autopilot overview

Configure 
Windows 

Autopilot profileSelf-service deploy

Device IDs

Hardware Vendor

IT Admin

Ship

Deliver direct to Employee
Employee unboxes 
device, self-deploys

IntuneWindows Autopilot

Device sync

Autopilot profile sync

55

56



3/9/2021 7:34 PM

Co-Management

• Declare workload 
ownership in Intune

• Automatically deploy 
the ConfigMgr agent

Takeaways

 ConfigMgr cloud attach feature is a combination of Co-management(client 
attached) and tenant attach

 You may enable one or both solutions

 We are adding more features to the Intune management console for the cloud 
attach scenarios.

 Hybrid Azure AD joining a device is great for uplifting your existing AD DS joined devices, 
but Azure AD is the correct path for most new or repurposed devices, especially when 
using modern deployment tools like Windows Autopilot
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Resources
• Plan for the cloud management gateway in Configuration Manager
• Managing remote machines with cloud management gateway in Microsoft Endpoint Configuration Manager
• Prefer cloud distribution points over distribution points
• Configure Azure services for use with Configuration Manager
• Security and privacy for the cloud management gateway
• Internet access requirements
• Certificates for the cloud management gateway
• Token based authentication for cloud management gateway

© Copyright Microsoft Corporation. All rights reserved. 
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