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Where are my logs?
Troubleshooting a Windows MDM device

What we’ll cover
Looking at the Service-side:
Core information you can see in the Intune 
console UI to make sense of any problems/issues 
that may exist

Looking at the managed device:
Useful data to collect (including logs) from the 
Windows client, and where are they located

Scenarios:
Some common scenarios to help you make sense 
of how to use the data collected

Getting Proactive:
Common issues can have common solutions 
using Endpoint Analytics
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Looking at the Service-Side

Useful information in the Endpoint Manager admin center (1)
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Useful information in the Endpoint Manager admin center (2)
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Useful information in the Endpoint Manager admin center (3)
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Useful information in the Endpoint Manager admin center (4)

Useful information in the Endpoint Manager admin center (5)
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Useful information in the Endpoint Manager admin center (6)
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Useful information in the Endpoint Manager admin center (7)
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Looking at the Managed Device

Useful information to 
collect from the 
Windows client
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Quick List of “things”

 MDM Diagnostics Report
 Event Logs

 Microsoft-Windows-DeviceManagement-Enterprise-Diagnostic-Provider
 Microsoft-Windows-AAD

 Edge settings
 edge://settings will show Edge Settings (managed and unmanaged)
 edge://about will list out all available links

 Commands (during enrollment failures)
 Shift + F10 to launch Command Prompt during OOBE
 dsregcmd /status to check device state in AAD and Intune
 Start ms-settings: to launch Windows Settings app
 ipconfig /all to check network settings (IP and DNS)
 compmgmt.msc to launch Computer Management console

 Registry locations
 HKLM\Software\Microsoft\Provisioning\NodeCache
 HKLM\Software\Microsoft\Windows\CurrentVersion\PersonalizationCSP

MDM Diagnostics Report – Just the HTML report

 Simple report of MDM 
configurations on the machine

 Go to Settings > Accounts > 
Access work or school > 
select the associated account 
and click on Info

 Scroll to bottom of page and 
click Create report under 
Advanced Diagnostics 
Report
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MDM Diagnostics 
Report file

HTML file created in 
C:\Users\Public\Documents\
MDMDiagnostics folder as 
MDMDiagReport.html

MDM Diagnostics 
Report (full)

Can be created from Settings > 
Accounts > Access work or school 
under “Related settings” >
Export your management log files
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Win10 Log collection in Intune

 Directly going to the managed device to collect logs isn't always 
possible, nor is it super intuitive to ask the end-user to take action

 Therefore, we've created the Device Diagnostics feature to allow for 
these collections to happen remotely, right from the Intune console

Device Diagnostics – Collection and download

23

26



3/9/2021 7:45 PM

Device Diagnostics – What’s in the compressed folder

 Currently Preview feature 
collects data from pre-
determined locations, including 
CCM Logs (if co-managed)

 Intune Public Preview -
Windows 10 Device diagnostics 
- Microsoft Tech Community
 You can find a script here to extract 

everything to a single folder
 Feedback is always welcome

What can I do with the collected data?
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Troubleshooting 
Windows MDM 
Scenarios

Enrollment Issues: Enrolment restrictions set by IT

Source: https://www.microsoft.com/mdmerrors
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Enrollment Issues: Other Settings

This user is not authorized to enroll
 The user has already enrolled the maximum 

number of devices allowed in Intune
 The device is blocked by the device type 

restrictions

This user is not allowed to enroll
Cause: The Users may join devices to Azure 
AD setting is set to None. It prevents new users 
from joining their devices to Azure AD. Therefore 
Intune enrollment fails.

Your organization does not support 
this version of Windows

Cause: Windows MDM enrollment is disabled in 
your Intune tenant

Autopilot Deployments: Monitoring
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Autopilot Deployments: Common Issues

 An error occurred while creating Autopilot profile
Cause: The device name template's specified naming format doesn't meet the 
requirements. For example, you use lowercase for the serial macro, such as 
%serial% instead of %SERIAL%.

 Autopilot device enrollment failed with error HRESULT = 0x80180022
Running Home Edition - Autopilot is not supported for Home Edition SKUs

 Registering your device for mobile management (Failed: 3, 0x801C03EA)
Not TPM 2.0 – TPM is available but not enabled

 Securing your hardware (Failed: 0x800705b4)
Not TPM 2.0 – TPM doesn’t support TPM 2.0

Autopilot Deployments: Gathering Logs

 MDMDiagnosticsTool.exe -area Autopilot –cab C:\Autopilot.cab
 MDMDIagnosticsTool.exe -area Autopilot;TPM –cab C:\Autopilot.cab
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Autopilot Deployments: ESP timeout

Cause:
 Application failed to install 

within the specified timeout 
time. There could be various 
factors for app failures such 
as like improper detection 
rules for Win32 apps

Resolution:
 Ensure all application 

deployments are tested and 
working before setting them 
as required on devices. 

Autopilot Deployments: ESP timeout

Cause (when all the following conditions are true):
 Enrollment Status Page is used to track Microsoft Store for Business apps.
 Conditional Access policy that uses the Require device to be marked as 

compliant control is applied to All Cloud apps and Windows.
Resolution: 

 Target compliance policies to
devices. Ensure that compliance
can be  determined before user
signs into the device

 Use offline licensing for store apps.
The device doesn't have to check
with the Microsoft Store before
determining device compliance.
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Other issues: 
Policy applied but 
not reflected

Cause:
 Wallpaper does not 

apply due to incorrect 
URL encoding

Resolution:
 Ensure that URLs are 

entered correctly, and 
URL encodings are 
accounted for

Other tools: Conditional Access – What If?
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Other tools: Troubleshooting + Support at the User Level

Other tools: Troubleshooting + Support at the User Level
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Getting Proactive with Endpoint Analytics:
Common issues, Common solutions

Overview of Endpoint Analytics
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Endpoint Analytics – Proactive Remediation

 Reports > Analytics >
Endpoint Analytics

 Endpoint Analytics
allows you to run scripts to
both detect and to remediate

 Microsoft's own IT leveraged this 
feature during early days of the 
pandemic as employees 
transitioned to Work from Home

Takeaways Looking at the Service-side:
Start from Intune console UI that contains core information 
regarding any issues, problems or solutions. 
Looking at the managed device:
As a next step, leverage different techniques and tools for 
collecting useful data from the Windows client.
Scenarios:
After data is collected, there are some common scenarios that 
can help you make sense of how to use the data collected.
Getting Proactive:
Be ready to proactively prevent issues before the end-user faces 
this issue by leveraging Endpoint Analytics.
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Q&A

45


