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Where are my logs?
Troubleshooting a Windows MDM device

What we’ll cover

Looking at the Service-side:

Core information you can see in the Intune
console Ul to make sense of any problems/issues
that may exist

Looking at the managed device:
Useful data to collect (including logs) from the
Windows client, and where are they located

Scenarios:
Some common scenarios to help you make sense
of how to use the data collected

Getting Proactive:
Common issues can have common solutions
using Endpoint Analytics
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Looking at the Service-Side

Useful information in the Endpoint Manager admin center (1)

Microsoft Endpoint Manager admin center B

Ignite 2021 Cloud Attach
£ Home

Edl Dashboard
Home  Microsoft Managed Desktap

= All services
- fAiCHTE Status and alerts
Ll Devices Tenant status Resource alerts
Apps
&
i ) Account siatus ISE“'“""“h |‘°’“‘“‘“’m‘“ @ Device compliance @ Device enroliment
ndpoint securi i
- & Yy Active Healthy Healthy All'in compliance No Intune enrollment failures
@ Reports
@ Device configuration @ Client apps
-
&4 Users No canfiguration failures No installation failures
&3 Groups

&3} Tenant administration Guided scenarios

,
#< Troubleshooting + support Deploy Edge for mobile Try out a cloud-managed PC

Configure Edge for use at work and deploy it to the iOS and Android devices managed ~ Quickly set up an example PC and user to experience the cloud managed modern
L. .
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Useful information in the Endpoint Manager admin center (2)

Microsoft Endpoint Manager admin center

Ignite 2021 Cloud Attach
4} Home

Edl Dashboard
Home  Microsoft Managed Desktop

All services
S tape Status and alerts
] Tenant status
J Devices Tel
A Tenant details  Connector status  Service health and message center
@, Endpoint security I
0 UNHEALTHY
B2 Reports
Status T4  Connector T4 Time stamp
[
ah Users @ Healthy Windows AutoPilot last sync date 201742021, 10:39:47 PM
£ Groups @ Healthy Microsoft Store for Business last sync date 2/18/2021, 11:24:10 AM
. Not Enabled APNS expiry date NAA
&3} Tenant administration G 4
Not Enabled DEP last sync date N/A
A Troubleshooting + support D T I —

Configure Edge for use at work and deploy it to the IOS and Android devices managed  Quickly set up an example PC and user to experience the cloud managed modem

o e oot Sl i Anrtoban

hitps endpoint microset

Microsoft Endpoint Manager admin center

Ignite 2021 Cloud Attach

Home  Microsoft Managed Desktop

i Status and alerts
8 Devices ) — Resource alerts
Apps

Aot ot S s Corrach © Device compliance © Device envoliment
& Endpoint security Active lHeaIlhy IHeaIthy A s i e R
5 reports

@ Dvics configurstion © Clentapps

RS 1 device has a profie ermor 1 ingtallation fadure
2 Groups
G Guided scenarios
£ Tenant administration
X Troubleshoating + support Deploy Edge for mobile Try out & cloud-managed PC

Start start
News and support

Intune Customer Success blog What's happening in Intune
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Micrasoft Endpoint Manager admin center

A Home
ownors )

Al services

-]
B Enctpoint securty

2 Reports.
& usens
& Groups

£ Tenant adminis:

ten

X Troubleshoating + support

Ignite 2021 Cloud Attach

Home  Microsoft Manages
Status and alerts
Tenant status

St

Healthy I Healthy

Guided scenarios

Deploy Edge for mobile

start
News and support

Intune Customer Suceess blog

Resource alerts

© Device complance © Device emoliment

© Device configuration © cientapps

Try out a cloud-managed PC

Start

What's happening in Intune
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Useful information in the Endpoint Manager admin center (3)

A Home

Ed} Dashboard
i= All services
7 FAVORITES

Devices

i1 Apps

B2l Reports
& Users

22 Groups

Dashboard

() Devices | Overview

Search (Ctri+/)

B Al devices

B Monitor

@, Endpoint security

By platform
M Windows
i0S/iPad0S

o macOS

£ Tenant administration

B Android

#% Troubleshooting + support

Device enrollment
& Enroll devices
Policy

E7 Compliance policies

Enrollment status  Enroliment alerts

Compliance status

Configuration status

Intune enrolled devices

LAST UPDATED 2/18/2021, 12:59:50 PM

Platform Devices

Windows I 10
Andreid o

i0S/iPadOS [o

macOs [0

Windows Mobile [0

Total 10

Top enrcliment failures this week

No data to display

Enrollment failures by OS

Windows

o lo lo lo

Software update status

Windows Mabile

0
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Useful information in the Endpoint Manager admin center (4)

Microsoft Endp:

nt Manager admin center I

% Enrollment status Enrollment alerts Compliance status  Configuration status Software update status

£ Home

i Device compliance status Policy compliance
Bl Dashboard
Status Devices Policy Compliant devices Noncompliant devices
All services
Compliant 5 No dats 1
*  FAVORITES
In grace period o
Not evaluated 5
Apps
Mot compliant o
W Endpoint security
Total 10
G2l Reports
& Users
B Groups

3 Tenant administration
Devices without.

K Troubleshooting + support 5 e
e #Mabile ‘
Setting compliance Threat agent status
Setting Platform Noncompliant devic... Device state Devices
Has a compliance policy assig... All 0 Inactive threat agent 0
Is active Al 0 Unknown threat agent [
Enrolled user exists Al 0 Clean 10

Useful information in the Endpoint Manager admin center (5)

Microsoft Endpoint Manager admin center =
& Device:

He . ; ; i
A Home Devices | Moni... x = | Monitor | Assignment status
E4l Dashboard

All services £ Search (Ctrl+/) « » Export
R FORa S @ Overview 9 Configuration Profile Type Devices with errors Devices with confli

B Al devices B Assignment status Personalization Device restrictions 0 0

B Assignment failures (preview)

® Endpoint security — H Devices with restricted apps
5 Reprs o E——
gs Users
aa it
i0S/iPadOS 8 Certificates
£ Groups
& macos Compliance
£ Tenant administration
@ Android B Noncompliant devices

#% Troubleshooting + support

T T e B Devices without compliance po.

" Settin iar
& Enroll devices H Setting compliance
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sicrosoft Endpoint Manager admin center 2 o v i @

Ignite 2021 Cloud Attach

 Home
&
:‘a;h&:;rd
Home  Microsoft Managed Desktop
= Al services —_—
onTer Status and alerts
Tenant status Resource alerts
i Apps
et s E-»..ﬂ..u. Im--h-mu @ Device compliance @ Device envoliment
. Endpolnt securky Active Healthy Healthy Al it i eEiaide
Reports
© Device configuration O Clentapps
Users 1 davice i & grofle e 1 inétaliation Taiure
J Grops

Guided scenarios

Deploy Edge for mobile Try out a cloud-managed PC

St St
News and support

Intune Customer Success blog What's happening in Intune
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Useful information in the Endpoint Manager admin center (6)

Microsoft Endpoint Manager admin center

& Home >

A Home ® Apps | Overview

Edll Dashboard

i= All services | © Search (Ctrl+/) | « “~ Essentials
% FAVORITES Tenant name ignite2021.onmicrosoft.com
verview
= Tenant location : North America 0602
Li Devices All apps
B Monitor Installation status  App protection policy status
‘, Endpoint security
: By platform Top installation failures by devices Apps with installation failures
B2 Reports
B Windows
aa Users Microsoft 365 Apps for ... Windows 0
B ios/iPados ) 0 ©
A& Groups Company Portal Windows Q
G
b macOS
“} Tenant administration Microsoft Edge - Stable Windows 0
Android 5
7% Troubleshooting + support
Policy

App protection policies

12
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Useful information in the Endpoint Manager admin center (7)

Microsoft Endpoint Manager admin center

H

Apps

Apps >
ﬁ Home

£l Dashboard

| Monitor

All services P search (Ctrl+/) %
% FAVORITES @ Overview
J Devices

All apps

1 By platform

', Endpoint security

@ Reports

B Windows
aa Users

@ ios/irados
sk Groups =

o mac0S
A} Tenant administration

Android
#< Troubleshooting + support

Palicy

App protection policies

- | Monitor | App licenses

P Search (Ctrl+/) « () Refresh 4 Export == Columns () Sync VF

& App licenses

£ Search by name

& Discovered apps — —

8 App install status . .
Company Portal (Offline) Unlin

5. A protectionstatys Excel Mobile (Online) Unlin
OneNote for Windows 10 (Online) Unlin
PowerPoint Mobile (Online) Unlin
Sway (Online) Unlin
Word Mobile (Online) Unlin
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Micrasoft Endpoint Manager admin center

Ignite 2021 Cloud Attach
A Home )
Oashvoad

Home  Microsoft Managed Desktop

Al e

Status and alerts

Tenant status Resource alerts

i Apps

snrenes P— P——— @ s goiplaice
B exvipoi ey Active IHEa\my IHEa\thy e i
= Reports

© Bevice configuration

& usens + drvice has a profie erior
& Groups
& Te Guided scenarios

Try out a cloud-managed PC

Deploy Edge for mobile

1o the 105 and Android devices managed

start

Suart
News and support

Intune Customer Suceess blog What's happening in Intune

© Device envoliment

© Clentspps

cloud managed modern
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Looking at the Managed Device

Useful information to
collect from the
Windows client

16
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Quick List of “things”

- MDM Diagnostics Report
- Event Logs

Microsoft-Windows-DeviceManagement-Enterprise-Diagnostic-Provider

Microsoft-Windows-AAD
- Edge settings

edge://settings will show Edge Settings (managed and unmanaged)

edge://about will list out all available links

- Commands (during enrollment failures)

- Shift + F10 to launch Command Prompt during OOBE
- dsregemd /status to check device state in AAD and Intune
- Start ms-settings: to launch Windows Settings app

ipconfig /all to check network settings (IP and DNS)

- compmgmt.msc to launch Computer Management console

- Registry locations

HKLM\Software\Microsoft\Provisioning\NodeCache
HKLM\Software\Microsoft\Windows\CurrentVersion\PersonalizationCSP

17

MDM Diagnostics Report — Just the HTML report

- Simple report of MDM
configurations on the machine

- Go to Settings > Accounts >
Access work or school >
select the associated account
and click on Info

- Scroll to bottom of page and
click Create report under
Advanced Diagnostics
Report

Settings

Home

Your info

Email & accounts

Sign-in options

Access work or school

Other users

Sync your settings

Access work or school

] Get access to resources like email apps. and the network. Connecting
‘means your work or schoal might eantrol some thi
such as which settings you can change. For specific info about this, ask
them

< Settings
& Managed by Ignite 2021 Cloud Attach
2/18/2021 42147 P

Sync

Advanced Diagnostic Report

Your IT or support person may want additional information to help with
troubleshooting.

Create report

Q Get help

19
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MDM Diagnostics
Report file

HTML file created in
C:\Users\Public\Documents\
MDMDiagnostics folder as
MDMDiagReport.html

O

MDM Diagnostic Information

02/18/2021 06:26:13PM

PCname.
Organization
Edition

05 Build
Processor
Installed RAM
System Type

Managed by

Flags
OMADM pratocol version
EntOMID

¥ this MDM con

figuration source 1]

Provisioning

C:/Users/Public/Documents/MDMDiagnostics/MDMDiagReport html

Target

ntended purposes

Resource
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MDM Diagnostics
Report (full)

Can be created from Settings >
Accounts > Access work or school
under “Related settings” >

Export your management log files

Settings

Access work or school

Q

entisecutor
wunebansgemnentistenica
_senase

meEsecuter

Your info

Email & accounts

Sign-in options

Access work or school

Sync your settings

) MemDiaghepen Regitn Oump
MémigCalecerbcatprins

[T P -——————
mirescht wandew apedepioymet

cer-cperations!

22




3/9/2021 7:45 PM

Win10 Log collection in Intune

- Directly going to the managed device to collect logs isn't always
possible, nor is it super intuitive to ask the end-user to take action

- Therefore, we've created the Device Diagnostics feature to allow for
these collections to happen remotely, right from the Intune console

23

Device Diagnostics — Collection and download

Microsoft Endpoint Manager admin center
Ignite 2021 Cloud Attach

26
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Device Diagnostics — What's in the compressed folder

- Currently Preview feature
collects data from pre-
determined locations, including
CCM Logs (if co-managed)

- Intune Public Preview -
Windows 10 Device diagnostics
- Microsoft Tech Community
- You can find a script here to extract

everything to a single folder

- Feedback is always welcome

27

What can | do with the collected data?




Troubleshooting
Windows MDM

Scenarios
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Edit restriction

Device type restriction

© Platform settings

Type

Android Enterprise (work
profile)

Android device
administrator

i0S/iPad0S

Home > Devices > Enroll devices > All Users >

Platform

@D o )
@D o )

@D o)

@D ok )

versions

Allow min/max range:

[min  [[max |
Allow min/max range
[min  J[max |
Allow min/max range:

‘ fin H Max

Restriction not supported

Personally owned

Enrollment Issues: Enrolment restrictions set by IT

Specify the platform configuration restrictions that must be met for a device to enroll. Use compliance policies to restrict devices after
enrollment. Define versions as major.minor.build. Version restrictions only apply to devices enrolled with the Company Portal. Intune
classifies devices as personally-owned by default. Additional action is required to classify devices as corporate-owned. Learn more

Device manufacturer

[ Aow ]

Block

[ Manufacturer name

[ Aow ]

Block

[ Manufacturer name

-
( niow TS

Block

Restriction not supported

Restriction not supported

Windows (MDM) @

Alow IS

Allow min/max range:

Min Max

Restriction not supported

30
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Enroliment Issues: Other Settings

Microsoft Endpoint Manager admin center

This user is not authorized to enroll A

- The user has already enrolled the maximum
number of devices allowed in Intune

- The device is blocked by the device type
restrictions

This user is not allowed to enroll

Cause: The Users may join devices to Azure
AD setting is set to None. It prevents new users
from joining their devices to Azure AD. Therefore
Intune enrollment fails.

Your organization does not support
this version of Windows

Cause: Windows MDM enrollment is disabled in
your Intune tenant
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Autopilot Deployments: Monitoring

- | Monitor | Autopilot deployments (preview)

B e

Autopilot profile

32
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Autopilot Deployments: Common Issues

- An error occurred while creating Autopilot profile

Cause: The device name template's specified naming format doesn't meet the
requirements. For example, you use lowercase for the serial macro, such as

%serial% instead of %SERIAL%.

- Autopilot device enroliment failed with error HRESULT = 0x80180022
Running Home Edition - Autopilot is not supported for Home Edition SKUs

- Registering your device for mobile management (Failed: 3, 0x801CO3EA)
Not TPM 2.0 - TPM is available but not enabled

- Securing your hardware (Failed: 0x800705b4)
Not TPM 2.0 - TPM doesn't support TPM 2.0
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Autopilot Deployments: Gathering Logs

- MDMDiagnosticsTool.exe -area Autopilot —cab C:\Autopilot.cab
- MDMDIlagnosticsTool.exe -area Autopilot;TPM —cab C:\Autopilot.cab

s PC » Local Disk (C:) » Autopilot v O
] AutopilotConciergeFile,json AutopilotDDSZTDFilejson
] CloudExperienceHostOobe.etl.001 CloudExperienceHostOobe.etl.002

| CloudExperienceHostOobe.etl.003 _| CloudExperienceHostOobe.etl.004

| | DeviceHash_DESKTOP-8P3SNMI.csv
DiagnosticLogCSP_Collecter_Autopilot_2021_2... DiagnosticLogCSP_Collector_Autopilot_2021_2...

| DiagnosticLogCSP_Collecter_Autopilot_2021_2...

DiagnosticLogCSP_Collector_DeviceProvisioni... £ LicensingDiag
MdmDiagLogMetadata json
MdmLogCollectorFootPrint

] microsoft-wind

[l microsoft-windows-shell-core-operational

setupact
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Autopilot Deployments: ESP timeout

Cause:

- Application failed to install
within the specified timeout
time. There could be various
factors for app failures such
as like improper detection
rules for Win32 apps

Resolution:

- Ensure all application
deployments are tested and
working before setting them
as required on devices.

Setting up your device for work

This could take a while and your device may need ta reboot

35

Autopilot Deployments: ESP timeout

Cause (when all the following conditions are true):
- Enrollment Status Page is used to track Microsoft Store for Business apps.

- Conditional Access policy that uses the Require device to be marked as
compliant control is applied to All Cloud apps and Windows.

Resolution:

- Target compliance policies to
devices. Ensure that compliance ’S C:\> get-autopilotdiagnostics | out-file
can be determined before user
signs into the device

- Use offline licensing for store apps.
The device doesn't have to check
with the Microsoft Store before
determining device compliance.

36
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Other issues:
Policy applied but
not reflected

Cause:

- Wallpaper does not
apply due to incorrect
URL encoding

Resolution:
- Ensure that URLs are
entered correctly, and

URL encodings are
accounted for

£ Type here 10 search
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Other tools: Conditional Access — What If?

Home > Endpoint security >

s= Conditional Access | Policies

Azure Active Directory

& + Newpolicy R Whatlf (O Refresh Q Got feedback?

i= Policies

@ Insights and reporting Policy Name

X Diagnose and solve problems Android Managed
Require MDM

Manage

BYOD - Compliant Personal Devices
4> Named locations

Helpdesk CA
[@} Custom controls (Preview)

Block non-compliant Android Devices
& Terms of use

Tunnel CA
% VPN connectivity

i= C(lassic policies
Troubleshooting + Support

& Virtual assistant (Preview)

;’} New support request

State
Off
On
On
On
On

Report-only
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Other tools: Troubleshooting + Support at the User Level

Troubleshooting + support | Troubleshoot

1% Guided scenarios (prev

Craig Beane

A Troubleshoot

£ Helpand support

ASSIGNMENTS

c

tapps
Assignment ™
Included
Included
included
Included

Included

DEVICES

Device name Ty,

WIN10-AADJ-01

APP PROTECTION STATUS

tean To Srams

Managed by

Co-managed

Devices compliant

Company Portal

AzureAD

T

nfighigr 2010 Client Co-man:
65 Apps for Windows 10

t Edge - Stable

L Azure AD join ty..

o1 name Group memberships 2)

Cui—u:weﬂz‘wgni[:EDZ'\ onmicrosoft.com i ‘
T, 0s T4 Type

Available

Windows 10 and later Required

ement Available

Windows 10 and Required

Required

Ownership T4 Intne compliant Ty Azure AD compl..Ty,  App install lifecy. s OS T4 OSwversien
Corporate O Yes O Yes D failure indows 10.0.19042.80¢
ann name TL Devica name T Deviee tve P palicies T la

T4 Last Modified

2/22/2021 9:50:22 PM

2/22/2021 8:15:55

PM

2/22/2021 9:33:35 PM

211772021 2:45:07 PM

2/17/2021 2:45:51 PM
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Other tools: Troubleshooting + Support at the User Level

Microsoft Endpoint Manager admin center

# Home

(@) Devices | Overview
Ell Dashboard

All services

# ravommes

1 Devices

Apps

W Endpoint securty
By platform

] Reports

 Windows
& Users
a

(68/iPados
B8 Groups

& macos
£ Terant admiristration

¥ Troubleshooting + suppart
Davice enrallment

W ool d

tional access

Enrollment status

Intune enrolled devices

Enrollment alerts

Compliance status  Configuration status  Software updat

Enroliment failures by OS

AST USDATED 1/4/2021, 51422 P44

Platform

Windows

s
i05/iPaciOs
macas
Windews Mobile

ol

Top enrallment

No dat i

Devices

s |\wmm ]mmxm

lo lo lo
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m Microsoft

Getting Proactive with Endpoint Analytics:
Common issues, Common solutions

gnite2021,.0n

cre
rosoft Endpoint Manag: IGNITE 2021 CLOUD ATTACH @

A Home
Edl Dashboard

= All services

% FAVORITES

@ Overview

5 o Monitor the health and activity of your endpoints
evices
Device management Use Intune reporting to menitor endpoint compliance, health, and trends in your organization,

Apps
B Device compliance
@ Endpoint security
. Group policy analytics (preview)

2! Reports _
B windows updates (preview)
&k Users =
B, Cloud attached devices (preview) g §
& Groups . o
E¥ Tenant administration Endpitdeacty
%

% Troubleshsoting suppert . Microsoft defender antivirus

B Firewall

Analytics
8 Endpoint analytics

Intune data warehouse

Organizational reports Trends reports Advanced reports
[ il Datawarehouse Generate a summarized report of the latest, Create a report from historical data to help you Create custom queries and visualizations from
overall state of your endpoints and apply filters identify patterns and trends over time. raw data with the help of Log Analytics and
Azure monitor to refine your data Azure monitor workbooks

Diagnostic settings
# Log analytics

@ workbooks
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Endpoint Analytics — Proactive Remediation

. Reports > Analytics > :Endw.,,nmﬂymsiF\.w:h‘.‘::m‘f_-dur-wu

=
Endpoint Analytics - :

- Endpoint Analytics Rl SR ik
allows you to run scripts to el Editsettings x
both detect and to remediate 12 o o v

- Microsoft's own IT leveraged this .
feature during early days of the
pandemic as employees =
transitioned to Work from Home
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Looking at the Service-side:
Ta keaways Start from Intune console Ul that contains core information
regarding any issues, problems or solutions.
Looking at the managed device:

As a next step, leverage different techniques and tools for
collecting useful data from the Windows client.

Scenarios:

After data is collected, there are some common scenarios that
can help you make sense of how to use the data collected.

Getting Proactive:

Be ready to proactively prevent issues before the end-user faces
this issue by leveraging Endpoint Analytics.
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