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Deploying Shared and Frontline worker devices
with Microsoft Endpoint Manager

Agenda Introduction to Shared Devices
Deploying Shared iPad
Deploying Android shared devices
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Related Ignite Enabling frontline workers with Microsoft
Sessions Endpoint Manager

hitps.//akamsVideotubven  Managing Apple devices with Microsoft
Endpoint Manager

Shared device scenarios

Organisation-owned multi-user devices

Special-purpose or multi-purpose devices
+ Sign-in kiosks
« Shift workers
« Students

Commonly used in:
Education
Retail
Healthcare
Manufacturing
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Shared device options

Shared Device without sign-in

Shared Device with sign-in

Android: Corporate-
owned dedicated device
Mode

i0S: Enrollment without
user affinity

Use cases:

+ Kiosk

+ Signage

+ Meeting room screens
* K-3 Education

Android and iOS: Azure
Active Directory Shared
Device Mode (preview)

Shared Device Mode

This modie s designed forkiosk devices used
il st worken,

iPad: Shared iPad

Use cases:

« Shift and frontline workers
* Loan devices

* Education

Device 10: 41241004
aneeuzEeIE

Shared device with sign in solutions

Shared Device Mode

Shared iPad

Microsoft Authentication Library (MSAL)
capability.

Available in public preview on
iOS/iPadOS 13.1+ and Android 6.0+.

Shared Device Mode

Thia e s desigre fo kioek deeices used by
ot i werrens

User data resides in apps protected by
clearing app data on sign-out.

User must be a valid AAD user to sign
in.

Requires Microsoft Authenticator (i0S,
Android) & Enterprise SSO plug-in
(i0S).

Use cases:
*  Multi-user device where required
apps are supported

Built-in iPadOS capability.

Available on iPadOS 13.4+ with at
least 32 GB storage.

Recent Users

User data resides in user partitions
protected by personal passcode.

Sign in using corp-credentials when
Allows temporary “guest” session
without requiring sign-in.

Use cases:
* General multi-user device

AAD federation is enabled with ABM.
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Deploying Shared iPad

What is Shared iPad

Secure logons for

. Per-user storage
multiple users

Optional guest
user

Works with Apple
Classroom
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Deploying Shared iPad

Requirements

Manager

- iPadOS 13.4+
» 32GB+ storage
« Supervised

Devices need access to » Automated Device Enrolment

iCloud » Managed Apple IDs

Syncs: » Recommended with Azure

* Messages, Contacts, Active Directory Federation
Calendars, Notes, and + Manual creation also
Reminders available

* Photos and videos

» Documents

Bookmarks, reading list,
open webpages
Passwords (for MDM
approved domains)

Demo

Shared iPad:
« Setup
» Enrollment experience
» User experience

Recent Users
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Devices

Apps

Endpoint security
Reports

Users

Groups

Tenant administration

Fs

Troubleshooting + support

Contoso
i Home
B} Dashboard
Home  Microsoft Managed Desktop
= All services
% FAVORITES Status and alerts

Tenant status

Account status

Active

Service health

Healthy

Connector status

Healthy

Guided scenarios &

Deploy Edge for mobile

Configure Edge for use at work and deploy it to the 05 and Android devices managed

by your organization.
Start
News and support

Intune Customer Success blog

Enabling BitLocker with Microsoft Endpoint Manager - Microsoft Intune

Resource alerts

]

Device compliance

Allin compliance

Device configuration

No configuration failures

Try out a cloud-managed PC

desktop.

Start

What's happening in Intune

What's new in Micrasoft Intune

Assign

Create enrollment profile

enrollment

Create Group

profile

Device enrollment

No Intune enrollment failures

o

Client apps
No installation failures

Quickly set up an example PC and user to experience the cloud managed modern

Create device

R Efppe configuration

maflw.onmic
«

onToso S
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Microsoft Endpoint Manager admi

« I

A Home

Dashboard

= All services

% FAVORITES

Tenant administration

Troubleshooting + support

fome > Di

Enroll devices

EMA FLW Tenant | Profiles

¢ ~+ Create profile ~

O overview
Devices must have an enroliment profile assigned b

Envollment program tokens

EMA FLW Te

Set default profile

Devices your corporate devices and their platform,
Manage Learn more
Apps
Devices
@ Endpoint security 2 search file na
Profiles
G2 Reports Name 14 Description T4 User Affinity
& Users el User
& Groups Shared iPad No User

Create enrollment
profile

profile

Assign enrollment

Create Group

Supervised Department
Yes fd
Yes Shared iPad

Create device
configuration

Add apps

maflw.onmic
CONTT

& they are powered on to succasstully enroll. Profiles define the enrollment and management settings specific to

Platform

i05/iPadOs o

i0S/iPad0s
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Microsoft Endps

A Home
Edl Dashboard

All services

% FAVORITES
3 Devices

Apps

W Endpoint security
G2 reports

& Users

&2 Groups

3 Tenant administration

# Troubleshooting + support

it Manager admin center

Home > Devices > Enroll devices
o EMA FLW Tenant
Enroliment program toker
O search (Ctrl+/) ¢

© Overview
Manage

Devices

Profiles

B

Create enrollment
profile

Enrollment program tokens

[ Delete

A Essentials

O Renew token

{51 Set default profile

Staty : @ Active

E : /2212
stion © 364

s © Succes:

Status

Devices

© Envolled 0

@ Ready to enroll 1

A Missing profile 0

@ Removed From A.. 0

Assign
enrollment
profile

022

s

Apple ID
;

am Type

Add apps

It iOS/iPadO

S Enrollme.

Create device
configuration

+ scottb_adh

: Apple Business Manager
: Shared iPad

: No default set

@rogersodemo.onmicresoft.com
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A Home

B} Dashboard

= All services

* FAVORITES

3 Devices

Apps

Endpoint security
G2 Reports

& Users

& Groups
£ Tenant administration

X Troublesheoting + support

Groups | All groups

& Dire

«
& Al groups
88 Deleted groups

K Diagnose and solve problems

Settings
B General

83 Expiration

2 Naming policy
Activity

I= Access reviews

E Auditiogs

& Bulk operation results

Troubleshoating + Suppert

B New support request

Create enrollment
profile

+ Newgroup

O . Shared iPad

O ﬂ All Company

O ' Contoso

O m Shared Android D

Assign
enrollment
profile

L Download groups

Q) Refresh

Fo Add filters

Object Id

95fab287-52ef-43d4-0a1

dcccadf2-Ocbe-4ddc-930...

d3¢c375f2-e0de-4ca7-9ca...

120174de-24ba-4687-af.

Create Group

page includes previews available for your evaluation, View previews =

Columns [ Preview features
Group Type Membership Type
Security Dynamic
Microsoft 365 Assigned
Micresoft 365 Assigned
Security Dynamic

Add apps

Create device
configuration

admin@emaflw.onmice

D Got feedback?

Email

allcompany@emafiw.on

Contoso@emaflw.onmic.

Source

Cloud

Cloud

Cloud

Cloud

contoso
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Microsoft Endpoint Manager admin center

5 me > Apps > i0S/iPadOS > Microsoft Authenticatos
Microsoft Authenticator | Properties
Put Microsoft Corporation
* FAVORITES ® o
il Devices
Manage
Properties
W Endpoint security
Ga g, Monitor i 3pPs-ap) au/app/microsoft-authenticator/id9831
X Reports
& Users B Device install status
22 Groups o User install status
;‘) Tenant administration = PP icenees
K Troubleshooting = support A
Iy S Volume: Pr |

Assignments Edit

Group made Uninstall on device .

License tvne

Group

Assign
enrollment
profile

Create Create device

Group

Create enrollment
profile

Add apps

configuration

Uninstall

admin@emaflw.onmicr...
conToso

Install as removable

9/03/2021
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Shared iPad
Enrollment and

User Experience

Press home to open
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Deploying Shared iPad

Lessons from the field

scenarios

« Conflict resolution
for domains

« UPN and email
address match

* 1:1 relationship to
Azure AD

« Federated
credentials for first
logon

« Passcode for
subsequent logons

» Conditional Access

¢ Intune Company
Portal app

* Available apps

* User app and
config targeting

+ Apple Content
Caching

» Consider how apps
download and
store data

- Disabled settings
and features

» Passcode
complexity

- # of users per
device is based on
available device
storage
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Deploying Android shared devices with sign-in
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Deploying Android shared devices with sign-in

What are the solution components?

Azure Active . . Microsoft Endpoint Microsoft Managed
. Android Enterprise
Directory Manager Home Screen

« Shared Device « Corporate-owned « Device Enrollment * Customized
Mode (preview) dedicated device « Device experience on
Mode configuration shared devices
« Application
deployment

20

Deploying Android shared devices with sign-in
Requirements

Operating System Required Apps Supported Apps
« Android 6.0+ » Microsoft Authenticator  Microsoft Teams
+ Corporate-owned  Microsoft Intune + LOB apps that support
dedicated device mode MSAL and Shared Device
« Google Mobile Services mode
(GMS) « Managed Home Screen

21
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Lenovo.

Deploying Android shared devices with sign-in

OEMConfig

Create profile
OBMConfig

Configure settings with

> ¥ KYOCERA

BLUEBIRD Settings Plocate

o g Zebra OEMConig o
unitech

because we care

SAMISUNG
spectralinkd

red

MR Transaction Steps

$DATALOGIC

1 Transaction Step

Honeywell

ascom
{ ZEBRA
®Lc

n
m Seuic

ARCHOS

}oblle

previous | (D

+/ Basics (2 Configuration settings  * s

Configuration designer ~

Transaction Step

Specifies an OemConfig Step by specifying an unardered set of operations to be performed
as part of that Step

Explanation O

Error Mode © Not configur.. \/
Analytics Configuration © Configure
App Feature Configuration © Configure
AppGallery Configuration @ Configure
Audio Configuration Configure
Auto Trigger Configuration G Configure
Blacklist Configuration © Configure
Bluetooth Configuration Configure
Bug Reporting Configuration © Configure
Camera Configuration Configure
Clock Configuration © Configure

OEMConfig

iclzlal=

Search for settings x

Search or add settings to policy

[2 updard

Showing 1105 of 5 records

Page 1\ |of1

Firmware Update Button
Specifies whether the device user should be allowed to use the
Firmware Update Button to perform Firmware Updates using the
Device Central subsystem. Not supi on Device(s): TC20 and
TC25. Supported from: MX 8.1

0 Update/Upgrade/Downgrade File
Specifies the file (ZIP, UPL, XML, etc) to be used for an OS Update
Action. Supported from: MX 8.1

Update Firmware File
Specifies a File in the device file system that will be used to
perform an Update Firmware Action. Not supported on Device(s):
TC20 and TC25. Supported from: MX 8.1

Update Serial Number
Specifies the Serial Number of the Remote Scanner to be affected
by the Update Action. Not supported on Device(s): TC20 and TC25.
Supported from: MX 6.2

Update File
Specifies the Remote Scanner Update File to be applied by the
Update Action. Not supported on Device(s): TC20 and TC25
Supported from: MX 6.2
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Demo

Android shared device with sign-in:
+ Setup
» Enrollment experience
» User experience

23
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icrosoft Endpoint Manager admin center

~ Contoso
Home

Dashboard

Home  Microsoft Managed Deskiop

= Al services
. BT Status and alerts
L Devi
O Tenant status Resource alerts
Bl Apps
e Aecount status Isanw:be:u IG.N\-M’.U:’. @ Device compliance @ Device enroliment
| Endpoint securit -
& i Active Healthy Healthy Allin compliance No Intune enroliment faitures
G Repons
© Device configuation @ Clientapps
& Users N No ins
& Groups

2 Tenant saminisation Guided scenarios

K Troubleshooting + support Deploy Edge for mobile Try out a eloud-managed PC

PC and user to experience the cloud managed modern

Start Start
News and support

Intune Customer Success blog What's happening in Intune

Managed Home Multi-app kiosk
Configure enrollment profile Create Group Assign Apps Screen app and home
configuration screen la
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crosoft Endpoint Manager admin center

Home

e & Shared Android Dievice | Token x

Dashboard

Corparate

E= All services © Search (Crl+ Replace token () Revoke token
* FAVORITES
@ Overview . .
[0 Devices Shared Android Device
il Use this token or QR code to enroll devices, Learn mar
B Apps Use this token or QR code to enroll devices, Leam mare

Il Properties
W Endpoint security
i Token

5 Reports c
& Users

2 Groups.

& Tenant administration

K Troubleshooting + support

Managed Home
Create Group Assign Apps Screen app
configuration

Multi-app kiosk
and home
screen layout

Configure enrollment
profile

25
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Microsoft Endpoint Manager admin center

Home
Bt 2 Groups | All groups X

ED Dashboard 0

= All services & { Newgroup {4 Download groups Q) Rerr == Columns Preview features Q) Got fesdback?
- PAdCRTS 2 Allgroups
@ This page includes pre available for your evaluation. reviews 3
Gl Devices & Deleted groups ki
Diagnose and solve probl

Bl Apgs Lt f *g Add filters
W Endpoint security Senings Name Object Id Group Type Membership Type Email Source
= Reports General r Z = %
G rep & Gener O H Shared Android Device Security Dynamic Cloud
s Expiration
& Users @ Expiratio O B #compery dccesdf2-Oche-4ddc-9305-15...  Microsott 365 [rm—
& Grou S5 Naming policy T 2 4

es: L 9 policy O Cantoso 43¢37512-20de-4¢a7-9¢ab-121... Microsof Assigned Contoso@emafiw.onmicrosaft... Cloud

Tenant administration
£ Tenant administratior Actity

K Troubleshooting + support
= Access reviews

Bulk operation re

Troubleshooting + Support

& New support request

Configure enroliment Managed Home Multi-app kiosk

profile

Create Group Assign Apps Screen app and home
configuration screen lay:

npz/iendo:

26

Microsoft Endpoint Manager admin center

A rome

Ef) Dashboard

£ Al services aga () Retrash 7 Finer L Bxport == Columns
* FAVORITES Overview
CH Devices B Allapps =
# Name L Type Status Assigned
i 4ops Monitor X
Intune Company Portal Managed Goagle Play store app No

W Endpoint security

By platform Aanaged Home Screen Manag gle Play store app Yes
G2 Reponts

W Windows Miceosaft Authenticator Managed Goagle Play store app No
& Users

05 /iPad0s Microsoft Infune Managed Google Play store app No
& Groups.

[ R Microsoft Teams ay store app Yes
£} Tenant administration

B Android
XK Troubleshooting + support

Policy

B App protection policies

B App configuration policies

& s mode supplemental pelicies
Q Policies for Office apps

3 Polic

Other

B App

App categaries

Multi-app kiosk
and home
screen layout

Configure enrollment
profile

Managed Home Screen

Assign Apps app configuration

Create Group

27



Microsoft Endpoint Manager admin center g ®5 2 0

& Home

51 Dashboard

e Apps | App configuration policies

All services

* FAVORITES

Name Ty Platform ™y Assigned Ty Updated Ty

By platform
¥

- Wi
AL

i o
&

- g
3

@ An
AT

Policy

Managed Home
Screen app
configuration

Configure enrollment

profile Create Group

(ST PR home screen layout

Enreliment type Ty Scape Ta

Multi-app kiosk and

admin@emafiw.onmicr...
CONTOSO
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Android shared
device with sign-in

enrollment and user
experience

*public preview experience may change before general availability
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Deploying Android shared devices with sign-in

Lessons from the field

Unsuppqrted Applications Other Intune Company
scenarios Portal

« App Protection  Android « Multiple * Intune
Policies system apps enrolment Company
« Available apps « LOB Apps profiles Portal to
« User targeting supress APP
errors
30
Takeaways Shared devices with and without sign-in

Azure AD Shared Device Mode is available for
iI0S and Android but requires app support

Shared iPad is specific to iPadOS

Choose your solution based on storage, device
type, supported apps and use cases
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Additional Resources

Shared device mode overview

Shared device mode for iOS devices
Shared device mode for Android devices
Shared iPad overview

Microsoft Enterprise SSO plug-in for Apple devices
How to setup Microsoft Managed Home Screen on Dedicated devices

in multi-app kiosk mode
Configure the Microsoft Managed Home Screen app - Microsoft

Intune | Microsoft Docs

Setup Intune enrollment for Android Enterprise dedicated devices -

Microsoft Intune | Microsoft Docs
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