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Deploying Shared and Frontline worker devices 
with Microsoft Endpoint Manager

Agenda Introduction to Shared Devices

Deploying Shared iPad

Deploying Android shared devices

1

2



9/03/2021

Related Ignite 
Sessions

Enabling frontline workers with Microsoft 
Endpoint Manager 

Managing Apple devices with Microsoft 
Endpoint Manager

https://aka.ms/VideoHub/MEM

Shared device scenarios

Organisation-owned multi-user devices
Special-purpose or multi-purpose devices

• Sign-in kiosks
• Shift workers
• Students

Commonly used in:
• Education
• Retail
• Healthcare
• Manufacturing
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Shared device options
Shared Device without sign-in

Android: Corporate-
owned dedicated device 
Mode

iOS: Enrollment without 
user affinity

Use cases:
• Kiosk
• Signage
• Meeting room screens
• K-3 Education

Shared Device with sign-in

Android and iOS: Azure 
Active Directory Shared 
Device Mode (preview)

iPad: Shared iPad

Use cases:
• Shift and frontline workers
• Loan devices
• Education

Shared device with sign in solutions
Shared Device Mode

Microsoft Authentication Library (MSAL) 
capability.

Available in public preview on 
iOS/iPadOS 13.1+ and Android 6.0+.

User data resides in apps protected by 
clearing app data on sign-out. 

User must be a valid AAD user to sign 
in.

Requires Microsoft Authenticator (iOS, 
Android) & Enterprise SSO plug-in 
(iOS).

Use cases:
• Multi-user device where required 

apps are supported

Shared iPad

Built-in iPadOS capability.

Available on iPadOS 13.4+ with at 
least 32 GB storage.

User data resides in user partitions 
protected by personal passcode.

Sign in using corp-credentials when 
AAD federation is enabled with ABM.

Allows temporary “guest” session 
without requiring sign-in.

Use cases:
• General multi-user device
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Deploying Shared iPad

Deploying Shared iPad
What is Shared iPad

Secure logons for 
multiple users Per-user storage Optional guest 

user
Works with Apple 

Classroom
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Deploying Shared iPad
Requirements

Device Requirements

• iPadOS 13.4+
• 32GB+ storage
• Supervised

iCloud

• Devices need access to 
iCloud

• Syncs:
• Messages, Contacts, 

Calendars, Notes, and 
Reminders

• Photos and videos 
• Documents
• Bookmarks, reading list, 

open webpages
• Passwords (for MDM 

approved domains)

Apple Business/School 
Manager

• Automated Device Enrolment
• Managed Apple IDs

• Recommended with Azure 
Active Directory Federation

• Manual creation also 
available

Demo

Shared iPad:
• Setup
• Enrollment experience
• User experience
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Demo to create enrollment profile

Create enrollment profile
Assign 

enrollment
profile

Create Group Add apps Create device 
configuration

Demo to assign enrolment profile

Create enrollment
profile

Assign enrollment
profile Create Group Add apps Create device 

configuration
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Demo to create Azure AD group

Create enrollment
profile

Assign 
enrollment

profile
Create Group Add apps Create device 

configuration

Demo to add apps

Create enrollment
profile

Assign 
enrollment

profile
Create Group Add apps Create device 

configuration
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Demo to create device configuration

Create enrollment
profile

Assign 
enrollment

profile

Create 
Group Add apps Create device 

configuration

Shared iPad
Enrollment and
User Experience
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Deploying Shared iPad
Lessons from the field

Unsupported 
scenarios

• Conditional Access
• Intune Company 

Portal app
• Available apps
• User app and 

config targeting

Federation

• Conflict resolution 
for domains

• UPN and email 
address match

• 1:1 relationship to 
Azure AD

• Federated 
credentials for first 
logon

• Passcode for 
subsequent logons

Network

• Apple Content 
Caching

• Consider how apps 
download and 
store data

OS Restrictions

• Disabled settings 
and features

• Passcode 
complexity

• # of users per 
device is based on 
available device 
storage

Deploying Android shared devices with sign-in
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Deploying Android shared devices with sign-in
What are the solution components?

Azure Active 
Directory

• Shared Device 
Mode (preview)

Android Enterprise

• Corporate-owned 
dedicated device 
Mode

Microsoft Endpoint 
Manager

• Device Enrollment
• Device 

configuration
• Application 

deployment

Microsoft Managed 
Home Screen

• Customized 
experience on 
shared devices

Deploying Android shared devices with sign-in
Requirements

Operating System

• Android 6.0+
• Corporate-owned 

dedicated device mode
• Google Mobile Services 

(GMS)

Required Apps

• Microsoft Authenticator
• Microsoft Intune

Supported Apps

• Microsoft Teams
• LOB apps that support 

MSAL and Shared Device 
mode

• Managed Home Screen
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Deploying Android shared devices with sign-in
OEMConfig

Support for OEMs with OEMConfig

Demo

Android shared device with sign-in:
• Setup
• Enrollment experience
• User experience
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Demo to create enrolment profile

Configure enrollment profile Create Group Assign Apps
Managed Home 

Screen app 
configuration

Multi-app kiosk 
and home 

screen layout

Demo to create group

Configure enrollment
profile Create Group Assign Apps

Managed Home 
Screen app 

configuration

Multi-app kiosk 
and home 

screen layout
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Demo to assign apps

Configure enrollment
profile Create Group Assign Apps

Managed Home 
Screen app 

configuration

Multi-app kiosk 
and home 

screen layout

Demo to perform MHS app configuration

Configure enrollment
profile Create Group Assign Apps Managed Home Screen 

app configuration

Multi-app kiosk 
and home 

screen layout
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layout

Configure enrollment
profile Create Group Assign Apps

Managed Home 
Screen app 

configuration

Multi-app kiosk and 
home screen layout

Android shared 
device with sign-in 
enrollment and user 
experience

*public preview experience may change before general availability
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Deploying Android shared devices with sign-in
Lessons from the field

Unsupported 
scenarios

• App Protection 
Policies

• Available apps
• User targeting

Applications

• Android 
system apps

• LOB Apps

Other

• Multiple  
enrolment 
profiles

Intune Company 
Portal

• Intune 
Company 
Portal to 
supress APP 
errors

Takeaways Shared devices with and without sign-in

Azure AD Shared Device Mode is available for 
iOS and Android but requires app support

Shared iPad is specific to iPadOS

Choose your solution based on storage, device 
type, supported apps and use cases
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Q&A

Additional Resources

Shared device mode overview 
Shared device mode for iOS devices 
Shared device mode for Android devices
Shared iPad overview
Microsoft Enterprise SSO plug-in for Apple devices
How to setup Microsoft Managed Home Screen on Dedicated devices 
in multi-app kiosk mode
Configure the Microsoft Managed Home Screen app - Microsoft 
Intune | Microsoft Docs
Setup Intune enrollment for Android Enterprise dedicated devices -
Microsoft Intune | Microsoft Docs
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