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How does Microsoft define quality?

Quality Service metrics

Telemetry

• Jitter, packet loss, and round-trip time

• Classifiers for audio, video, and sharing

Reliability

• Did the call drop unexpectedly?

• Does it take more than one try to join a call?

Endpoint

• Who’s not using a headset?

• Was the right transport used?

Client

• Are clients updating regularly?

• Is VPN split-tunneling is working?

User experience

Was I able to join the call or meeting?

Am I able to maintain a call?

How did the audio sound?  

Was the video clear? 

Were you able to see the screen share?

Did I have any problems with the call or meeting?



Audio quality classifier
An audio stream is classified as poor if one of the following service metric averages exceeds its 

defined threshold. 

Metric Threshold Description

Jitter >30 ms This is the average change in delay between successive packets. 

Packet loss rate >10% or 0.1 This is often defined as a percentage of packets that are lost. 

Round-trip time >500 ms This is the time it takes to get an IP packet from point A to point B and 

back to point A.

Network Mean Opinion Score (NMOS) 

degradation average*

>1.0 Represents how much the network loss and jitter has affected the 

quality of received audio.

Average ratio of concealed samples* >7% or 0.07 Average ratio of the number of audio frames with concealed samples 

generated by packet loss healing to the total number of audio frames.

https://aka.ms/cqdclassifiers

https://aka.ms/cqdclassifiers


Optimize for quality

https://docs.microsoft.com/en-us/microsoftteams/upgrade-prepare-environment-prepare-network

https://www.microsoft.com/en-us/download/details.aspx?id=53885

https://connectivity.office.com/

Metric Client to Microsoft edge Customer edge to Microsoft edge

Latency (one way) <50 ms <30 ms

Latency (RTT, or round-trip time) <100 ms <60 ms

Burst packet loss <10% during any 200-ms interval <1% during any 200-ms interval

Packet loss <1% during any 15-sec interval <0.1% during any 15-sec interval

Packet inter-arrival jitter <30 ms during any 15-sec interval <15 ms during any 15-sec interval

Packet reorder <0.05% out-of-order packets <0.01% out-of-order packets

For an optimal user experience, the following network performance metrics must be met.

https://docs.microsoft.com/en-us/microsoftteams/upgrade-prepare-environment-prepare-network
https://www.microsoft.com/en-us/download/details.aspx?id=53885
https://connectivity.office.com/


Microsoft target metrics

Metric name
Quality targets Reliability targets

Audio Poor Stream Rate Setup Failure Rate Drop Failure Rate

A
ll Internal 2.0% 0.5% 2.0%

Overall 3.0% 1.0% 3.0%

M
e
e
ti

n
g

s

Internal 2.0% 0.5% 2.0%

Wired internal 1.0% 0.5% 1.0%

Wi-Fi 5 GHz internal 1.0% 0.5% 1.0%

Wi-Fi 2.4 GHz internal 3.0% 0.5% 2.0%

Overall 3.0% 0.5% 3.0%

C
a
ll

Internal 2.0% 0.5% 2.0%

Wired/Wi-Fi 5 GHz internal 1.0% 0.5% 1.0%

Wired/Wi-Fi 5 GHz overall 2.0% 1.0% 1.0%

Overall 3.0% 1.0% 3.0%

Target metrics define the core service metrics that are used to assess the user experience, along 

with their defined thresholds.



1.

Deploy Quality of Service (QoS) where needed

In congested networks, media workloads should be prioritized into proper queues to protect packets on 
managed networks.

2.
Bypass proxy and deep packet inspection

Bypass on-premises and cloud-based proxy and inspection services commonly used for Internet 

browsing.

3.
Implement split tunnelling for VPN solutions

Facilitate direct connectivity to these cloud endpoints for VPN users by implementing split tunneling.

4.

Ensure the right ports and protocols are open

Subnets, 13.107.64.0/18, 52.112.0.0/14, 52.120.0.0/14 and Ports: UDP 3478-3481 & TCP 443 are needed 

for Teams signalling and media traffic.

5.

There are 7 key 

configuration areas to 

validate – start here

Take the shortest path to the Internet

Route traffic to the Internet as close as possible to the endpoint. This ensure traffic enters the Microsoft 

managed network faster with fewer hops and points of failure in between. 

Exclude important processes from anti virus/DLP scanning

Excluding teams.exe, for example, from scanning keeps then from interrupting the operation of team 
which can lead to slow system performance.

6.

Local DNS resolution

Microsoft services are deployed globally and use geo-based DNS and Anycast IP to load balance and 
allocate services closest to the endpoint.    

7.

NOTE: Some of these changes 

can have perceived security risks, 

please see the Teams Security 

Guide to understand how we 

ensure the security of our traffic. 

https://docs.microsoft.com/en-us/microsoftteams/qos-in-teams
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-network-connectivity-principles?view=o365-worldwide#BKMK_Categories
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-vpn-split-tunnel?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide#skype-for-business-online-and-microsoft-teams
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-network-connectivity-principles?view=o365-worldwide#egress-network-connections-locally
https://docs.microsoft.com/en-us/microsoftteams/troubleshoot/teams-administration/include-exclude-teams-from-antivirus-dlp
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-network-connectivity-principles?view=o365-worldwide#egress-network-connections-locally
https://docs.microsoft.com/en-us/microsoftteams/teams-security-guide




Call Analytics

Start here 
https://docs.microsoft.com/en-

us/microsoftteams/set-up-call-analytics

Provides detailed information about the devices, 

networks, and connectivity related to specific calls 

and meetings for each user in Teams.

Located in the Teams Admin Center

30-day history of calls and meetings

Limited role-based access control (RBAC) support

https://docs.microsoft.com/en-us/microsoftteams/set-up-call-analytics


Call Quality Dashboard (CQD)

Start here 
https://aka.ms/whatiscqd

Originally web based

https://cqd.teams.microsoft.com/

Moving into Power BI

Analyze org-wide trends or problems to drive 

improvements to the meeting and calling 

experience.

EUII data available for 28 days

12-month history of call and meeting data

Web UI 
https://cqd.teams.microsoft.com

CQD PowerShell
https://aka.ms/cqdpowershell

https://aka.ms/whatiscqd
https://cqd.teams.microsoft.com/
https://cqd.teams.microsoft.com/
https://aka.ms/cqdpowershell


Power BI

Power BI Desktop
https://powerbi.microsoft.com/downloads

Power BI Connector
https://aka.ms/cqdpbiconnector

Additional Power BI Templates
https://aka.ms/qerpbi

Licensing
Publishing a Power BI report requires a valid Power BI Pro or Power 

BI Premium license.

No license required to use Power BI Desktop.

Start here 
https://aka.ms/PowerBICQDTemplates

https://powerbi.microsoft.com/downloads
https://aka.ms/cqdpbiconnector
https://aka.ms/qerpbitemplates
https://aka.ms/PowerBICQDTemplates


Graph – Call Records API

Call records provide usage and diagnostic 

information about the calls and online meetings. 

You can use the call records APIs to subscribe to call 

records and look up call records by IDs. 

Customers and partners can build solutions based 

on this API.  

Partner solutions

Splunk

Codesoftware.net

Coreview.com

Start here 
https://aka.ms/cqdcdrapi

https://www.splunk.com/en_us/blog/tips-and-tricks/splunking-microsoft-teams-data.html
https://www.codesoftware.net/solutions/microsoftteams/
https://www.coreview.com/microsoft-teams-analytics/
https://aka.ms/cqdcdrapi




Power BI 
Limitations

PBI connector uses Direct Query storage model

Top N and advanced filtering support is limited

No support for calculated columns or custom measures

Cannot publish in PBI Online in Gov clouds (coming soon)

Not available in DOD/GCCH

CQD is restricted to 10k results per query

Need tenant admin credentials for CQD access

Templates to get you started

Seven templates included with connector download

CQD templates: https://aka.ms/PowerBICQDTemplates

QER template: https://aka.ms/qerpbi (DEMO)

Fully customizable

Row-Level Security (RLS) has been implemented

https://docs.microsoft.com/en-us/power-bi/connect-data/desktop-use-directquery
https://aka.ms/PowerBICQDTemplates
https://docs.microsoft.com/en-us/power-bi/admin/service-admin-rls




Just what is a QER?

QER stands for Quality of Experience Report.

Primarily used as network analytics tool to help IT 
determine where to focus effort and resources to 
improve the meeting and calling experience in 
Microsoft Teams.

By leveraging the data presented in the QER one can 
quickly identify areas of interest that are impacting the 
meeting experience.

Yes, it does have some reactive functionality as well.

The QER can be used to help determine what 
circumstances may have led to a poor meeting 
experience as well as analyze an individual user’s 
overall meeting and calling experience.



What’s in the QER template

24 Reports in Total

Common CQD Definitions (landing page)

Search report

Overall Audio, Video, and Sharing Health reports

Detailed Audio, Video, and Sharing reports

Detailed User and Meeting reports

Overall Media Health, Setup, and Reliability reports

TCP report

Estimated and Mapped VPN reports

User Feedback report

Dailies report

Top 10 Network, Managed, and ASN reports

Usage report

Building Data report

https://aka.ms/qerpbi



QER is not the only template

Helpdesk report

Location Enhanced report

Mobile Device report

PSTN Direct Routing report

PSTN report

Summary report

Teams Usage report

User Feedback report

→ GO HERE 

https://aka.ms/PowerBICQDTemplates












Matrix visual allows grouping 

of multiple dimensions.  

• Selecting the plus symbol 

will expand the individual 

row.  

• Select the double down 

arrow will expand all 

dimension groups at 

once.



Visuals are 

interactive





Same report exists for Mapped 

VPN data using the Building File



Visuals are interactive



Visuals are color coded to 

targets and are fully 

customizable

Target goals provided to 

quickly assess quality

Filters are color 

coded.  Purple

sourced from 

Building File, Tan

sourced from CQD.

Slicers for filtering 

Client slicer is 

synced with other 

reports where 

applicable



Visuals are 

interactive Color scale allows for quick 

identification of potential 

hot spots that are impacting 

quality.

Color rules helps visualize 

areas of further interest.

Video and Sharing Health reports are same as Audio.

Drill Through Dimensions
• Second ASN

• Second ASN Country

• Second Building Name*

• Second City*

*Sourced from building data file



Visuals are 

interactive



Visuals are 

interactive

Drill Through Dimensions
• Second ASN

• Second ASN Country

• Second Building Name*

• Second City*

• Second Reflexive Local IP 

Network (Public Subnet)

• Second Subnet

*Sourced from building data file



Drill Through Dimensions
• Second ASN City

• Second Reflexive Local IP 

Network (Public Subnet)

• Second Subnet 

Video and Sharing Health Detail reports are same as Audio.



UPN

Drill Through Dimension
• Second UPN



Enter search 

parameter in any 

field to filter 

results

Right click any 

value to Drill 

Through for 

more details



Conference ID

Drill Through Dimension
• Second Conference ID



Results are sorted 

by volume of poor 

streams and color 

weighted by poor 

rate

All results have Drill Through 

functionality to get additional details.



Visuals in each column 

are interactive

**Building File Required**

A building file is required 

before this report will 

populate



**NEW Dimensions**

ASN Number

ASN City

ASN State

ASN Country

ASN Country Code



Thank you!


