
Governance – How to get started?

Overview
Platform 

Architecture
Secure Monitor Alert and Act Deploy

Educate and 
Support

❑ Product discovery: 
understand the 
origin of apps & 
flows

❑ Know your 
application Types

❑ Know your 
environments

❑ Learn the 5 layers 
of security + the 
one that maters 
most

❑ Review out-of-box 
analytics

❑ Leverage 
management 
connectors & 
PowerShell to 
automate your 
policies

❑ Understand managed 
vs unmanaged 
solutions

❑ Establish a Center of
Excellence

❑ Setup data loss 
prevention policies

❑ Configure audit logs ❑ Welcome new 
makers and foster 
best practices

❑ Learn the Application 
Lifecycle Management 
(ALM) toolset and best 
practices

❑ Train and onboard 
makers“ to build on 
top of the platform

❑ Leverage 
management 
connectors & 
PowerShell as 
powerful reporting 
tools

❑ Identify and 
empower 
champions

© Microsoft Corporation                                                                                  Power Platform 

What’s out of the box, what’s in the CoE starter kit?



Product Discovery
understand the origin of apps & flows
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And where do apps and flows come from?
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Power Apps and Power Automate 

provide customization for Office 365 

and Dynamics 365
Individuals can sign-up to learn 

and test out:

Power Automate or Power Apps 

community plan

Power Apps and Power Automate paid 

licenses give users the ability to build 

stand-alone apps and flows



Global Admin

Full administration to all 
services in tenant

Power Platform Admin

Dynamics 365 Admin

Power Platform Admin role

Delegated Admin

Full administration to all
services in tenant

Used for partners to provide support 
to customers

Full support for Power Platform

Define Organizational
Admin Roles



Environments
Environments are containers that administrators can use to manage apps, flows, connections, and other 

assets; along with permissions to allow organization users to use the resources

Azure AD Tenant

Environments



Environment – Key facts
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Environments are tied to a geographic location that is 

configured at the time the environment is created.

Environments can be used to target different audiences 

and/or for different purposes such as dev, test and 

production.

Every tenant has a Default environment where all 

licensed Power Apps and Power Automate users can 

create apps & flows.

Non-default environments offer more control around 

permissions. Creation can be restricted to only global 

and service admins from the Power Platform admin 

center: https://aka.ms/ppac 

Automatically created with first user in the region 

closest to the Azure AD tenant

https://aka.ms/ppac


Looking inside 
environments

On Premise Systems

Databases
On Premise 
Gateway(s)

Web API

SharePoint Data File Storage

Microsoft Azure 

Logic Apps Functions

Management API Storage

Azure AD

Data Gateway(s)

PowerApps
Default

Environment

Azure AD
Tenant

PowerApps

Flows

SharePoint

Exchange

Teams

Excel

PowerApps
Environment

PowerApps

Flows

Model Driven 
PowerApps

Process Flows

Business Rules

Entities

Security Model

Dataverse 
(CDS)



Governance – How to get started?

Overview
Platform 

Architecture
Secure Monitor Alert and Act Deploy

Educate and 
Support

✓ Product discovery: 
understand the 
origin of apps & 
flows

✓ Know your 
environments

❑ Learn the 5 layers 
of security + the 
one that maters 
most

❑ Review out-of-box 
analytics

❑ Leverage 
management 
connectors & 
PowerShell to 
automate your 
policies

❑ Understand managed 
vs unmanaged 
solutions

❑ Establish a Center of
Excellence

❑ Setup data loss 
prevention policies

❑ Configure audit logs ❑ Welcome new 
makers and foster 
best practices

❑ Learn the Application 
Lifecycle Management 
(ALM) toolset and best 
practices

❑ Train and onboard 
“makers“ to build on 
the platform

❑ Leverage 
management 
connectors & 
PowerShell as 
powerful reporting 
tools

❑ Identify and 
empower 
champions
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Tenant 
level

Azure AD 

Conditional Access

Environment
level

Environments have 

two built-in roles that 

provide access to 

permissions within an 

environment

Resource 
level

Resource permissions 
for apps, flows, 
custom connectors…

The 5 layers of security + the one that matters most
Less code. More Power. Faster Innovation.  

Common Data 
Service

Assigned Common 
Data Service security 
roles

Cross Tenant 
level

Cross-tenant 
inbound & outbound 
restrictions to the 
300+ connectors to 
cloud services, 
content services, 
DBs, APIs, etc..  

Secure your data at rest

• There is no such thing as security through obscurity

• Power Apps & Power Automate do not provide users with access to any data assets that they don’t already have access to. 

• Users should only have access to data that they really require access to. 
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User/Group

Conditional service access

Azure AD Premium required

Scenario coverage

Grant/block access based upon

User/Group

Device

Location

Power Automate


