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Data is encrypted to FIPS140 at rest and TLS enforced on 

all inter-service connections. Inter-region traffic travels 

over Azure’s private internet backbone (dark fibre).

Azure Policies lock configuration and alert of violations

Active Directory authentication is interwoven 

throughput cloud fabric, enforcing policies, MFA, and 

conditional access

Common data platform architecture enables data led 

cultures. Business users are empowered to explore and 

build on streamlined scalable and secure data platform

Separation of compute and storage enable agility to 

evolve processing. Data flows are CI/CD driven (Data 

DevOps) and are backed by repos that support different 

deployment strategies.

Out of box audit logs, monitoring, and alerts across 

entire estate are aggregated and presented centrally via 

Azure Monitoring
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Azure Enterprise Ready Analytics Platform

The big picture illustrates key concepts in which Azure services 

in conjunction with authentication, firewalls and network 

integration provide the foundation for enterprise analytics.

*1 … vnet joined via ‘private link’ or ‘service endpoint’
*2 … using vnet injection

Perimeter Level Security
Virtual Networks + Subnets
Network Security Groups, Firewalls

Data Security
FIPS140 Encryption at Rest
Enforced TLS Traffic

Authorisation
Role Based Access Control
Data- vs Management- plane 

Authentication
Active Directory + MFA + 
Complex Event Processing ML

Auditing
Storage Analytics + Activity Logs

Dynamic Data Masking
Mask PII and sensitive data

Row & Column Level Access
Limit access to specific groups

Advanced Threat Protection
Detect SQL Injection, brute force 
Queries, unusual activity/locations/creds

Vulnerability Assessment
Automated security checks

Compute Storage

Credential Passthrough
Enable data-lake level filtering 
based on user identity

Data Product Oriented Delivery

Data Lake Storage (Gen2)

MonitoringKey Vault

Focus on reusability + scalability
• Policy enforcement
• Data Quality + Compliance
• Streamlined source system ingestion
• Buildout + maintain catalogue

Focus on driving business value
• Build-on core-services
• Product delivery focused
• Buildout + maintain catalogue

OnPrem / 3rd party cloud

Account Types

User Identity
Active Directory uses employee credentials to authenticate against 
services, allowing admins to build fine-grained multi-layered access

Managed Identities
Particular Azure resources can be given a managed identity, 
allowing resources (i.e. SQL server, Databricks) to authenticate 
against other services (i.e. ADLS). Identity is embedded into Azure 
cloud fabric, thus no keys required reducing risk of key theft.

Service Principals
Conventional process automation approach. Identity created in AD 
and granted access to specific resources. Involves managing keys in 
key-vault to prevent plaintext keys appearing in code.

Groups
Simplify access control management using active directory groups, 
allowing to create standard role/access definitions.

Compute Engines

*1

*2

Azure Cloud

K8s App

Databricks Workspace Security

Cluster A
Cluster B1 

Streaming

Workspace A Workspace B (Shared) 

Notebook 

A1

Notebook 

A2
Notebook B1

Cluster B2 

DW

Notebook B2
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Azure Active Directory

Azure Synapse SQL Pool Security Model
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ADLS G2 Access with Credential passthroughADLS G2 Access with credential passthrough

Azure DevOps

Data DevOps

Continuous Deployments

Dev 
Environment

Sandboxes

Test 
Environment

Continuous Integration

Git Repo

Tests

Deploy

Approval

Pipeline

Release Branch

Dev
Branch

Feature Branches

Container
Registry

HA/DR
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s Rebuild environment via CI/CD - Infrastructure and config as code + 
DDL/DML/Notebooks stored in Git Repo

Integration runtime cluster run active active
Platform and data pipelines stored in Git Repo
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Intra-region Replica-sets (4x)
Zone redundancy

Multi-region replication + Multi-master
Automatic-Failover 

Redundant compute and storage
RA-GRS Snapshots RPO 1hr

Active geo-replication (readable secondaries) 
RPO 5sec

Automatic snapshots RPO 8hrs
Redundant premium storage

Geo-backup RPO 24hrs

3 local/zone redundant copies LRS or 
ZRS

+3 global read-available copies (RA-GRS) with 
customer initiated failover RPO 15min

Local Global

…

*1*1

Hub Vnet

Data 

Governance

Improve platform resilience by utilising built-in PaaS out-of-box HA/DR features and 
DevOps to quickly rebuild environments. (Note: this list isn’t exhaustive)

Separation of Concerns

Management Group

Subscription(s)

Resource Group(s)

Resource(s)
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End
User

Data 
Engineer

Management Plane Data Plane

Power
User

Abiding by principle of least privilege, support staff may have resource 
managing rights, however access to data plane is prohibited. Groups with data-
plane access can be further restricted to different layers of data plane.

John A.D. Mallinder 

Cloud Solution Architect Data & AI

Data Platform 

Core Services

Data 

Product 

A,B,C
Nested orchestration achieved via daisy-chained pipelines

Source

Systems

ML
Services

*1

https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/managing-permissions-with-stored-procedures-in-sql-server
https://docs.microsoft.com/en-us/azure/data-factory/concepts-integration-runtime#self-hosted-ir-compute-resource-and-scaling
https://docs.microsoft.com/en-us/azure/data-factory/continuous-integration-deployment
https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability
https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability#availability-zone-support
https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability#building-highly-available-applications
https://docs.microsoft.com/en-us/azure/cosmos-db/tutorial-global-distribution-sql-api
https://docs.microsoft.com/en-us/azure/cosmos-db/how-to-manage-database-account#automatic-failover
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-high-availability#basic-standard-and-general-purpose-service-tier-availability
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-business-continuity
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-business-continuity
https://docs.microsoft.com/en-us/azure/sql-data-warehouse/massively-parallel-processing-mpp-architecture
https://docs.microsoft.com/en-us/azure/sql-data-warehouse/backup-and-restore#geo-backups-and-disaster-recovery
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy-grs

