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nter the Realm 
for magical 
experiences





he Castles of the 
Lords can protect 
the People.



ollow the Laws of Identity and 
the Realm will prosper!



I. User control 
and consent

II. Minimal 
disclosure for a 
constrained use

III. Justifiable 
parties

IV. Directed identity

V. Pluralism of 
operators and 
technologies

VI. Human 
integration

VII. Consistent 
experience 
across contexts



he Realm seems a land of 
wondrous treasures.



las, unexpected peril 
and treachery await!



Phishing

Pharming

Breaches
Cookies

Data overcollection

Sales of data
Data sharing

User tracking



Pluralism of operators 
and technologies

VI. Human integration

VII. Consistent experience 
across contexts

V.

We are spied upon!

I. User control and consent

https://www.nytimes.com/2016/09/17/world/europe/edward-snowden-defending-his-patriotism-says-

disclosures-helped-privacy.html

Edward Snowden Says Disclosures 
Bolstered Individual Security

II. Minimal disclosure 
for a constrained use

III. Justifiable parties

Directed identityIV.

https://www.nytimes.com/2016/09/17/world/europe/edward-snowden-defending-his-patriotism-says-disclosures-helped-privacy.html


VI.

VII.

V. Pluralism of operators 
and technologies

Human integration

Consistent experience 
across contexts

Thieves prey upon our friends!

Facebook says Cambridge Analytica 
had data on 87 million people

https://www.cnet.com/news/facebook-says-cambridge-analytica-had-data-on-87m-people/

III.

IV.

Justifiable parties

Directed identity

II. Minimal disclosure 
for a constrained use

I. User control and consent

https://www.cnet.com/news/facebook-says-cambridge-analytica-had-data-on-87m-people/


VI.

VII.

I.

Pluralism of operators 
and technologies

Human integration

Consistent experience 
across contexts

V.

User control and consent

Foreign invaders plunder our identities!

OPM Hack: China blamed for massive 
breach of US government data

https://www.theguardian.com/technology/2015/jun/04/us-government-massive-data-breach-employee-records

-security-clearances

IV. Directed identity

II. Minimal disclosure 
for a constrained use

III. Justifiable parties

https://www.theguardian.com/technology/2015/jun/04/us-government-massive-data-breach-employee-records-security-clearances


I. User control and consent

II. Minimal disclosure 
for a constrained use

III. Justifiable parties

Directed identityIV.

Pluralism of operators 
and technologies

VI. Human integration

VII. Consistent experience 
across contexts

V.

ithout the Laws the Castles crumble! 



https://www.wsj.com/articles/SB10001424052748704694004576020083703574602

Your Apps Are Watching You

The Crier sounds 
the alarm. 



The Crier sounds 
the alarm. 

http://www.theregister.co.uk/2014/04/24/voicemail_still_easy_to_hack/ 

Reg probe bombshell: How we 
HACKED mobile voicemail 
without a PIN



The Crier sounds 
the alarm. 

http://www.nbcnews.com/id/3078835/t/online-privacy-fears-are-real/#.WvIiP0xFyfB

Online privacy fears are real
More people are tracking you than you think



#HandsOffMyData!  #PrivacyNow!  #SecureOurStuff!



This shall not stand!



This shall not stand!



This shall not stand!



This shall not stand!



This shall not stand!



This shall not stand!



The magistrates codify the Laws of Identity. 



http://money.cnn.com/2018/04/12/technology/data-protection-europe-gdpr-facebook-tech/index.html

The magistrates codify the Laws of Identity. 



alance flows back to    
the realm



Castles are vulnerable and the risks are great!  
Shall we call upon the people?



If people had personal data shields…

… the people and castles 
would  protect the realm 

together



To prove who you are

To test who others are –
protecting you from liars, 
thieves, impostors

To keep and protect your 
personal data.

To give you control over who 
can see it.

…



To help people and places 
you like get through to you.

To create a single message 
store for people, companies 
and things.

To connect and order all your 
devices throughout your 
whole life.

To whack the surveillance 
corporation



How will the 
shields work?

DIF Identity Hub Replicas



DID as a social 
network…

Site’s Hub Store stores PII

Sites just use OIDC (DID looks 
like a social network)

Shard is no-risk because 
works without any DID 

adoption



How will the 
shields work?

Identity Hub Replicas

Hip new 
functionality

Full hub installed 
that merges 

shards

Blockchain gives 
user stability

All PII is under the control of 
the user but available when it 

it shared.



The new & 
improved
Laws of 
Identity.

I. User control 
and consent

II. Minimal 
disclosure for a 
constrained use

III. Justifiable 
parties

IV. Directed identity

V. Standardized 
identity hub 
working across 
contexts

VI. Standardized 
DID for long-
terms identity 
stability

VII. Human 
integration



Continues …


